INSTITUT FUR INFORMATIK

Selecting Theories and Nonce Generation
for Recursive Protocols

Klaas Ole Kiirtz

Bericht Nr. 0709
August 2007

CHRISTIAN-ALBRECHTS-UNIVERSITAT
KIEL



Arbeitsgruppe Theoretische Informatik Institut fiir Informatik der
Christian-Albrechts-Universitit zu Kiel
Olshausenstr. 40
D - 24098 Kiel

Selecting Theories and Nonce Generation for
Recursive Protocols

Klaas Ole Kiirtz

Technical Report Nr. 0709
August 2007

kuertz@ti.informatik.uni-kiel.de

This work was supported by the DFG under grant KU 1434 /4-1.



Abstract

In recent years, formal methods have been developed to analyze and verify cryptographic
protocols. We will focus on protocols that rely on iteration or recursion. These protocols
typically use special security tokens — such as numbers used only once, called nonces, or
keys generated by a principal — to achieve their security assertions.

The recursion depth of the computations in such protocols and thus the number of fresh
tokens occurring in a run of a protocol is not explicitly bounded by the protocol’s descrip-
tion. Therefore, we need a mechanism to provide the protocol’s principals with the ability

to generate an unbounded number of fresh tokens.

In this report we will extend the model of selecting theories introduced by Truderung — in
this model recursive protocols can be analyzed in the presence of a Dolev-Yao intruder. We
will present an extended model that allows the principals to generate fresh tokens, and we
will show decidability with respect to a bounded number of sessions. In the proof, attacks
on such protocols will be represented by a special graph structure introduced by Truderung
called ADAG; we will prove our decidability result by bounding the size of ADAGs. In the
protocol model and in the ADAGs the modeling of fresh tokens will be based on an infinite

set of constants in the signature.
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1 Introduction and Fundamentals

The use of cryptographic protocols is widely spread — for example, e-commerce and online
banking are typically secured by protocols using cryptographic methods as encryption or
digital signatures, promising security properties as secrecy or authentication. The design of
such protocols is complex and error-prone, hence, an analysis of their security properties is
essential. But as the analysis itself is likewise complex and laborious, the overall analysis is
usually split up into several more manageable tasks.

One of these tasks is a high-level analysis of the protocol’s logic, abstracting from most
of the implementational and cryptographical details of the cryptographic methods used in
a protocol. The main question on this level of abstraction is if an adversary can attack a
protocol’s security assertions if he has control over the network and can manipulate mes-
sages, but has no means like cryptanalysis — this type of adversary is called Dolev Yao
intruder. A symbolic approach on this level has allowed models and tools to be develop,
which have become useful and practical for the (automatic) analysis of cryptographic pro-
tocols [DY83, FHG9S, RTo1].

While most models can only handle protocols of a simple structure, we will examine a
broader class of protocols including ones that can only be modeled by iteration or recursion.
These protocols often rely on special security tokens such as numbers used only once, called
nonces, or fresh keys generated by principals of the protocol [Meao1) [SBos]. As the size of
the messages exchanged in such a protocol and thus the recursion depth of the principals’
computations is not explicitly bounded by the protocol’s description, we need a mechanism
to provide the principals with the possibility to generate an unbounded number of nonces
and fresh keys.

In this report we will extend a model introduced by Truderung [Truosb], which uses spe-
cial Horn theories — called selecting theories — to model the principal’s computations. In
this model secrecy can be decided for recursive protocols in the presence of a Dolev-Yao
intruder; we will extend this model to handle the generation of fresh tokens and show de-

cidability of secrecy of a protocol (with respect to a bounded number of sessions). In the
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decidability proof, attacks on such protocols will be represented by a special graph struc-
ture called ADAG introduced in [Truosal], and we will be able to present a decision algorithm
by bounding the size of ADAGs. In the protocol model and in our ADAGs the modeling of
fresh tokens will be based on an infinite set of constants along the lines of [KWo4].

1.1 Cryptographic Protocols

1.1.1 Cryptographic Primitives

In this report we will use cryptographic algorithms such as encryption schemes, digital
signatures or hashing algorithms. As we will abstract from the cryptographical and imple-
mentational details of these algorithms, we refer the reader to introductory texts like [Stig5]]
or [DKoz2]], the latter also has a chapter about cryptographic protocols. We will call such
algorithms (cryptographic) primitives.

One important primitive we refer to are nonces, which is an abbreviation for number used
once. We assume that during computations each computing party can generate numbers
that were not generated by this party before. This allows us, for instance, to tag messages,
i.e., to distinguish between two messages which have the same content, by appending

nonces to the messages.
The Handbook of Applied Cryptography [MVO9g6] defines nonces as

[...] a value used no more than once for the same purpose. It typically serves

to prevent (undetectable) replay.

The term nonce is most often used to refer to a »random« number in a challenge-
response protocol [...]. Three main classes of time-variant parameters are [...]
random numbers, sequence numbers, and time-stamps. Often, to ensure proto-
col security, the integrity of such parameters must be guaranteed.

In this report, the generation of nonces and the generation of fresh keys will both be referred
to as generation of fresh tokens, and we will abstract from the details of the implementation
as described in Section [1.2.5]
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1.1.2 Cryptographic Protocols

In computer science, a communication protocol is a convention for the communication be-
tween two or more computing parties called principals. The Handbook of Applied Cryp-
tography [MVOg6] defines it as

[...] a multi-party algorithm, defined by a sequence of steps precisely specify-
ing the actions required of two or more parties in order to achieve a specified

objective.

One has to distinguish between the service offered by a protocol (»a specified objective«),
i.e., the purpose and benefit when using this protocol, and the description of the internal
structure (»sequence of steps«), i.e., the way in which this protocol tries to accomplish
its purpose. The definition of a protocol may include several levels, from the syntax of
electronic signals to the semantics of applications.

Cryptographic protocols apply cryptographic methods such as encryption algorithms and
digital signatures to offer a specific security service. Their internal structure can often
be described on an abstract level, i.e., as a sequence of abstract messages under certain
conditions. Their service may, for example, include secrecy, authentication, key exchange
or agreement, secured data transport, anonymity, non-repudiation, or fairness. In this
report we will use the term »security of a protocol« — if not stated otherwise — for secrecy,
i.e., that an adversary is not able to derive information that is meant to be kept secret by a

protocol.

Today the use of cryptographic protocols on modern communication networks is widely
spread — for example, Transport Layer Security (TLS, formerly SSL, first presented in [HE95])
and Secure Shell (SSH, introduced in [Y1696]]) are common cryptographic protocol used
to secure connections over the internet. Although partly out-of-date, the Clark-Jacob li-

brary [CJg7] gives a good survey of cryptographic protocols.
Bellare and Goldwasser state [GBo1l:

Classical cryptography is concerned with the problem of [secure] communica-
tion between users by providing privacy and authenticity. The need for an un-
derlying infrastructure for key management leads naturally into the topic of key
distribution. For many years this is all there was to cryptography.

One of the major contributions of modern cryptography has been the develop-

ment of advanced protocols. These protocols enable users to electronically solve
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many real world problems, play games, and accomplish all kinds of intriguing
and very general distributed tasks. Amongst these are zero-knowledge proofs,

secure distributed computing, and voting protocols.

1.1.3 Recursive Cryptographic Protocols

Most of the cryptographic protocols used in real world applications can be abstracted to
the mathematical level and then be described by simple means: The protocols consist of
a certain sequence of messages exchanged by the principals, where each principal that
receives a message replies with a single message that can be computed from the previous

messages without the need of complex methods as iteration or recursion.

This is often based on the fact that the cryptographic protocol is separated from the applica-
tion using it. For example, the standard situation for TLS is »only« to secure communication
between two principals by agreeing upon a set of cryptographic algorithms used and then
exchanging key material for these primitives. Any application may use this secured com-
munication channel and transmit arbitrary data over it, abstracting from the details of the
implementation of TLS.

But some protocols, called recursive protocols, contain complex actions or data structures:
On the one hand, there are, for instance, group protocols providing services not only for
two principals, but for a potentially unbounded number of principals. Such protocols often
contain data structures such as lists of the principals involved or rely on a server which

sends messages to each principal.

On the other hand, there are protocols that integrate application logic and cryptographic
methods: For example, there are protocols based on web services and WS-Security that
allow the modeling of business processes. During such a business process, a whole set of
data is exchanged between several parties, which have to encrypt or digitally sign parts of
the messages or data, or which may only be allowed to read or to add data etc.

One important example of a recursive protocol is the Internet Key Exchange (IKE) proto-
col [Kauos, Zhogg|, for more examples see [SBos]. We will use a simple recursive protocol
for illustration and as an example protocol, the Recursive Authentication Protocol [BOg7,
Paug7].
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1.2 Analysis of Cryptographic Protocols

1.2.1 Different Levels and Approaches

When cryptographic protocols are used in the real world, their security depends on factors
on different levels. One can distinguish between different types of weaknesses:

1. User level: When one uses software containing cryptographic primitives or crypto-
graphic protocols, there are several possible problems like weak or inscribed pass-
words, unconditional trust exploited by social engineering or phising, and running

security-critical applications on insecure systems.

2. Implementation level: Implementing cryptographic algorithms and protocols is ex-
tremely error-prone — there may be numerous ways to attack implementations on
hardware (e. g., power consumption) or software level (stack-overflow, deadlocks, tim-

ing attacks, weak pseudo-random number generators etc.).

3. Cryptographic Level: Some cryptographic protocols are designed by simply applying an
arbitrary encryption, signature, or hashing scheme. While some of these schemes are
simply outdated or weak (for example, DES), the security of other schemes depends
on their usage — e. g., the stream cipher RC4 should be used with a pseudo-random
key and the first output bytes should be discarded. Naturally, weak or misused cryp-
tographic primitives lead to serious flaws in protocols, the best-known example is the
Wired Equivalent Privacy (WEP) protocol which uses RC4 in an insecure way; for
further examples see [Boy90].

4. Logical level: Even if one abstracts from all other levels mentioned so far by assuming
that the cryptographic primitives used are perfectly secure, there are numerous pos-
sible weaknesses in the logic of a protocol itself. As described in the next section, one
major example is Lowe’s attack on the Needham-Schroeder protocol [NS78, [Lowgs],

for more examples see, e. g., [CJo7].

Although the security of an actual protocol execution depends on all these levels, the com-

plexity of the analysis necessitates to split the analysis.

The user level (1) typically eludes any analysis. Applications using cryptographic methods
are, in practice, analyzed on the implementational level (2), but rarely systematically: These
examinations are very laborious, they have to be done manually and do always remain

partial. On the cryptographical level (3), many of the cryptographic primitives used in
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protocols have been thoroughly analyzed or are still analyzed; but naturally, the work on
this level will never be finished, either. Finally, as there are various potential problems
on the logical level (4) of protocol design, it is also necessary to analyze the logic level of
protocols.

There are two main approaches on the logical level: The first one links the security of a
protocol on the logical level to the security of the cryptographic primitives, i. e., linking level
three and four, while the latter one completely abstracts from the details of cryptographic

primitives, i.e., solely analyzing the logical level.

e In the computational model, messages are viewed as bit strings, and the cryptographic
operations applied on messages are considered as functions on bit strings. An ad-
versary is typically modeled by a probabilistic polynomial-time Turing machine; and
security is proven by reducing the security of a protocol to security of the crypto-
graphic primitives. This usually yields security results which express the probability
or computational complexity of attacks like in [BRg3]. In this model, the complex

proofs can often only be done manually, which is error-prone [CBHos].

e On the other hand, the symbolic approach abstracts from many of these details. Mes-
sages are modeled by a term algebra, and so the cryptographic primitives are only
modeled by a set of axioms, assuming perfect cryptography. The intruder is able
to modify terms in an idealized way. Thus, security properties can be described in
formal logics. This enables a (semi-)automatic analysis by model checking, theorem
proving or similar methods — if the problem is decidable at all, what is not necessarily

the case. We will give references in the next two sections.

¢ In addition to these two separate approaches, first results were achieved to link both
the symbolic and the computational approach, see, e.g., [ARoo, BPWo3, CWos].

In this report we will analyze protocols on the logical level, pursuing the symbolic ap-
proach, i.e., we will abstract from cryptographical details as described in the next sec-

tions.

1.2.2 History on the use of Formal Methods

From the beginning of computer networks, protocols were developed, implemented, and
tested by hand, i. e., by trial-and-error: A protocol was published (or some software using a

protocol), and if a bug or a flaw was found in a protocol or software, a revised version was
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developed. But similar to the verification of algorithms, formal methods were developed
and began to be practical and useful to analyze the security of cryptographic protocols.

In 1978, Needham and Schroeder published an article entitled »Using Encryption for Au-
thentication in Large Networks of Computers« [NS78]. They described the scenario of a
network without a central authority that can ensure authentication etc., and they proposed

a threat model:

We assume that an intruder can interpose a computer in all communication
paths, and thus can alter or copy parts of messages, replay messages, or emit
false material. While this may seem an extreme view, it is the only safe one

when designing authentication protocols.

This description is the basis for today’s formal analysis on the logical level of protocols. In
1983, Dolev and Yao presented the first method which allowed protocols to be modeled on
this level, making it possible to formally analyze their secrecy properties with respect to the
Needham and Schroeder threat model [DY83].

Ironically, an authentication protocol proposed by Needham and Schroeder [NS78] is to-
day’s best-known example for a protocol that was analyzed with formal methods — and
failed: Although Denning and Sacco manually analyzed the protocols proposed by Need-
ham and Schroeder in 1981 and found flaws in it [DS81]], an important attack on the asym-
metric Needham-Schroeder protocol was found by Lowe no earlier than 1995 [Lowos].

Lowe then applied formal methods to analyze the flaw and to show that his extension of
the protocol is secure [Lowg6]. Today, a modified version of the protocols proposed by
Needham and Schroeder is widely used in the authentication protocol Kerberos [SNS88].

For a survey of the history of the symbolic analysis of cryptographic protocols, for nu-
merous examples and for an outlook on open problems see [Meags, Meao1, Meao3] and
[CSo2].

1.2.3 The Dolev-Yao Model

The symbolic approach of protocol analysis is based on the so-called Dolev-Yao model, which
is a generic term for a set of assumptions and abstractions that has developed out of [DY83]].
These assumptions mostly include the following ones, which will be used in our model,
too:
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1. A protocol run consists of messages exchanged by a set of principals. Each principal
is defined by a set of consecutive actions including receiving and sending messages;
such an action is called a protocol step.

2. The set of messages is created by a term algebra over a signature that contains con-
stants for atomic keys, the names of principals, nonces etc., as well as function symbols

for pairing and cryptographic primitives such as encryption or digital signatures.

3. The principals are connected via a network that is insecure, i.e., there is an intruder
which has complete control over the network: He can read, manipulate, or delete
each message sent by the principals, and he can create messages by combining (parts
of) messages he read. This is often illustrated and modeled as »The intruder is the
network«.

4. There can be several sessions of each principal, i. e., there may be multiple parallel runs
of the protocol. There typically is a basic knowledge shared between the sessions of
one principal, e.g., they all know the principal’s name, but further than that, the
different sessions are typically not connected nor coordinated except by the network,
i.e., by the intruder.

5. The cryptographic primitives work perfectly — for example, the only way to learn
the plaintext from an encrypted message is to use the appropriate key. No form of
cryptanalysis is possible.

Although these assumptions are not always realistic, they are necessary to analyze protocols
on this level of abstraction. Many decision problems and formal methods were developed
out of the Dolev-Yao model or inspired by it.

Previous Results and Restrictions

The general decision problem of secrecy of a protocol and many variants thereof are unde-
cidable as shown, e.g., in [DLMSgqg, [EG83|, [ACo02]. But there are important variants of the
problem that are decidable — also see Figure for selected results: For a bounded total
number of sessions, the secrecy problem was shown to be NP-complete [RTo1, RTo3], for a

bounded message size and a bounded number of nonces it is DEXP-complete [DLMSo4].

The decidability results for a bounded number of sessions have been extended to protocols
that incorporate, e. g., properties of operators like XOR [[CKRTo3a) [CLSo3] or Diffie Hellman
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exponentiation [CKRTo3b]. In addition, while most work on the formal analysis of cryp-
tographic protocols has concentrated on protocols that offer secrecy, authentication or key

exchange, there are other security properties that can be analyzed and decided [KKWos].

For decidable classes of protocols, several techniques were developed and have been ap-
plied for the (semi-)automatic analysis of secrecy of such protocols, including model check-

ers [MMSg7], theorem provers [BS97], logic programming [CDL"99], and tree automata [Kiiso3].

In [Meao3], Meadows identified several emerging areas of research: open-ended protocols,
new applications and threats (like anonymous communication or electronic commerce),
high fidelity (i. e., lowering the level of abstraction), composability of protocols, and »getting

it into the real world«. Our focus on recursive protocols falls in the first category.

1.2.4 Analyzing Recursive Cryptographic Protocols

So far, most research has concentrated on non-recursive protocols, i. e., protocols where the
protocol steps can be expressed by simple rewrite rules. However, as there exists many
recursive protocols, the relevance of their analysis is apparent — this has been pointed out
by, e.g., [Meao1, [FSo0, Zhogg|]. Recursive protocols have been analyzed manually [PQo1]
and (semi-)automatically [BSg7, Meaoo, SBos|| — e. g., our running example, the Recursive
Authentication Protocol, has been analyzed using the theorem provers CSP/PVS [BSg7] and
Isabelle/HOL [Paugy]. Furthermore, a general decision algorithm for an automatic analysis
of recursive protocols was presented in [KWog|, Truosb].

Modeling of Fresh Tokens

In the case of a finite number of sessions and non-recursive protocols, the modeling of
fresh tokens is quite easy — all nonces and keys used in a protocol run can simply be atomic
messages, i.e., constants of the signature used to model terms [RTo1]. This is due to the
fact that in each session only a bounded number of nonces can be generated, so the total

number of nonces is bounded in terms of the size of the protocol.

In models that do not have these restrictions, one has to introduce other means to model
fresh tokens correctly. Some models allow an unbounded number of sessions — for exam-
ple, the approach of multiset rewriting [CDL™ 99, DLMSo4] uses existential quantification to
model nonces, and the strand space model [FHG9S8] applies special restrictions on strands
and bundles to guarantee freshness.
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unbounded unbounded recursive  fresh | decidability
message size number of session protocols tokens | and references
- yes - yes | undecidable [DLMSo4]
- yes - - decidable [DLMSo4]
yes - - (yes) | decidable [RTo1]
yes - yes yes | decidable [KWoq4]
yes - yes - decidable [Iruosb]
yes - yes yes | decidable (this report)

Figure 1.1: Decidability of secrecy with respect to different restrictions

In [KWo4]] the number of sessions is bounded, but protocols can be recursive — therefore, an
infinite signature is used to allow an unbounded set of fresh tokens, and the tree automata
used to develop the decision algorithm are designed to cope with infinite signatures. We
will adopt this method and use an infinite signature of anonymous constants (the name also
originates from [KWo4]|), and we will modify the structures used in the proofs in [Truosb]|

to cope with infinite signatures or unbounded subsets thereof.

Comparison of Different Approaches

Figure 1.1 compares different approaches and some results. When aiming at recursive pro-
tocols, one naturally has to consider unbounded message sizes. Hence, to maintain decid-
ability it is necessary to limit the total number of sessions and thus the number of principals.

In [Kiso3, KWo4]] transducers were used to model recursion. As stated in [KTo7],

[. .. ] the expressivity of these transducer-based models is orthogonal to the Horn
theory model: While the transducer-based models allow [principals] to output
messages of complex structure, in the Horn theory model only lists (or sets) of
messages of a more simple structure can be produced. The main disadvantage of
the transducerbased model is that, unlike the Horn theory model, messages can-
not be tested for equality without losing decidability. This, as already observed
in [KWoy4], immediately implies that security is undecidable in the transducer-
based model with XOR (or Diffie Hellman exponentiation) since these operators
allow for (implicit) equality tests between arbitrary messages.

On the other hand, properties of the XOR operator can be added to the model based on
Horn theories, allowing decidability not for all protocols, but for a major class of proto-
cols [KTo7].
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In this report we will examine recursive protocols with an unbounded message size and an
unbounded number of fresh tokens, but we will limit the number of sessions — in fact, we
will limit the number of principals and allow only one session per principal, but a bounded

number of sessions per principal can simply be simulated by copying each principal.

1.2.5 Generation of Fresh Tokens as a Cryptographic Primitive

As described above, we abstract from the mathematical and implementational details of the
cryptographic primitives used and make certain assumptions, e. g., for encryption schemes.
As we view the generation of fresh tokens as a cryptographic primitive, we have to formulate

assumptions for this primitive as well — similar assumptions are presented, e. g., in [CSo2].

During this report we will abstract from the details of the generation of fresh tokens and

use the following assumptions:

e If a principal A generates a fresh token, no other principal is able to predict or derive

that token other than by receiving this information from A, directly or indirectly.
e Two different principals will never generate the same token.
e There is an unbounded set of values for fresh tokens.

Of course, these assumptions are not realistic: As [MVOg6] states, nonces are typically im-
plemented by random numbers, sequence numbers, or timestamps; so there is, for example,
usually no guaranteed uniqueness. Nevertheless, the possibilities involved here, e.g., for
the incidental generation of equal random numbers on two different personal computers,

are usually negligibly small.

1.3 Horn Clauses and Selecting Theories

In [Truosb] and in our model sets of Horn clauses are used to describe the principals of a
protocol. Horn clauses are named after Alfred Horn who analyzed special classes of clauses
in [Hors1]. They are the basis for many deduction methods in artificial intelligence [Rob65]
and furthermore, logic programming languages (e. g., PROLOG) are mostly based on Horn
clauses [Llo84].

Kowalski gives an introduction to Horn clause logic in [Kow7g] and states:
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The majority of formalisms for computer programming bear greater resemblance
to Horn clauses than they do to »non-Horn« clauses. In addition, most of the
models of problem-solving which have been developed in artificial intelligence
can be regarded as models for problems expressed by means of Horn clauses.

Thus, Horn theories — i.e., sets of Horn clauses — have proven to be a good choice for
modeling the knowledge and the deduction capabilities of the principals and the intruder,
there are various approaches to the verification of cryptographic protocols using Horn
clauses [Blao1, [VSSos| Truosb].

Truderung introduces a special class of Horn theories called selecting theories [Iruosb|, which
are used to model the handling of messages by the protocol’s principals and the intruder.
He uses three kinds of predicates in the Horn clauses: One is modeling the intruder’s
knowledge, a second kind is used to describe the recursive processing of terms by a prin-
cipal, and a third kind is modeling tree automata and provides a regular lookahead when
processing messages. Upon receiving a message a principal applies a rewrite rule. Then
he uses a selecting theory to process the result, deriving new messages that are added to
the intruder’s knowledge. The intruder is then able to process these messages by a special

Horn theory, composing and decomposing terms to construct new messages.

As we will extend Truderung’s model in this report, we refer the reader either to Chapter
for the details of the extended model or to [Truosb] for the basic model.

1.4 Structure of this Report

In Chapter |2l we will first provide an example protocol. Then we will present our model,
and we will define a security notion for this kind of protocols. We will also show how
to model the example protocol, and we will state our main result. In the following two
chapters we will prove the decidability result: First, in Chapter [3| we will introduce a graph
structure called ADAG which represents an attack on a protocol, i. e., a protocol is insecure if
and only if an ADAG for this protocol exists. In Chapter |4l we show that we can always find
ADAGs of a bounded size in terms of the size of the protocol, which leads to the possibility
to decide security by checking all these bounded ADAGs in bounded time. In the last chapter
we will conclude and show possible extensions of our model.



18

2 Protocol Model and Main Result

In this chapter we will extend the model of »Selecting Theories« developed in [Truosb]
and briefly introduced in Section [1.3|to be able to generate an unbounded number of fresh
tokens and thus model nonces and generated keys more accurately. We will start with
a running example, the Recursive Authentication Protocol [BOg7, Paugy]. Then we will
present preliminaries necessary for our model, the latter is then presented in Section
Afterwards we will show how to model the running example in Section [2.5/and present our

main result in Section [2.6

2.1 A Running Example

To illustrate the usage of our model, we will use the »Recursive Authentication Protocol«
which was presented by Bull and Otway [BOg7]. After the description of the protocol in this

section we will give a formal model of the protocol in our extended model in Section

The Recursive Authentication Protocol is an extended version of the authentication protocol
by Otway and Rees [OR87]: The latter can only cope with two principals, while the recursive
protocol allows an unbounded number of principals in one protocol run. Note that we
will use a modified version provided by Paulson [Paug7] — amongst minor differences the
original version uses exclusive or (XOR) instead of encryption, allowing a simple attack on
the protocol [RS9§].

For this protocol we assume that there is a set of principals {Py, ..., Py} who would like
to communicate pairwise, i.e., P, wants to communicate in a secure way with P, for all
ne{l,...,N—1}.

In addition, there is a server Ps,, (with Sro = N + 1) that, for each n € {1,..., N}, shares
a long-term key K;, for a symmetric encryption scheme with the principal P,. The server

shall now generate new symmetric session keys K, ,, 1) for the communication between P,
and P, foralln e {1,...,N}.
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To start the protocol P; sends the following message to P,, containing the names P; and P,
a nonce N generated by P; and a constant marking L the start of the protocol — using the

symbol Hg(x) for modeling x and a keyed hash of x as explained in Section [2.3.1}

Py — Py:my =Hg, (P, P, Ny, L) .

Principal P, sends the following message to P;, again containing two names, a nonce N,
generated by P> and the first request received from P;:

Py — P3: my = H, (Py, P35, Np, my) .

Accordingly, Py receives the message my_1 and sends this message to the server Ps,:

PN — Psyp: my = Hiy (PN, Poyo, NN, min—1)

First the server processes my without knowing the size of my in advance, which depends
on the number of the protocol’s principals. The server generates keys K, , 1) for n €

{1,...,N} and composes the following messages:

my = ({Kn-1,n5) Pn—1, P, NN Yy {K (N 5700, PNy Psros NNy )
m;: - <{K(n71,n)l Pn—ll P?’l/ Nn}Kn/ {K(n,n+1)/ PVlI pn—l—lr Nn}K,,) s

my = ({Kq12), P, P2, No iy, {K(2.3), P2, Ps, N}k, )
my = {K12), P1, P, N}, -

Second the server sends all these messages to Py, who will decrypt the message m; and
forward all other messages to his predecessor Py_1. They will act in the same way, resulting
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in the following messages to be sent:

PSVU — PN: (ml,...,mN> ,

PN—>PN,1: <m1,,mN_1>,

P3 — Pz: (m’l,m2> ,

/
Py, — Py:my .

At the end of the protocol run, principals P, and P4, share the key K, ) for all n €
{1,...,N}.

2.1.1 Fresh Tokens

The Recursive Authentication Protocol is an example of a recursive protocol: The server gets
a linked list of single requests, which is processed recursively. The size of the total message
received by the server and thus the number of elements in the list is neither known in
advance nor explicitly bounded by the protocol’s description, i. e., the server should be able
to process messages of arbitrary length (aside from real-world technical bounds as memory
or network capacity).

During this process, the server has to generate keys for each request, hence, the server may
have to generate an unbounded number of keys. In the previous section, we modeled this
by defining a key for each pair of principals. But this may lead to re-use of keys: If a groups
of principals (or the intruder) generate a message containing nested requests for symmetric
keys for two principals, the server creates duplicate certificates, i.e., he uses the same key

twice for both requests.

Consider the following request received by the server:

m = HKB(B/ Sro, N{;;HKA (A, B, Nllq,HKB(B, A, NB/HKA (A, B, NA,J_)))) . (2.1)

The server will send the keys K(ps,,) and Kp ), but also keys for the communication
between A and B initiated by A, i.e., he will send a key K4 5). When using a model which

has a bounded number of constants, we will usually only have one key K4 p). The server
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has to send the following terms, sending the key K4 ) twice to both A and B:

({K(a,8),A/B,Ng}xy , {K(B,sr0), B,Srv, Ng}y)

({KB,a),B, A, Ny}k, , {Kiap), A B Nytk,), (2.2)
<{K(A,B)1AI B, NB}KB ’ {K(B,A)IBIA/ NB}KB> ’

{K(z) A B Nal,

But this is not what a real server would do. Upon receiving this kind of request, a real
server would generate a new key for each of the connections, ignoring the fact that some of

these connections are intended for the same pair of principals.

Thus, our goal is to allow the server to generate an unbounded number of fresh tokens so
that a verification of such a protocol does not have to rely on a finite set of constants defined
in the signature of that protocol.

2.2 Preliminaries

In this section we will introduce basic notations and preliminaries necessary for our model.

2.2.1 Signatures and Terms

The messages used in our model will be terms over a formal term algebra, and we will
extend the normal (finite) signature with an infinite set of constants, which will contain
constants called anonymous constants. In addition, we will use three different kinds of vari-
ables: regular variables, anonymous variables, and fresh variables. The main idea is that the
anonymous and fresh variables are typed variables, i.e., the only values that can be as-
signed to them are anonymous constants. Furthermore, we assume that the substitutions
we use cannot assign the same anonymous constant to two different fresh variables. Thus,

we can guarantee freshness of anonymous constants.

Definition 2.1. Let X be a finite signature, i.e., a set of function symbols with an arity. By
2; we denote the subset of all function symbols of arity i in . Symbols with arity zero
are called constants. Let I’ = {cq,¢cp,...} with N2 = 0 denote a countably infinite set of

constants which we call anonymous constants.
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Let X,Y,Y* be disjoint finite sets of variables: The elements x € X will be called regular
variables, elements y € Y will be called anonymous variables, and variables y* € Y* are called
fresh variables. We use V. = X UY U Y™,

The set of terms over a signature % and a set of variables V will be denoted by T(%, V); we
will need the set Ty = T(X UT, XU Y UY*). Terms are called ground if they do not contain
any variables, neither regular nor anonymous nor fresh ones. A term is called linear if each
variable occurs at most once in it. Flat terms are of the form f(t,...,t,) with f € X,
and ty,...,t;, are constants or variables. We will call terms simple if they are linear or flat,

possibly both.

For a term t € Ty, let sub(t) denote the set of subterms and depth(t) the depth of that term,
i.e,forallc e ZgUI'UV and for all f € £, (for some n € N~ and terms ty,...,t, € Ty)

we recursively define:

sub(c) = {c}, sub(f(t1,...,tm)) ={f(t1,..., tm)} U 6 sub(t;) , (2.3)
j=1

depth(c) =0, depth(f(t1,...,tm)) = 14+ max {depth(t;) | je{1,...,m}} . (2.4)

Let var(f) denote the set of all variables occurring in t, i.e., var(t) = sub(t) N V. For each
V' C V we write vary:(t) for var(t) NV, e. g., the fresh variables of a term t are denoted by
vary«(t). <

2.2.2 Anonymous Substitutions

In order to cope with anonymous and fresh variables, anonymous substitutions are defined,
which map variables to terms, anonymous and fresh variables to anonymous constants,

and different fresh variables to different anonymous constants.

Definition 2.2. A (ground) substitution is a mapping 0: X — T(X UT, X) from regular vari-
ables to (ground) terms. A substitution ¢ is extended to a substitution from terms to terms
0: T(XUT,X) — T(XUT, X) in the natural way:

(1) t) forte X, (2.5)
(t) = f(o(t1),...,0(tm)) fort = f(t1,...,tm) with f €%, . (2.6)

o(

P

P
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A function o: XUY UY* — Ty is called anonymous substitution if the following two condi-
tions hold:

oc(y)eT forallye YUY” and (2.7)
o(y7) # o(y3) forall y7,y5 € Y with y7 # y3 . (2.8)

An anonymous ground substitution is defined analogously, and both can be extended to a
mapping on terms as above. <

In the rest of this report, we will simply use ¢ and the denotation anonymous substitution for

both the substitution ¢ and the extended anonymous substitution 0.

Example 2.3. Let t = f(y7,y3) for a function symbol f € ¥, and two distinct fresh variables
Y] # Y5, an anonymous substitution ¢ cannot map ¢ to f(c,c) with ¢ € I, instead we have
o(t) = f(cq1,cp) for some cq,cy € I'and cq # c). q

2.2.3 Registers and Register Sequences

When processing a message, our principals will have access to a special memory containing
a bounded number of anonymous constants, called register sequence. The principals can read
constants from that memory, move constants within the memory and generate anonymous

constants at each single position in the register sequence.

Definition 2.4. A tuple x = (k1,...,xz) € (TUYUY*)? for Z € N+ will be called a register
sequence with Z registers. We will denote «; by «[i]. We define vary(x) = {x1,...,xz} NY

and vary(x) analogously, let var(x) = vary U vary«.

If we have x € (YU Y*)%, we call it a register sequence of variables, if otherwise we have
k € T'?, it is called a ground register sequence. We will use a special term, called simple
register sequence, which is defined as x, = (y1,...,yz) € YZ with fixed, pairwise distinct
anonymous variables y1, . .., yz. We will later use «[i] to denote the ith element in a register
sequence.

LetT = {cy,cp,...}, then we define ™) = (r,.741,...,7n.747) for each n € N. q
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2.2.4 Horn Theories and Proofs

As stated in Section we will use Horn theories to model both the protocol’s principals

and the intruder, allowing recursive computations for the handling of messages.

Definition 2.5. Let P be a set of unary predicate symbols and R be a set of binary predicate
symbols. For p € P and t € Ty we say p(t) is an atomic (ground) formula if t is a (ground)
term. For r € R and a (ground) register sequence « let r(t,«) also be an atomic (ground)

formula. We will use the term (Horn) fact for atomic ground formulas.

A Horn theory ® is a finite set of Horn clauses of the form [ay,...,a, — ag] where ag, ..., ay
are atomic formulas. In addition we assume that fresh variables do only appear in a9. <

Definition 2.6. Let ® be a Horn theory, and let A and B be sets of facts. Let IT = [by, ..., by|
be a finite sequence of facts with B C {by,...,by}. We further assume that there is a set
{Cy,...,Cy} of pairwise disjoint subsets of T, let C = U}n:1 C;. We assume that the following
holds for each j € {1,...,m}:

1. Either bj is an assumed fact (a-fact), i.e., b]- € A and Ci = 0; or

2. bj is a constructed fact (c-fact), i.e., there is a clause ¢ = [t1,...,t, — to] € ® and
an anonymous substitution ¢; such that there exists {t],...,t,} C {b1,...,bj_1} with
o(ty) = bjand o(t;) = t; for all i € {1,...,n}; with C; = o(vary«(tp)). We call b,
constructed by ¢ or obtained by ¢.

Such a sequence 11 is called (Horn) proof of B with respect to ® assuming A assigning C. <

If there is a Horn proof of B with respect to ® assuming A which assigns C, we write
A +§ B, calling A the assumption and B the conclusion of the proof. For a single atomic
formula b we write A 5 b instead of A F§ {b}. If A F§ B holds for some C C T, we will
also omit C and write A ¢ B.

Note that we use squared brackets to denote sequences, e.g., IT = [by, ..., by|, and that we
will denote the ith element of a sequence I1 by I1[i], e.g., we have I1[i] = b;.

Remark 2.7. In this report we will use algorithms to construct Horn proofs. This may
lead to duplicate facts in the same proof. While this is no problem for a-facts and c-facts
constructed by clauses without fresh variables, this may lead to two identical facts both
being constructed by the same clause containing a fresh variable: This would contradict the
assumption that the sets C; are pairwise disjoint. Therefore, for the rest of the report we

assume that each fact is added to a proof only once. <
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We have now defined all the preliminaries we need to describe our protocol model.

2.3 The Formal Model

2.3.1 Messages

We will start with the term algebra defining the set of messages that can be used in our
protocols.

Definition 2.8. Let X be a finite signature containing following symbols:

a subset K C X of constants modeling keys,

a constant ¢ modeling the intruder’s initial knowledge,

a constant $ modeling the secret,

e a binary function symbol (., .) for pairing,

e a binary function symbol {.}. for symmetric encryption,

e a binary function symbol {.[}. for asymmetric encryption,

e an unary function symbol h(.) where h(t) represents the hash of a term ¢,

e an unary function symbol H(.), where H(t) represents the hash of f plus the term ¢
itself,

e one unary function symbol hy(.) for each k € K where hi(f) represents the keyed hash
of t under the key k,

e one unary function symbol H(.) for each k € K, where Hi(t) represents the keyed hash
of t under the key k plus the term ¢ itself,

e additional constants depending on the protocol, e. g., for names of principals etc.

Note that keys are constants, both for symmetric as for asymmetric encryption. We assume
that there exists a bijection .~! on the set of keys which maps every public (private) key k

to its corresponding private (public) key k1.

The elements of the set H = {h,H, } U {hy, Hy | k € K} C X are called hash symbols. A hash
term is a term of the form h(t) for some hash symbol I € H.

Let I be an infinite set of constants. Ground terms over ¥ U I are called messages. <
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For the rest of this report, we will consider %, K, and I' to be fixed sets. We will omit
the pairing symbols if possible — for instance, we will write I(x,y) instead of I({x,y)), or
(x1,...,xq) instead of (x1, (x3, (x3,x4))).

2.3.2 Selecting Theories

Now the main ingredient of our model is defined — special Horn theories called selecting
theories. We will use them to process messages: When a message f is sent over the network,
there will be a predicate symbol r such that a principal’s processing of that message is

handled by a selecting theory applied on the fact r(t).

We will take three different kinds of predicate symbols and accordingly we define three
types of clauses, whose function can informally be described as follows:

1. Using push clauses we can process messages recursively, moving from a term in the
message to one of its subterms (or some of it subterms in parallel). There will be a
register sequence where we can store anonymous constants as explained above, and

we will be able to generate anonymous constants during each push step.

2. Send clauses allow principals to send messages to the network — and thus directly to

the intruder, as proposed by the Dolev-Yao model.

3. Pop clauses will provide a lookahead when processing messages as they can simulate
runs of a nondeterministic bottom-up tree automata when viewing the message terms
as trees: They assign pop symbols from a set of predicate symbols Q to subterms of
messages, allowing the use of these symbols in other clauses. Note that we will be
able to assign pop symbols to anonymous constants, and that our pop clauses are
even able to compare parts of messages.

For the resemblance between pop clauses and tree automata we refer the reader to [Truosal.

Definition 2.9. Let Q and R be disjoint sets of predicate symbols. The elements of Q are
assumed to be unary predicate symbols and are called pop symbols, the elements of R are
binary predicate symbols called push symbols. Let I be an unary predicate symbols, it will
model the intruder’s knowledge.

Let x,x’ be register sequences of variables with var(x) C Y and var(x’) C var(x) U Y™
Letm e N, je{1,...,m}, pop symbols q,41,...,qm € Q, push symbols r,7 € R, function
symbols f € ¥, UY and g € ¥, variables x1,...,x, € X. Let t,,t1 € T(X, X) be simple
terms with depth(t,) > 0, let x, € var(t,), let sy € T(X, var(tr) U var(x)).
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We define the following three types of Horn clauses:

pop clauses g1(x1), -« Gm(xm) = q(f(x1, ..., xXm)) , (2.9a)
push clauses gr(tr), - qm(tr), r(tr, ) — ¥ (xr,¢) , (2.9b)
send clauses gi1(t1), .., qm(tr),r(tr, k) — I(s1) . (2.9¢)

Pop, push, and send clauses are special Horn clauses. Hence, a finite set ® of such clauses
is a special Horn theory called selecting theory using anonymous constants over (Q,R) with Y
registers. <

We remark that by using an anonymous variable f € Y (and thus, m = 0) we are able to

assign pop symbols to anonymous constants.

Example 2.10. Consider the following selecting theory ® containing three clauses over Q =
{q} and R = {r} with one register, regular variables x, x’, an anonymous variable y and a

fresh variable y*:

—q(y) assign a pop symbol to all anonymous constants, (2.10)

r((x,x"),y) — r(x,y*) descend in the right component, (2.11)
q(x),r(x,y) — I({x,y)) send x and a fresh anonymous constant. (2.12)
Now consider a term t = ((c1,¢2), (d,c3)) with anonymous constants ¢q,¢z,c3 € T and

d € ¥y. Then we have (¢, c4) I—C{DC 56} I({c3,cq)) as the following Horn proof shows:

r(({c1,c2), (d, c3)), c4) a-fact (2.13)
r({d,c3), cs5) c-fact by applying (2.11) on (2.13) (2.14)
r(cs, ce) c-fact by applying (2.11) on (2.14) (2.15)
q(c3) c-fact by applying (2.16)
I({c3,c¢6)) c-fact by applying (2.12) on (2.15) and (2.17)

But we will never be able to construct a fact I((d, c’)) for any ¢’ because we cannot construct
the fact g(d). q
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Figure 2.1: The run of a protocol: The intruder derives a message m, a principal applies a
protocol step t; — r1(s1) and derives a message m;, sent to the intruder and so
on.

2.3.3 Principals and Protocols

Now we can define principals which mainly consists of rewrite rule which is then processed
by a selecting theory.

Definition 2.11. A protocol step T over (Q, R) is of the form (¢,7,s), where t,s € T(X, X) are

terms and r € R is a push symbol.

A principal T over (Q,R) is a finite sequence [1y,...,Tn] of protocol steps such that, for
every n € {1,...,N} and 1, = (tn, 74, Sn) we have

var(s,) C | var(t;) . (2.18)

A protocol over (Q,R) with Z registers is a pair P = (P,®) consisting of a finite set of
principals P and a selecting theory ® using anonymous constants over (Q, R) with Z regis-

ters. <

By abuse of notation we will write t — r(s) instead of (f,7,s) even if r(s) is no atomic

formula because of the arity of r.

We will now explain the behavior of principals in our model — see Figure [2.1|for illustration,
with the intruder theory ®; as introduced in the next section.
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Let ® be a selecting theory with anonymous constants over (Q, R). Assume that we have a
principal which has a protocol step t — r(s) with r € R, and he is receiving a term o (t) for a
ground substitution ¢. Let x be a register sequence containing fresh anonymous constants,
i.e., constants not used so far in the run of the protocol. The principal will now send each
term s’ to the network for which r(v(s),x) +§ I(s') holds - for a set of fresh anonymous
constants C not used so far and not used to construct any other term s”.

In fact, there could be an infinite number of messages s’ as there are infinitely many possi-
bilities to choose each anonymous constant — but we will show that for analyzing security
it is sufficient to check a bounded number of messages. Note that the number of messages
sent to the network in one protocol step is not bounded in terms of the size of the protocol,

even if we only consider messages that do not contain any anonymous constant.

Remark 2.12. It is also possible to model non-recursive protocol steps of the form t — I(s):
For each such step 7, we take an unused push symbol r{ € R and add the following send

clause to the selection theory:

ri(x,xe) — I(x) . (2.19)
This allows us to express t — I(s) by r — ri(s). q

Remark 2.13. For the rest of this report we will consider the sets of predicate symbols Q,
and R as well as the number of registers Z to be fixed, i. e., when referring to a protocol we
will omit »over (Q, R) with Z registers«. <

2.3.4 The Intruder

Our threat model is the same as presented in Section Thus, we will describe an intruder
that is able to read, modity, delete, replay or create all messages sent over the network. But,
according to the level of abstraction of the Dolev-Yao model, he is not able to apply any
form of cryptanalysis or similar, e. g., he is only able to read and decompose messages that
are not encrypted at all or encrypted with keys he knows. These abilities of the intruder,
i.e., to decompose messages and generate new messages, are also modeled by a Horn

theory.

Definition 2.14. The intruder theory ®1 is defined as follows for x, x1, x2 € X and each key
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k e K:
I((x1,%2)) = I(x1), I({x}e), 1(k) — I(x) , (2:202)
I((x1,%2)) = I(x2), I({xfe), I — I(x), (2:20b)
I(H(x)) — I(x), I(H(x)) — I(x), (2.200)
I(H(x)) — I(h(x)), I(Hi(x)) — I(hg(x)), (2.20d)
I(x1), 1(x2) — T((11,32)) 1(x), (k) — T({x}he), (2200
(), 1(K — 1({xbe), (2200
1(x) - I((x)), 1(x), 1(K) — 1y (x)) (2:208)
I(x) — I(H(x)), I(x),I(k) — I(Hk(x)) . (2.20h)
I(x), I(h(x)) — I(He(x)) , (2.201)

For a set of messages A, let I(A) = {I(t) | t € A}. We define that the intruder can derive a
message t from A if I(A) Fo, I(t). q

As later stated in Lemma this derivation can be divided into two phases: decomposition,

clauses (2.20a) to (2.20d), followed by composition, clauses (2.20€) to (2.201).

Note that we have no special clauses for anonymous constants — for the intruder, these
constants are not distinguishable from regular constants. By the principal described in[2.4.1]
we enable the intruder to use anonymous constants, but this is possible within the means

presented so far.

2.3.5 Attacks and Security

Definition 2.15. Let P = (P, ®) be a protocol with M principals Tl ..., ™™ where for each
m € {1,..., M} the principal 7" has N, protocol steps 11", 7", ..., TZ’Q}M.

An execution scheme 7t for P is a sequence [711, ..., 71| of protocol steps if there is a function
f:{1,...,N} — {1,..., M} that witnesses for each protocol step in which principal this
protocol step occurs, i.e., has the following property: f~(m) = {p1,..., py; } with p; <
p2 < --- < pyy, and Ny, < Ny, forallm € {1,..., M}, and 7p, = 7)) forall n € {1,..., Ny, }.

q
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To complete our model we define the security of a protocol — keep in mind the illustration
in Figure

Definition 2.16. Let (77, 0) be a pair with a ground substitution ¢ and an execution scheme

7T = [ty — ru(sy)]_ for a protocol P, and set tni1 = $.

N) we defined earlier

We take the pairwise disjoint ground register sequences x(1), ... x(
and set Cp to contain all anonymous constants in these N register sequences. We further

assume that {Cp, ..., Cn} is a set of pairwise disjoint subsets of T.

Let there be another set {T,..., Ty} of sets of messages sent to the intruder during that
step, i.e., Ty is a set of facts of the form I(t) for messages t, such that the following condi-
tions hold:

ru(o(sy), k) I—CCD” Ty forallne{1,...,N} and (2.21a)
{I(¢)}UTU---UT, Fo, I(o(ty+1)) foralln e {0,...,N}. (2.21Db)

Then (71, 0) is called an attack on P. A protocol is called insecure if there is an attack on it,

otherwise it is called secure. N

This concludes the definition of our model. In the next section we will single our some
features of our model, whereas in Section [2.5| we will show how to model the Recursive
Authentication Protocol.

2.4 Features of the Model

2.4.1 Fresh Tokens for the Intruder

In the real world, an intruder can obtain an arbitrary number of fresh tokens by simply
generating them randomly. Our intruder, on the other hand, is not yet able to generate

fresh anonymous constants.

We present one possible way to allow the intruder to generate constants: a principal whose
only purpose is to provide the intruder with fresh tokens. We leave it up to the user of our
protocol model to add such a principal if appropriate.

This affects the security of a protocol - i. e., a protocol without this principal may be secure

in our model, while adding the principal makes it insecure. But as stated above, this
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change to the notion of »secure« is usually justified, as a real intruder is able to generate

fresh tokens.

This principal has the following protocol steps, with x, being a regular variable not used
elsewhere and 7, being a new push symbol:

X — T2 ) (2.22)

The following clauses are added to the selecting theory with y* being a fresh variable and
Y, being an anonymous variable for each z € {1,...,Z}:

re({x0,x1), (Y1, Y2, -+ -, Yz)) = 1+(x1, (Y, Y2, -+, Y2Z)) (2.23)
re((¢ %), (Y1, 92, -+, yz)) — T(y1) - (2.24)

If the intruder wants to generate i anonymous constants, he constructs the following mes-
sage:
(& ¢ (2.25)
N——

(i+1) times

Upon receiving this message the new principal replies with i messages each containing a

fresh anonymous constant.

Note that our principals are not able to distinguish between different anonymous constants
because there is no possibility to check anonymous constants for inequality. Hence, it would

also be sufficient to allow the intruder to derive only one fresh anonymous constant.

2.4.2 Challenges to the Intruder

As later used in Section we can add a principal which models security by using an
additional key K, and the following clause for the selecting theory with an unused regular

variable x:
(xa {xati,) — I(9) - (2.26)

Any principal can now claim a whole term f to remain secret by sending {t}x, to the
intruder: If the intruder is able to derive t, then he is able to send (t, {f}k, ) to the additional
principal, which replies with $.
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On the other hand, the intruder is not able to extract ¢ from {t}, because of the assumption
that the key K, is not used anywhere else in the protocol.

2.5 Modeling the Example Protocol

To illustrate our extension in comparison with [Truosb], we give a formal model of the
Recursive Authentication Protocol as described in Section Our model presented here
is slightly imprecise as the server does originally send a list of messages, which cannot be
modeled by the means available — our server just sends each message on its own. Addi-
tionally, our principals do not forward the server’s messages to their predecessors. One can
show that both imprecisions are not relevant for the security of the protocol.

We will start by defining the protocol in the basic model presented in [Iruosb] and then
show how our extension of the model improves the analysis.

2.5.1 Basic Model of the Protocol

We assume that there are N + 1 principals {P;, ..., Py, Ps;» } using this protocol, with Ps,,
being the server (again, Srv = N + 1). Besides the constants and function symbols from

Definition [2.8] the signature ¥ contains the following constants:

e for eachn € {1,...,N,Srv} the principal’s name P,, a nonce N, and a key K, which

is shared between the principal and the server,

o for each possible pair of principals (1,m) with Srv # n # m, a key K, ,,y which can
be sent to the principals by the server,

e the symbol L necessary for the initialization of the protocol, and
e a key Kx which is used for formulating challenges.

Let x50, XA, X(4,5) X(a,,c,4) De variables for a,b,c € {1,...,N,Srv} and d € {1,...,5}. We will

now define the protocol steps and the selecting theory of the protocol:
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Security

For modeling security as explained in Section we first add a principal which uses the
key Ky, i.e., the principal has only one protocol step:

(xa {xatk,) — I(8) - (2.27)

The following principals can now state »The term f should remain secret« by sending {t}x,
to the intruder: As long as the key K, is, besides in this principal, only used for encryption,
the intruder can only obtain $ from this principal if he can derive a term t for which he
knows {f}k,.

Initiator

Protocol steps for eachn € {1,...,N}, m€ {1,..., N, Sro} (with ¥ = x(, ,)):

¢ - I(HK,, (PTII PTHI Nn; J—)) 7 (2-28)
{%, Pa, P, NuYi, — T({%}x,) - (2.29)

The last step models that the term X sent to the principal in step 2 should remain secret
during the run of the protocol — this is necessary because the initiator would use ¥ as the
key established by this protocol. Now if the intruder is able to derive ¥, he will also be able

to derive $ because of a the first principal, resulting in the protocol being called insecure.

Inner Principals

Protocol steps for each n,my € {1,..., N} and ma € {1,..., N, Sro} (with X = X 1, iy 1)):

Hfl (Pmll Pn/ JE2/ f?)) - I(HKn(Pn/ Pm2/ Nn/Hfl (Pmllpn/ JE2/ f3))) s (2-30)
<{x4/ Pm1/ PTl/ Nn}K,,/ {f5, Pi’l/ szl NTZ}KZ> - I({x4}KA/ {xS}KA) . (2‘31)

Both ¥; and X5 correspond to keys received from the server and thus should remain secret,
as again stated by the last send action.
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Server

The server is modeled with only one protocol step:
Xsrp = Tsro(Xsr0) - (2.32)

The following clauses are used as the selecting theory of the protocol for each n,m; €
{1,...,N} and mp € {1,...,N, Sro}:

rsrv(HKn (Pn/ Pm2/ X1, x2)) — Tsrv(xz) , (233)
TSFU(HKn(Pn/szle/HKml (Pmy, Pu,x2,%3))) — T({K(syn)s Pmys P, X1}k,
I { (n,mp)r Pn/ Py, xz}KH) (2.34)

I

rS}’ZJ(HKn (Plfll sz xl/ )) — 1
I

{K (mq,n) }KA) ’ ({K (n,my) }KA) ’
{Knm Pﬂlpm/xl}Kn)

{K (n,m) }KA) . (2.35)

(
(
(
(
Additional Principal: Constants

An additional principal is necessary to allow the intruder to gain knowledge of the com-

monly used constants, i. e., the names of the principals and _L:

¢ — I(J_, Pl/- . .,PN, PSrv) . (236)

2.5.2 Extending the Model of the Protocol

We will now modify the selecting theory presented in the previous section to use our
extended model. We use Z = 2 as the number of registers. We still need most of the

constants defined above, but not the keys K;, ;).

The protocol’s principals are modeled in exactly the same way, we only have to change the
clauses of the selecting theory. Hence, in our model we use the following selecting theory,
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replacing the clauses to (2.33):

rSV'U(HKi(Pil Pj2/ X1, xZ)/ (}/1/ ]/2)) _>7’Srv(x2/ (]/2, ]/*)) ’

e (2.37)

rsro(Hi, (Pi, Py, x1, He (Pjy, Py x2,%3)), (y1,v2)) —I({y2, Py, Pi x1}x;) (2.38)
I({y1, P, sz,xz}Ki) ,

rsro(Hi, (P P31, L), (y1,92) =T({y1, P Pyxidi) . (2.39)

We also add a principal that is generating anonymous constants for the intruder as de-

scribed in Section

This model of the protocol is slightly more accurate than the one presented first. Indeed,
we did not model the nonces used by the principals by anonymous constants. But this is
not necessary because the total number of nonces used by the principals in the protocol is
bounded by the number of principals.

But the key generation of the server is modeled using anonymous constants — thus, we
eliminated the problem described in Section i.e., the server will no longer »generate«
the same key twice.

Note that in this protocol such a situation can only occur if there are multiple principals
with the same name, which would be the case if we had P; = P; in our model for i # j,
or if the intruder would be able to modify or generate a message to the server such that it
contains multiple requests for a single connection as shown in Section

2.6 Main Result

Theorem 2.17 (Main Theorem). Let P be a protocol using anonymous constants. For a bounded
number of principals, there is an algorithm that decides in nondeterministic double exponential time

if P is secure.

To prove this theorem, we will later describe the algorithm which nondeterministically
guesses a possible attack and checks if the guess is an attack. To do so, we present a
structure called directed acyclic graph of the attack (ADAG) introduced in [Truosa]] and extended
in [Truosb], which represents an attack on a protocol.
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The proof has two main steps: First we will show that a protocol is insecure if and only
if there is an ADAG for that protocol. Second we will prove that for each ADAG we find
one of at most double exponentially bounded size, resulting in the possibility to guess and
examine each ADAG in nondeterministic double exponential time.

More precisely, in Chapter [3| we will begin with transforming the definition of an attack
presented above to a characterization more suitable for defining an ADAG. This transforma-
tion consists of two steps: First, we will merge the selecting theory of a protocol with the
intruder theory, resulting in a Horn theory called the theory of a protocol (see which can
directly obtain the additions to the intruder’s knowledge from a protocol step t — r(s).
Then we will extend this Horn theory to a selecting theory called stage theory (see [3.3),
which is not modeling one protocol step at a time, but the whole run of the protocol in one
application of the theory. The characterization of an attack by a stage theory is then related
to an ADAG, which is a graph structure with special labeling functions, altogether restricted
by a set of local properties defined in

Subsequently, in Chapter [4] we will show how to scale down ADAGs. In[4.2] an ADAG will
be transformed to simple ADAGs, i.e., we further restrict the structure of an ADAG. In we
scale down the number of a certain kind of nodes called goals, and finally in |4.4] we will
show how to scale down the number of all nodes in an ADAG by merging nodes until the
whole ADAG has a bounded size. Finally in|4.5/ we can present an algorithm which decides
security by nondeterministically guessing and checking ADAGs.
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3 The Graph of an Attack

3.1 The Intruder Theory

We will begin with the proof of the following lemma mentioned in the definition of the
intruder in Section which is based on [CIMo8]:

Lemma 3.1 (Intruder Theory). Let A and B be sets of messages. It holds A Fo, B if and only if
there exists a Horn proof by, . . ., by, of B with respect to 1 assuming A such that there are numbers
Iy < I < n with the following properties:

® by,..., by € Aarea-facts,

® by 41,...,by, are c-facts obtained by clauses (2.20a)) to (2.20d), and

® by, 41,...,by are c-facts obtained by clauses (2.20€)) to (2.201).

Proof. Let A and B be sets of messages. Clauses (2.20a)) to (2.20d) will be called decomposi-

tion clauses, clauses (2.20€) to (2.201) composition clauses.

One implication of the lemma directly holds: If there exists a Horn proof with the restric-

tions mentioned in the lemma, then we have A ¢, B.

We show the other implication: We assume that A ¢, B. This means there is a Horn
proof by, ..., b, of B with respect to @1 assuming A, we now show that there is a sequence
[b},...,b,] € {by,..., by} which still is a Horn proof of B, but with I; < I, < m as men-
tioned above.

By definition of a Horn proof, all the a-facts b; € A occurring in the proof do not depend on
other facts in the proof, hence, we can assume that we find an index [y with by,...,b;, € A
and by, 41q,...,by € A.

As long as we do not find an I, satisfying the condition in the lemma for by, 1 4,...,b;, we

repeat the following steps:
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e First we find an index i > [; with b; being obtained by a composition clause, but

bi;1 being obtained by a decomposition clause — we call such a situation an inversion.

Such an index exists because we have moved all facts from A to the beginning of the

Horn proof and we cannot find an index I.

e Let the fact b; be produced by a composition clause c; — cg or c1,c2 — cp; and b;11 be

produced by a decomposition clause d; — dy or dq,dy — dp.

Consider three cases:

a)

<)

If ¢y # dq, then b;1 does not rely on b;: We find an anonymous substitution ¢
and sets with o(dg) = b;;1, and with 0(dq),0(d2) € {b1,...,bi_1} (analogously if
there is no d»).

Then we can swap both steps: We set n’ = n, b; = b;y1, and b ; = b;, as well as
by =bjforall j #1,i+1.

If co = dq with ¢g = I(H(x)) or ¢ = I(Hk(x)) and dg = I(h(x)) or dy = I(hi(x)),
one can directly obtain dg from the c¢; (and possibly cy).

As above, we swap both steps: We set n’ = n, b = b; 1, and b}, ; = b;, as well as
by =bjforall j #1,i+1.

If co = dy, but case b) did not apply, then b;; is a fact which is already known
before b; is composed, i.e., we have dy € {c1,c,} and we can delete step i + 1 of
the Horn proof: We set n’ =n —1, bj = b; for all j < i, and b} = bj;; for all j > i.

We now repeat these steps as long as there is an index i as above, using b}, ..., b), as the

new Horn proof in the next iteration.

In every iteration we shorten the proof by one fact or eliminate an inversion, hence, we can

have no more than n? iterations. As soon as there is no index i left, the proof meets the

requirements mentioned in the lemma. O

3.2 The Theory of a Protocol

In our model each of the intruder’s steps consists of composing a term and sending it to a

principal,

after which the principal applies a protocol step and uses the selecting theory to

determine which terms are sent to the intruder.
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Figure 3.1: Merging the selecting theory ® and the intruder theory ®; into the theory of a
protocol ®p

As shown in Figure we now merge two steps: After a principal applies the selecting
theory ® of the protocol, the intruder uses his theory ®; to derive new messages. Because
both @ and ®; are Horn theories, we can merge them into one Horn theory, the theory of a

protocol.

In order to bound the ADAG in later steps of our proof, we introduce an optimization: If the
selecting theory contains a send clause constructing a term ¢, the intruder may be able to
decompose this term — possibly because he already learned some keys used in the protocol
— and derive a subterm s € sub(t). Therefore, we add an additional send clause to the
theory of the protocol which directly sends the term s if the intruder knows the necessary

keys.

First we define a relation on the set of keys expressing accessibility: For a send clause ¢
and a set of keys K we need to know which subterms of the send term can be derived by
the intruder after the clause ¢ has been applied, assuming the intruder already knew the

keys in K.

Definition 3.2. Let K be a set of keys. We will inductively define the relation =xC Ty x Ty.
Let t, s be terms and let k € K be a key. Then we set:

t=pt, (3.1a)
(t,s) =o't {th =yt (3.1b)
{t;s) =os, {the =gy t) (3-1¢)

H(t) o t, Hk(t) o t, (3.1d)



3 The Graph of an Attack 41

If t; =k, t2 and tr =k, t3 for terms t, t5, t3, we define t; =, uk, t3, if not already t; =, t3
for a set K3 C Kj U K». N

For example, we have a =g a, {a}x =y 4, and (ki, {{a}, [}x,) =51y o
In addition, we need to generalize the notion of push and send clauses:

Definition 3.3. A generalized push clause is a push clause where facts of the form I(k) for
keys k € K are allowed on the left-hand-side. Generalized send clauses also allow facts of the
form I(k) on the left-hand-side, but in addition they allow facts of the form g(s;) on the
left-hand-side for a pop symbol g with I(s1) being the fact on the right-hand-side of the
send clause.

Let x, k' be register sequences of variables with var(x) C Y and var(x’) C var(x) U Y*. Let
meN,je{l,...,m}, pop symbols qi,...,qm,qy, - .-, 9 € Q, push symbols r,7" € R, and
keys ki, ..., k, € K. Let t,, t; € T(X, X) be simple terms with depth(¢,) > 0, let x, € var(t,),
let s; € T(X, var(tr) Uvar(x)). Then we define

I(k1),...,I(kn), q1(ts), .o, qm(ty), r(tr, ) — 7' (x,, %),

generalized push clauses, (3.2b)

q1(81), - qn(s1), I(k1), ..., T(kn), q1(t1), - - -, gm(ts), r(tr, k) — I(s1),
generalized send clauses. (3.2¢)

Now we can define the theory of a protocol.

Definition 3.4. Let P = (P, ®) be a protocol. Let Ry = {rg,r1,} U {VIHk ke K} be a set

of new binary push symbols, let g7 be a new pop symbol. Let c; € I' be an anonymous

constant, leading to the unique register sequence 1) = (cy, ..., c1) € {c1}%. The theory ®p

of the protocol ‘P consists of the clauses (3.31a) to (3.3 vib):

o (generalized) intruder pop clauses for each key k

I(x1), I(x2) — I((x1,x2)), I(x), I(k) — I({x}x), (3.3ia)
I(x), I(k) — I({lx}x) (3.3ib)

I(x) — I(h(x)), I(x), I(k) — I(h(x)), (3.3i¢)

I(x) — I(H(x)), I(x),I(k) — I(H(x)), (3.3id)

I(x) — qg (H(x)) , (3-31€)
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o the generalized intruder push clauses for each key k
VI(<X1, x2>IK*) - rI(xllK(I)) ’ I(k) TI({X}k, K*) - 1"1( ( )) (33 ii a)
ri({ar, x2), w) — e, k), 1), ri({xlen xe) — (), (3.3iib)
ro(H(x),x.) — ro(x, ) rr(Hi(x), 10) = ro(xx )) (33iic)
ri(b(x),K.) = (x,x7) r1(bg(x), 10x) = 1 (2,60 (3.31id)
rr(H(x),60) — 1, (x, k1), r1(He(x), ki) — rIHk(x,K (3.3iie)
o the intruder send clauses for each key k
ri(x, k) — I(x), (3.3iiia)
iy (%, 70) — I(h(x)) roy, (%, 1) — T(he(x)) (3.3iiib)
I(x),r(n k) = TEE), 10, (ve) — IEG),  (3iiio
e each pop clause in ¢
ql(xl)/"'/qT’Z(le) %Q(f(xlz---/xn))/ (331V)
e each push clause in @
gr(t), .., qu(t),r(t,x) — '(x,«"), (3.3V)

e for each send clause [g1(t),...,qn(f),7(t,x) — I(s)] € ®, each s’ € sub(s) each K =
{k1,...,k;} with s =g ¢/, and each key k, add the following generalized push clause

(case a) or generalized send clause(s) (case b to e) to Pp:

(3.3via)
(3.3 vib)
(3-3vic)

, (33vid)

(3.3vie)
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As we need to clarify in which steps of a protocol execution fresh tokens are generated, we
define two subsets of the theory of a protocol: The only clauses that contain fresh variables
are the clauses of the form (3.3 v); the only prerequisites for applying these clauses may be
pop clauses. Therefore, we write Fresh(®p) for the set of all clauses in ®p which are of
the form (3.31v) or (3.3 v). In addition, we write Basic(®p) for the set ®p without the push

clauses of the form (3.3 v).

We now formulate the following lemma, which characterizes attacks on protocols using the

theory of a protocol:

Lemma 3.5 (Theory of a Protocol). Let P be a protocol, let 7T = [ty — 1(s)]N_; be an execution
scheme, and use tn1 = $. Let o be a ground substitution.

We take the pairwise disjoint ground register sequences k1), ..., kN) defined in Section and
set Cp to contain all anonymous constants in these N register sequences. We further assume that
there is a set {Cy, ..., Cn} of pairwise disjoint subsets of T

Then (7t, o) is an attack if and only if there are sets of facts Ry, for each n € {1,..., N} with

Fu(o(sn), ) Fg:esh((bp) Ry, forallne{l,...,N}and (3-4a)
{I(¢)}UR U+~ URy Fpasic(op) L0 (tnr1)) forallne{0,...,N} . (3.4b)

3.2.1 Proof of Lemma 3.5, Part 1

Proof. Let P = (P, ®) be a protocol, let 1 = [t, — r,4(s,)]N_; be an execution scheme, set
tn+1 = $. Let 0 be a ground substitution.

First, we assume (77, 0) to be an attack. Then let {Cy, ..., Cn} be the set of subsets of T from
the definition of an attack (2.21 a). We show that conditions and (3.4 D) hold for every
n€{0,...,N} for a set R, we will define and for the C, as defined above.

First consider n = 0. We have nothing to show for condition (3.4 a). By (2.21b) we know
that I(¢) o, I(0(t1)), let IT5 be a Horn proof of that. Using Lemma [3.1/and the fact that
¢ is a constant, we know that there is no decomposition in 13, hence, all clauses used in
the proof are composition clauses, which are of the form and (2.20f). Note that in
this step, each fact derived by Clause can be derived by a clause from (2.20h), as the
intruder has to know the key k to derive hy(x) which is a prerequisite for applying (2.201).

As the composition clauses are elements of Basic(®p), called intruder pop clauses, we also
have I(¢) Fpasic(w,) 1(0(t1)) and IT¢ is a Horn proof of that, which is our claim for n = 0.
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Now let Ty,..., Ty be sets of facts such that for all n € {1,...,N} the sequence Hﬁ is a
proof of and T12 is a proof of with the restriction mentioned in Lemma

We define I14 as the Horn proof IT4 without all the c-facts constructed by send clauses;
then let R,, be the set of facts in ﬁﬁ foreachn e {1,...,N}.

We now take an 1 € {1,...,N}. Let IT{ \ TI# = [ay,...,a; ] be the sequence of all c-facts
constructed by send clauses, i.e., all terms sent to the intruder; and let I18 = [a; 11, ...,a;,].
We will construct a Horn proof ﬁﬁ = [b1,...,b;;] of (3.4D) for that n by the following
algorithm, which uses variables i and j to iterate over a; and bj:

1. Let [by, .. '/bh] be the concatenation of Ry, ..., R,. Weset j =jj, and i = 1.

2. Now a; is a c-fact, i.e., a; = I(t) for a term f, and we look at the send clause producing
ai:

a) If it is of the form [...,7(¥,x) — I(x)] with x € X, we increment j by two and
set b;_1 = r1(t, k) as well as b; = a; = I(t).

b) If the send clause has the form [... — I(s)] for s ¢ X, but with s = h(s’) for
h € {H,Hy}, we increment j by two and choose

o bj_1 =1I(H(s")) and bj_1 = I(h(s')),if h =H, or
° bj,1 = I(Hk(S/)) and bj,1 = I(hk(s’)), if h = H;.
c) Otherwise, we increment j by one and choose bj = a;.

3. Now increment i and repeat from step 2 on as long as the new i is less than i; or

equal, otherwise set j, = j and continue.

4. a) If a; is produced by (2.201), i.e., a; = I(Hk(t)) we increment j by two and set
bj_1 = q1 (Hi(t)) as well as by = a;.

b) If a; is produced by another composition clause, we increment j by one and set
bj = 4aj.

c) If a; = I(t) is a c-fact produced by a decomposition clause ¢ € @1 from (2.204a)
to (2.20c) with an anonymous ground substitution ¢, formally we have to dif-
ferentiate for the different types of decomposition clauses. As example we will
consider ¢ = [I((x1,x2)) — I(x1)], with t = o(xq).

i. If we find a fact of the form r;({t,t'), k(1)) in {by,...,b;}, we increment j by
two and set b;_1 = r1(t, kM) and by = a;.
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ii. If we do not find such a fact, there is a clause ¢ in ®p of the form

t
W= |1k, 1K), G (81 G(B2), 7(1, ) — I(ta) or . (3.5)
I’I(tQ,K(I))

and a substitution ¢’ with t = ¢’(t;). In the case r1, we increment j by two
and set bj_; = TI(t,K(I)) and b; = a;. Otherwise for I, we increment j by
one and set b; = a;.

We proceed analogously for the decomposition clauses (2.20a) to (2.20¢).

d) If a; is produced by (2.20d), we simply increment j by one and set b; = a;.

5. Now increment i and repeat from step 4 on as long as the new 1i is less than i or

equal, otherwise set j3 = j.

This algorithm produces a Horn proof of (3.4b): For each a; with a; = I(t) we have a fact
b; with by = a;. We will show that the facts b; are justified, i.e., the definition of a Horn
proof holds for the sequence [by, ..., b;,].

Together with the fact that the algorithm terminates because he is iterating over a finite

sequence this proves our claim.

Let j < j3, and assume as an inductive hypothesis that the facts by,...,b; conform to the
definition of a Horn proof. For j < j;, the fact b]- is an a-fact, hence, we have nothing
to show. For j > j; we will show that the next steps of the algorithm are correct: As j
is incremented within this step, we have to show that the fact b; (and possibly also b; 1)
conform to the definition of a Horn proof.

2. In this case, we have a; € TT4 \ TI4.

a) The fact b;_; is justified as by construction of the theory of the protocol
we have [q(t'),...,r(t",x) — r1(x,x(D)] € Basic(®p). The fact b; is derived by

the clause [r1(x,x.) — I(x)] (3.3iiia).

b) This step is also justified because for s € X, the original send clause in ® is copied
to the theory of the protocol Fresh(®p), see (3.3 vib), and there are additional

clauses and (3.3 vid).
c) Again, this step is justified because for s ¢ X, the original send clause in ® is

copied (53 VT).
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4. In this case, we have a; € I15.

a) We know that a; = I(Hi(t)). As clause was applied to derive that fact, we
already have the fact I(x) and thus can derive b;_; = gy (H(t)) by (3.31€). Then
b; can be derived by a clause ¢, depending on the clause ¢1 which was used to

derive the fact I(hy(t)) (which is used as a prerequisite to apply (2.201)):

original clause @1 corresponding clause ¢,

111

ﬁ
@)
ol o —
<ﬁ
= K
ol e

Each of the clauses @, has the same or fewer prerequisites that the corresponding
clause ¢1, except for b;_1 which we derive as above.

b) We know that g4; is either an a-fact from T;, or a; is a c-fact constructed by a
composition clause. The case a; € T, implies b; = a; € {by, .. .,bj2}, and hence,
bj is justified. If on the other hand 4; is produced by a composition clause, b; is
justified by the same composition clause, as the composition clauses are elements

of Basic(®p), see and (3.31D), and for every fact I(t) € {ay,...,a,-1} we
have I(t) S {bl,. . -/bj—l}-

c) i The justification for b; ; is the corresponding (generalized) intruder push
clause, see (3.31ib) and (3.31id); the fact b; is again derived by the clause
r2(x,x.) — 1(x)] G310,

ii. This step is the most difficult one. We know that in the assumed Horn proof
I12 the fact a; = I(t) was produced by a decomposition clause ¢, we again
assume that ¢ = [I({x,y)) — I(x)]. We know a; = I({(t,t')) for an index
i’ < i. But as we are in case ii., there is no fact r1((t, t/>,K(I)) €{by,...,bj_2}.
By algorithm, there has to be a fact by = I((t,t')) with j <j—1.

Now we take the justification for the fact by. As in I12 the restrictions of
Lemma 3.1 hold, a; is not produced by a composition clause. By inductive
hypothesis bj has to be generated by a (generalized) send clause

I(tp) or

. .6
TI(tz,K(I)) 1 (6)

P = |I(ky),..., k1), q1(t1),- - ., qm(t1), 7 (t1, €) — {
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The case r1 is not possible, hence, we have a clause with I(¢;) on the right
hand side, and a substitution ¢ with o(t;) = (t,#'). By we know that
tr ¢ X, and because t; ¢ Y (in that case f; could not be mapped to a term
containing a pairing symbol) we know that t, = (tp,, tp) for terms ty,, tpy.
Now by definition of the theory of the protocol, there is a clause

or I(tp,)

et ) ] (3.7)

lp = I(kl),...,I(kl),ql(tl),...,qm(tl),l’(tl,K) — {

For the decryption clauses amongst the decomposition clauses, we may have
to add another key on the left hand side (i.e., I(k;;1)), but this key has
already been used in I3 to construct a;.

The clause 1 can now be used in step 4.b)ii. of the algorithm.

d) For (2.20d), we have a; € {I(h(t)), I(hk(t))} for some term t. As clause

was applied in the original proof, we already have a fact b’ = I(H(t)) or b/ =
I(H(t)) in TIB. Now take a look at the clause ¢y justifying b—in each case, there
is a corresponding clause ¢, which justifies a; and which has the same or fewer
prerequisites:

original clause @1 corresponding clause ¢,

(3.31d) (3.310)

(3.31iib)

(3:3vid) or 3.3 vid)
(3.3 vie) (3.3 vial

We have proven that for every attack (77, 0), the characterization in Lemma 3.5/ holds.

3.2.2 Proof of Lemma 3.5, Part 2

We will now show the other direction of the lemma. Assume that for all n € {0,..., N} the
two conditions and (3.4b) hold. We now have to show that (77,0) is an attack, i.e.,
we find sets T}, of facts of the form I(t) such that the following conditions hold:

a0 (sy), ™) l—g” Tu foralln e {1,...,N} and (3.8a)
{I(¢)}UThU---UT, Fo, I(0(tyy1)) forallne€{0,...,N}. (3.8b)
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For n € {1,...,N}, let [T} be a Horn proof of (38.4a), and let IT2 be a proof of (3.4D)
for n € {0,...,N}. We will construct Horn proofs I1# and TI? for and by
transforming 1/ and T1Z by a method that preserves the semantics of each fact in these
proofs.

Let HE“Sh, Hze“d, Hi,l“tmder be empty sequences for each n € {0, ..., N}, and let ITP°P also be
an empty sequence. We will now iterate over the facts in IT2 and I1Z; in every iteration we
will append facts to the sets we just defined, e. g., I1P°P.

For every n € {1,...,N} and each c-fact a in the concatenation IT2 - T12, we consider the

following cases:

i. a) If a was produced by an intruder pop clause from (3.31a) to (3.31d), we append a
to HLntruder'

b) If a was produced by the intruder pop clause (3.31€), we do nothing.

ii. a) If a was produced by a (generalized) intruder push clause to (3.311d), we
know a = r1(t, K(I)) for a ground term ¢, and we append I(t) to [Tintruder

b) If a was produced by an intruder push clause (3.31id) or (3.3ii€), we do nothing.

iii. a) If 2 was produced by the intruder send clause (3.3iiia)), we have nothing to do.

b) If a was produced by an intruder send clause from (3.31iiib) or (3.3iii d), we append
ato Hzntruder.

iv. If a was produced by a pop clause (3.31v), we append a to TTPP.

v. If 2 was produced by a push clause from ® (3.3 V), we append a to TS,

vi. a) If a was produced by a (generalized) send or push clause from (3.3 via) or (3.3 vib),

we have a = I(f) or a = r(£,x(D)) for a term . We now take that clause ¢ € ®p
and the corresponding substitution o with ¢(t) = , and know by definition of the
theory of the protocol that there is a clause ¢ € ®, such that we have:

/ / / t
=) TR () ) — { | e
o= ), g (), ) = ) 610
with s 2 1t (3.11)

We append I(c(s)) to TTsend,
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By s =,k t we know there is a sequence [$1,...,5m| with s = s1, s,y = t in
which s;,1 € sub(s;) and depth(s; ;) = dgpth(sj) —1forallje{1,...,m—1}. Let
o(sj) = tj, we then append each I(t;) to ITinfruder,

b) If a was produced by a (generalized) send clause from (3.3 vic) to (3.3 vie)), we have

a = I(h(s")) for some hash symbol h. Now we first look at the corresponding
clause which produces a fact ' = I(s") where s’ = I/(s”) for a hash symbol
h' that corresponds to h.

First, we apply case vi. a), i.e., append one fact to 1" and possibly a sequence of
facts including a’ to ITIMruder . Then we append a to TTintruder,

This method terminates as we are iterating over finite sequences. Now we set T, = T[T
and define the following Horn proofs for all n € {0,...,N}:

[14 = [7PoP . HEuSh 15 and (3.12)

ﬁg — TIPOP. Hiend ..... H}sqend . Hiintruder ) (313)

Now we know that [T4 is a Horn proof of and T15 is one of (3.8B). First take a look
at the facts in [14:

e The elements in ITP°P are independent of all other facts, they are justified by the same
pop clauses in ® as in Pp.

e All facts derived by a push clauses (3.3V), i.e., a clause copied from ® to ®p, can be
derived by exactly this clause in ® because we keep the order among the push facts,

and because we put all facts derived by pop clauses in ITP°P.

e The applications of send clauses in ® only depend on facts obtained by pop and push
clauses of ®, and so the facts in I—If?e“d are justified.

Finally, as T;, = Hiend - ﬁﬁ, this is a Horn proof for T,.

Now take a look at the facts in TT2. All facts in ITP°P are justified as above; whereas all the
facts in H?end for an index i < n are a-facts. But we have to look at the facts in TTintruder,

i. The facts added in step i. can be derived by the composition clauses in the intruder
theory.
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ii. The facts appended in step ii. are justified as we transform all facts of the form ry(t, k(1))
to I(t), such that for every application of an intruder push clause on push facts there
is an equivalent application of decomposition clauses.

More precisely, the prerequisites for an application of a clause ¢ from (3.31ia)) to (3.31ic)

are transformed from r1(t, k(1)) to I(t) and appear in IT3"d = T, or earlier in ITiNtruder,
hence, in T15 we can apply a decomposition clause corresponding to ¢ from the intruder
theory.

iii. In step iii., each fact a that we add depends on a push fact a’ with symbol r1, or Ty, s

i.e., a’ can only have been derived by (3.31id) or (3.3i€) in the original Horn proof I'T5.

e If ' was derived by and a was derived by (3.31iib), the fact a is simply
an a-fact. The same applies for 4’ being derived by and a being derived

by G310,

e If 4’ was derived by and a was derived by (3.31iiib), the fact a can be
derived by the decomposition clause (2.20 d).

o If o’ was derived by and a was derived by (3.3iiic), the fact a can be
derived by the composition clause (2.201).

vi. a) Instep vi. we first have to take a look at the facts I(k) for keys k. In the original Horn
proof I15, each fact I(k) has to be known prior to the application of this generalized
push or send clause . The algorithm puts this fact I(k) in either T or TTintruder,
in the latter case I(k) prior to the application of the clause ¢. Therefore, we can just

assume that the necessary keys are known.

The facts added in step vi. are justified as we added the result of a send clause to
115", hence, we have a copy in T, and can decompose this fact using the decompo-
sition clauses of the intruder theory and the relevant keys.

b) The application of the clauses from (3.3vid) to (3.3 vie) in the original Horn proof

IT5 can be reduced to applying case a) plus applying either the decomposition
clause or the composition clause (2.201). In the latter case, the fact g7 (Hc(s"))

guarantees I(s").

We now have Horn proofs I14 and I15 for and (3.8 b)), which concludes our proof. [
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Figure 3.2: Example for the stages of a protocol with protocol steps 1 to 4

3.3 Stage Theory

The characterization of an attack presented in Lemma [3.5| will be transformed anew in this
section. We start with an execution scheme of a protocol. First, each of the protocol steps
resembles a major stage in the execution of the protocol. For each of these major stages
it is now possible to state which keys are added to the intruder’s knowledge during this

protocol step, allowing us to divide the major stage into multiple stages. This is illustrated
in Figure

As a consequence we can merge the (2- N + 1) Horn proofs necessary to show that the
definition of an attack or the characterization in Lemma holds, resulting in only one
Horn proof. To do so annotate the predicate symbols with the stage they are used in — see

Figure

Formally we will annotate the predicate symbols in the Horn clauses with special indices:
These indices contain the current protocol step. But during each step, the intruder may be
able to gain knowledge of several keys — therefore, we will use indices of the form (1, m)
where n is the current protocol step and m is the number of keys obtained so far during
that step. This gives us a partitioning of the protocol run into several stages as shown in
the following example.

Example 3.6. A possible run of a protocol as illustrated in Figure [3.2| could be as follows:

(0,0) The intruder composes and sends his initial message m; to start the protocol.
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(1,0) The principal of the first protocol step receives m, processes it and sends a message
mjy. The intruder decomposes m; but does not learn any keys from it. He composes a

message m3 and sends it.

2,0) Another principal receives m3 and sends my, containing a key ki and the subterm
p p & y
{ks}k,- The intruder extracts kj.

(2,1) The intruder cannot extract k3 as he does not know k; yet, but he composes and sends

a message ms.

(3,0) After receiving ms, one principal sends mg which contains the key ky. The intruder is
able to decompose mg and gain knowledge of k.

(3,1) With the help of k; the intruder is able to decompose 4 so that he can extract ks.

(3,2) Now the intruder composes a message my that may, for example, contain terms en-
crypted by kj or k.

(4,0) The next protocol step is executed — and so on. <

Note that in the example and in the figure each of our principals is only sending one
message — as stated earlier, each principal could just as well send a whole set of messages.

Remark 3.7. We must remark that up to this point, it does not seem necessary to divide a
protocol step into multiple stages. But the second component of the indices is necessary to
prevent cycles in Horn proofs. Even though this cannot happen in the Horn proofs we used
so far because they are just sequences of facts, we will later see that in the ADAG there may
be cyclic situations if we do not prevent this:

For example, consider a protocol step in which the intruder learns two keys ki, k. We
assume that there is a message m = ({kz},, {k1},). Now in a Horn proof as defined in
Definition [2.6|it is clear that the intruder can only learn k; and k; if he knew one of these
keys before receiving m.

But in the ADAG we loose that linearity and may get cycles, i. e., the intruder would be able
to derive k; from the message m by using kj, which he derived from that same message m
by using k;. By introducing stages we ensure that if k; is derived in stage e;, this key can
only be used in stages e, > e1, avoiding the occurrence of cycles. <

Now we are ready to give the formal definition of stages and stage mappings.
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Definition 3.8. Let P be a protocol with an execution scheme 7r with N protocol steps, and
let K be the set of keys in X.. Let E = {0,...,N} x {0,...,|K|} be the set of stages of P, let
< be the lexicographical ordering on the set of stages E, and let < be the ordering on the
first component (and define <, >, >, and >> in the natural way):

(n,m) < (n',m") ifn<n'or(n=n"andm <m’), (3.14)
(n,m) < (n',m’) ifn<n, (3.15)
n < (n,m) ifn<n. (3.16)

We will denote {¢/ € E | ¢ < e} by E<,. For a set of predicate symbols R, let R(E) be the
following set of predicate symbols (maintaining their arity):

RE = {r*| reRecE} . (3.17)

A partial function f: K --» E is called stage mapping for P if

(k)€ {(n,m) € E | n#0,m#0} (3.18)

for all k. We will write K Y for the set of keys for which f is defined. Additionally, for each
e € Ewewill use K(e) = {ke K| f(k) <e}. <

The intended semantic of a stage mapping f is that for a key k with f(k) = e, this key
is derived in a stage ¢x < e and thus can be used from stage ¢ onwards to derive other

messages or keys. This will be used during the definition of the stage theory.

From now on we will use Q as pop symbols and R as push symbols:

I={1}®, (3.192)
= {10 1® (319b)
Q=Qui*, (3.19¢)
R = <R U{ry,r, U {"Ink ke K}) ) , (3.19d)

Thus, we have unary predicate symbols like I(") and binary predicate symbols like (™),

By abuse of notation we will write I(") if we have 1" for some m.

Definition 3.9. Let P = (P, ®) be a protocol. Let E be the set of stages of P, f: K --» E
be a stage mapping for P. The stage theory D, of the protocol ‘P and the stage mapping f is a
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selecting theory over (Q, R) consisting of the following clauses:

e intruder pop clauses for each e € E, each key k € K(e), and each ¢/,¢" € E<,

I¢(x1), 17 (x2) = I°((x1,%2)) , 1°(x) = I({x}h) ,
1¢(x) — T°({x[}) .
I¢(x) — I°(h(x)) I¢(x) — I°(hy(x)) ,
I¢(x) — I°(H(x)) , I¢ (x) — I°(He(x)) ,
1¢(x) — g8 (B (%)),

7S ((x1,x2),70) — 14 (21,60, s ({x} i) — ré(x,xD)
7 ((x1, %2), Ke) — 15(x2,6 D), 7S ({x b1, 10) — 6 (x,xD)
¢ (H(x), 1) — 75(x, D), r (He(x), 10,) — 75(x, D),
7% (n(x), xk0) — 1%, (x,x1)), ¢ (b (x), ko) — riﬂk(m(”) ,
(), ) = g (), (), ) = g (@)
e intruder send clauses for each e € E, each key k, and each ¢/,¢” € E<,
7 (x,k0) — I°(x),
7 (x,%0) — I°(h(x)) , r‘i’Hk (x, 1) = I°(e(x)) ,
1% (x), 75, (x,5,) — I°(H(x)), 1 (x), 7%, (%, %) — I°(Hy(x)) ,

each pop clause in ®, which is, by definition, also in ®p

q1(x1), o, qu(xn) = q(f (31,0, 20))

(3.20ia)
(3.201b)
(3.20i¢)
(3.20id)

(3.201€)

(3.20iia)
(3.20iib)
(3.201iic¢)
(3.20iid)

(3.20iie)

(3.20iiia)
(3.20iiib)

(3.20iii ¢)

(3.20iv)

for each push clause [g1(t),...,r(t,k) — ' (x,x")] € ®, which, by definition, is also in

(3.20V)

[ ]
®p, and for each e = (i,0) € E
qi(t),...,r°(t,x) — 7" °(x,«'),
e for each (generalized) push clause [I(ky),...,I(k;),q1(t),...,r(t,x) — r(x,x1D)] € ®p,
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and accordingly, for each (generalized) send clause [... — I(s)] € ®p, for each e € E,
¢/ = (n,0) € E<,, €’ € E<¢, and {ky,...,k;} C K(e)

qeu” (He(s")), } qi(t), ..., qn(t), 7 (t,x) — | (3.20v])

As we later need a unique stage e; for each fact I°(t) for a term t, we introduce the notion
of normal Horn proofs. Afterwards we can formulate the lemma that links the description
of an attack to the stage theory.

Definition 3.10. A Horn proof I1is called normal if for each term ¢t there is at most one stage
e € E with 1°(¢) € I q

Lemma 3.11 (Stage Theory). Let P = (P, ®) be a protocol. Let = = [t, — rn(sx)]N_; be an
execution scheme, set ty1 = $. Take the pairwise disjoint ground register sequences k), ..., x(N)
and again set Cy to contain all anonymous constants in these N register sequences. Let o be a ground
substitution, C C I' a set of anonymous constants disjoint with Cy.

Then (7t,0) is an attack if and only if there exists a stage mapping f (which can be efficiently
constructed) such that there is a normal Horn proof of the following statement for stages e, < n+1
and e; < f(k):

{1<010>(¢)} U {r(”'o)(a(sn),x(”)) ‘ ne {1,...,N}} -5,
{Ie”((f(tn+1)) ‘ ne {o,...,N}} U {Iek(k) ( ke dom(f)} (3.21)

3.3.1 Proof of Lemma 3.11, Part 1

Proof. In the first part of the proof, we assume that there is an attack (7, o) on the protocol,
and we construct a stage mapping f. To show that the condition holds we construct a
Horn proof of statement (3.21), consisting of the concatenation of modified facts taken from
Horn proofs used in Lemma i.e., we annotate most of the facts with stages. Figure
illustrates this transformation.

Let P = (P,®) be a protocol. Let 7 = [t, — rn(sn)]y:1 be an execution scheme, set

N)

tny1 = $. Take the pairwise disjoint ground register sequences «(1),. .., x(N) and again set

Cp to contain all anonymous constants in these N register sequences. Let ¢ be a ground
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Proof using the Theory of the Protocol (Fresh and Basic)
I8 |1ty)| TH |R:| T8 |I(t)| TS [R2 - - - T2 |Re| TIB |T(twr) --- | TIZ|1($)

i) () I(k)

v v v
ar-ar bw-e-ba biieby bbb o B b

stage (n, 0) (n, 1) (n, 2) (n, m)

N I(”)(tnﬂ)
L { I ($)

Proof using the Stage Theory

Figure 3.3: Transformation of multiple proofs with respect to the theory of a protocol ®p
into a single proof with respect to a stage theory @y

substitution such that (7,0) is an attack on P. By Lemma we know there is a set
{Co, ...,Cn} of pairwise disjoint subsets of I such that:

ra(o(sn), €M) l_g;lesh(q>p) R, forallne{l,...,N} and (3.22a)
{I(¢)} URU - - URy Fpasic(op) 1(0(tns1)) forallne{0,...,N}. (3.22b)

Let IT2 be a Horn proof of for n € {1,...,N} (and the empty sequence for n = 0,
respectively). Let ITZ be a proof of forne{0,...,N}.

Let K, be the sequence of keys added to the intruder’s knowledge during stepn € {1,..., N},
i.e., not known before. This means K, is a sequence such that for each m < |Kj,| we have
I(Ky[m]) € 11, but also I(K,[m]) ¢ 1P for all i < n, with the same ordering of the keys in
K, as in T1B. We define M = max {|Ky,| | n € {1,...,N}}. Now we can construct a stage

mapping f as

FiK - 1{0,...,N} x {0,..., M} with f(k) = {(”’m) if k= Knlm], (3.23)
1 if k¢ UN, Ky .

We have efficiently constructed f from (71,0), now we have to show that holds by
constructing a Horn proof I1 thereof.

We take n € {0,...,N}. Let IT{} = [ay,...,4;] and a € IT;}. We derive 4’ from a by replacing
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r € RU{ry, 1} with (9 (which also means we know a’ = a if we have a = q(t) for a pop
symbol g € Q).

Assume that |[K,| = M’, and let I18 = [by, .. .+bj,y,,]- We choose j, such that b;, = I(kn)
for every m € {1,...,M'}, and we choose jo = 0. Now let m € {0,...,M'} and b €

[bjm+1’ . "bjerl]'

If b is an a-fact, we derive b’ by replacing any r € R with #"% and T with 100, If b is a
c-fact, we derive b’ from b by replacing r € R U {r, I} with ("), Hence, if b = g(t) for a
pop symbol g € Q, we again have b’ = b.

We then set I1,, = a), .. .,a;-, by, .. .,b;M, 1_1]. Now the concatenation I1 =TIy - - - - Iy isa
+
Horn proof of (3.21).

First we check the conclusion of the Horn proof, i. e,, if all facts in the conclusion occur in the
proof: As I(c(t,11)) is an element of ITE for all n € {0, ..., N}, we have 10" (¢ (t,,1)) € I,
for some m (and therefore, we have I(") (o (t,,1))). For each k € K with f(k) = (n,m), we
have I(k) = b;, € II} by construction of f and so we have 1(nm=1) (k) € I1,. We can now
choose ¢, = (n,m — 1) < f(k).

Now we check if each fact is justified: The facts of the form a’ for some a € I17 are justified
because the pushed facts are all indexed with stage (1,0), and we have r(0) (¢ (s,,), ™) in

the assumption. The facts constructed by pop clauses are not modified.

Of the facts b’ for some b € I1Z, the a-facts are clearly justified. For the facts constructed in
I13 by a clause ¢, we know that ¢ is a (generalized) push or send clause, an intruder pop
or push clause, or a pop clause. In the latter case, we have b’ = b. In the other cases, we
have a copy of ¢ in Dy which has the appropriate stages as indices, as we use all possible

combinations of ¢/, ¢’ < e in the rules.

This shows that for each attack (77, 0), we can efficiently construct a stage mapping f, such
that (77,0, f) fulfills statement (3.21). But it remains to prove that we can also construct a
normal Horn proof of that statement.

For each term f define e; = min{e € E | I°(t) € I1} (and similar for other s € S). We now
obtain II from IT by replacing each 1¢(t) for some e € E with I%(t) (and again, similar for
other s € S). Now II is a Horn proof of (3.21), and all facts in it are justified: We have
1°(t) € 11, and for each I°(t) used as a prerequisite for the application of a clause ¢ € @,
we find a clause ¢’ € @, which allows I (t) to be used instead.

This completes the proof of the first part of our claim.
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3.3.2 Proof of Lemma 3.11, Part 2

We now assume that holds. Hence, we take an appropriate ground substitution ¢, a
stage mapping f and an execution scheme 7 as above such that holds for (7,0, f);
let I'T be a normal Horn proof of that.

Due to Lemma [3.5| we now only need to define appropriate sets R, and C, such that the

following holds:
ra(o(sy), €™) |_grnesh(<1>p) R, foralln e {1,...,N} and (3.24a)
{I(¢)} UR U - - URy Fpasic(op) 1(0(tns1)) forallne{0,...,N}. (3.24b)

We divide IT in several parts and modify them to get the Horn proofs for theses statements.

We first define a subsequence I'TP°P C TT of all the facts of the form g(t) for a pop symbol
g € Q and a term ¢, preserving the relative ordering amongst the elements of ITP°P.

Forall n € {0,...,N}, let IT4 C IT be the subsequence of all facts of the form r("0)(t, ) for
a push symbol 7 € R (note that r1 ¢ R). Accordingly, let TT? C IT\ ITZ be the set of facts
with a predicate symbol p("™), ordered by their stage, but preserving the ordering amongst
facts of the same stage.

Now I1# is nearly a Horn proof of for each n € {1,..., N}, we only need to remove
the stage annotation. Let ¢ be a substitution on terms (extended to sequences of terms)
which replaces each predicate symbol of the form r¢ with the according symbol r. We now
use this substitutions to derive [TP°P = &(ITP°P) and I14,TI8 in the same manner.

Now with R, = I14, the sequence [1P°P - TI4 is a Horn proof of forallme {1,...,N}:
This sequence contains only facts which can be derived by clauses in Fresh(®p), as the
sequence TTP°P only contains facts obtained by pop clauses, and IT# only uses push clauses
of the form (3.20v). For each fact we can use the same justification as in the Horn proof
Il. In addition, we can set C, to the set of anonymous constants assigned to anonymous
variables by the substitutions of the c-facts in ITZ.

Similarly, TTPOP . TT4 - - - - AT - - I12 is a Horn proof of foralln e {0,...,N}.
The facts in TIPP are clearly justified, and the choice for Ry,..., R, makes the facts in
ﬁ{‘ ----- [17 a-facts. Thus, we know that no fresh anonymous constants need to be assigned
at all: In the Horn proofs IT2 no clause of the form has been applied because no
c-fact in T2 is of the form r(*%) (t,x) (for any r,n,t,x).
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The c-facts in TIZ are derived by a clause ¢ € @, which corresponds to a clause ¢’ €
Basic(®p ), and so we can use this clause as justification. The only clauses weakened during
the construction of the stage theory are the (generalized) push and send clauses of the
form (3.20vi), but we know by assumption that each key k occurring in ¢’ has to be known

at the time ¢ is applied, so for the construction of a fact in stage e, the fact I°%(k) for a stage

er < e has to occur in TT. But then we know that I(k) is an element of TTF - - - - - I18 |, oran
element of I1E occurring prior to the c-fact constructed by ¢'.
This concludes the proof of the lemma. O

3.4 Flattening Push Clauses

For our proof we need to flatten all push clauses, i.e., only allow clauses of the following
form with a predicate symbol f € X, and normal variables xq,...,x, (and pop predicate
symbols and register sequences like in (2.9 b)):

q1(t), - qm(t),r(t, ) — ' (x5, &) with t = f(x1,...,xm),j €{1,...,n} . (3.25)
We will show how to transform push clauses to a sequence of flat push clauses.

Let P = (P,®) be a protocol, and let ¢ be a non-flat push clause, i.e., for a simple term ¢
we have ¢ = [q1(t), ..., qm(t),7(t, k) — 7'(x, )]

First, we take a set of pop clauses that recognize the structure of ¢, i.e., we add a set of pop
symbols Q; to Q and add a set of pop clauses ®; to ® such that we have 0 ¢, ¢'(f) for
some g’ € Q; if and only if f is an instance of t.

As x € sub(t), there is a sequence [t1, ..., ty] of terms with t = t1,t, = x with t; 1 € sub(t;)
and depth(t;,1) = depth(t;) —1forallj € {1,...,m —1}. We now choose terms sy, ..., 5,1
such that for all j € {1,...,m — 1} we can construct ¢; from s; by substituting x € var(s;)
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If, for instance, t = (x/, ({x}x, x”")), we would have m = 4 and the following terms:

b= (¥, ({x}r x")), sp=(x,x),
tr = ({x}r x"), s2 = (x, "),
ts = {x}k, s3 = {x}i,
g =x.

Then we take m — 2 push symbols r,...,7,_1 € R not used before and replace ¢ € ® by
the following m — 1 clauses:

q ), qi(t), ..., qm(t),r(s1,x) — ra(x,«"), (3.26)
ra(s2, %) — r3(%, K4) , (3.27)

(3-28)

rm—Z(Sm—Z/ K*) - rm—l(xr K*) ’ (3-29)
Tm—1(Sm—1,%x) — r’(x, Kx) - (3-30)

In these clauses we use x, from Definition to just copy an unmodified version of the

register sequence from one fact to the next one.

Note that this transformation is only possible because we have simple terms on the left-
hand-side of push clauses, i.e., each variable occurring more than once in a push clause

will lead to a new push clause that is non-linear, but flat.

Remark 3.12. From now on we will assume that there are only flat push clauses, so each
(generalized) push clause that has a non-flat term on its left-hand-side is transformed ac-
cording to the method described above. <

3.5 The Graph of an Attack

We will now present a structure called directed acyclic graph of the attack (ADAG) introduced
in [Truosal [Iruosb], which represents an attack on a protocol: We show that such an ADAG
for a protocol exists if and only if there is an attack on this protocol. As we later show
a double exponential bound for ADAGs, this structure allows us to present the algorithm

which decides security of recursive protocols. Again, we begin with preliminaries.
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Definition 3.13. Let ® and Y be stage theories. The theory ¥ is an instance of ®, if each
clause in ¥ is an instance of a clause in ®, more precisely if for each clause i € ¥ there is
a substitution o: X — T(X,XUY) and a clause ¢ € ® such that 6(¢) = ¢ where ¢ is the

extension of ¢ on clauses. <

Term DAGs

Definition 3.14. Let X be a signature. Then D = (V, F, i) consisting of a finite set of nodes
V, a set of edges F C V x V x IN with an order in last component, and a labeling function
u: V — X is a term DAG over L if the following holds: For a node v € V with u(v) = f for
a function symbol f € £, the node v has m ordered successors vy, ..., v, in the DAG, i.e.,
(U,U]',j) € Fforallie {1,...,m}.

In the above situation, we will write v =p f(v1,...,0s), and we will omit D if the DAG is

clear from the context. In addition, we recursively define the notation

D(v) =c ifv=pc, (3.31a)

D(v) = f(D(v1),...,D(vm)) ifv=p f(v1,...,0m) . (3.31b)
A term DAG D is minimized if for all nodes v1,v; in D, we have D(v1) # D(v;). N
Embeddings

Definition 3.15. Let T C T(XUT,X UY) be a set of terms. Let D = (V,F, u) be a term
DAG over LUT. A function a: sub(T) — V is a D-embedding for T if for all v € V and all
y € YNsub(T) we have

v=cel ifo=ua(y), (3.32a)
0= f(v1,...,0m) and a(t;) = vj forall je {1,...,m} ifo=wa(f(ty,...,tm)). (3.32b)

Two embeddings a1 and ay are compatible if we have a1(x) = ap(x) for each regular and
anonymous variable x € dom(a7) Ndom(ap) N (X UY).

For v € V and t € T we further write t — v if there exists a unique embedding « for {¢}
which is determined by a(t) = v. We write (¢,t') — (v,v’) if both ¢ +— v and ' — v’ hold
true and both embeddings are compatible. <
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Register Sequences

Definition 3.16. Let « be a variable register sequence and x’ be a ground register sequence.
We denote the substitution which maps each variable y € « to the corresponding anony-
mous constant ¢ € k' by subst(k, k) if such a substitution is well-defined; i.e., if for each

y € k¥ we have exactly one c € «’:

subst(x, k') = { y — c | there exists z € {1,...,Z} such that
kzl=yeYand«'[z] =cel}. (3.33)

Again, we will write (x1,%2) — (], «5) if both substitutions 07 = subst(x,«]) and 0» =
subst(ky, k5) exists and are compatible, i.e., if for each y € dom(c7) N dom(oz) we have
01(y) = oa(y)- <

For example, the application of a push clause [...r1(t1, k1) — r2(f2, k2)] to a fact r1 (£}, x7)
will result in a fact 7> (t}, k) where we have (kq,x2) — (], «5).

We will now define ADAGs and after the formal definition we will give some intuition of
how ADAGs resemble terms, predicate symbols and so on.
ADAGs

Definition 3.17. Let P = (P, ®) be a protocol, let 7 = [t, — r4(sy)]N_; be an execution

scheme and f be a stage mapping for 7t for the set E of stages.

Let Qy be the set of all predicate symbols occurring in Dy and let Kp be the keys used in

the protocol. By Tp we denote the set of static terms occurring in P, more precisely:
Tp = {¢,$} U{ty, sy | ne{l,...,N}}UKp. (3.34)

Let D be the tuple (D, ¥, T,a, B,v,0,A) with

e a finite term DAG D = (V,F, ) over UT,

a stage theory ¥ which is an instance of the stage theory @,

a finite set of anonymous constants I,

an embedding function a: sub(Tp) — V, which embeds Tp in D,

a witness function f: V x Qf X N --» V. X N X ¥,
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Anonymous
Constants

)

Figure 3.4: llustration of a graph of an attack D = (D, Y, T,a, B,v,0,A)

e a register sequence function y: V X Qg Xx N --» Iz,
e a predicate symbol labeling function 6: V --» 22/, and
e a freshness function A: T --» V x Qr x N x{1,...,Z}.

Then D is called DAG of the attack (ADAG) for P and (r, f) if the following three conditions

hold (see the explanation below for additional notation we use):

(i) Foralln € {1,...,N} and all k € dom(f) we have

I° € §(a(ty)) for a stagee < n, (ADAG i a)
I° € (a(k)) for a stage e < f(k), and (ADAG1b)
I € 5(a($)) for a stage e . (ADAG1c)

(i) For each node v and each s € S we have

s® € §(v) for at most one e € E . (ADAG ii)
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(iii) For each node v and each predicate symbol p € 6(v) at least one of the following
conditions holds, i. e., p is justified because of

(iiia) the application of a protocol step (or the intruder’s initial knowledge)

v = a(¢) with p = 1000 (ADAG iii a)
or v =«(s,) with p = r,(fl’o) for somen € {1,...,N},
7 (v, p) = {0},
v(v,p,0,2) # v(v,p,0,2") for z # z/, and
A(y(v,p,0,2)) = (v,p,0,2z) forallze {1,...,Z};

(iiib) the application of an (intruder) pop clause with p € Q

v= f(vy,...,0m) and (ADAGiib)
there is a clause ¥ = [p1(x1),..., pm(xm) — p(f(x1,...,xm))] €Y
with p; € 6(v;) forall j € {1,...,m} and

Z)]-l = sz for all jl,jz € {1/ v /m} with le = sz y

(iiic) the application of an (intruder) push clause with p € R witnessed by B

Y (v, p) # 0, and for all i € v*(v, p) (ADAG ii c)
we have v’ = f(vy,...,0p)
with v = v; for some je{1,...,m}
such that B(v, p,i) = (¢, pm, 7, P),
with ¢ = [p1(t'),..., pu(t, &) — p(xj,x)] €Y,
= f(x1,. ., xm),
pj€o(v) forallje{1,...,m},
vj, = vj, forall ji, jp € {1,...,m} with Xj, = xj,, and
(x,&") — (v(v,p,i), vV, pm,i')), as well as
Ay (v,p,i,2)) = (v,p,i,Z') for some 2’ with «[z] = x[Z']

for all z with «[z] € Y*;
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(iiid) or the application of a send clause with p € T witnessed by f3

we have (v, p,0) = (¢/, pm,i’ 1/]) (ADAG iii d)
with p = [po(t), p1(t'), ..., pm(t', &) — p(t)] € ¥,

Po €

(v), and
j€6(v') forallje{1,...,m}, as well as
(

(ow(t),t )r—> v,7") for o = subst(x’, y(, pm,i')) .

<

Remark 3.18. For a node v and p € 6(v) N R we define 7*(v, p) to contain what we call the
indices of the register sequences, i.e.,

Y (v,p) ={ieN| y(v,p,i) is defined } . (3-35)

By abuse of notation, we will use f as a function f: V x Qy XN --» V x Qy x N X ¥,

i.e., mapping a node v, a symbol p and a register sequence i not only to (¢/,7, ¢), but to

(@, p,,¢)if plisin ¢, i.e, if we have ¢ = [...,p'(t, k') — p(t)]or ¢ = [...,p'(t', ) —
p(t,x)].

Similarly, we will write (v, p,i,z) instead of (v, p,i)|z], so we are using -y as a function
7:VxQpxNx{1,..., 2} —T. <

We will now give some intuition what was defined here; keep in mind that we will later
show that an ADAG for a protocol represents an attack on that protocol, so we will explain
how an ADAG represents a Horn proof of (3.21).

First of all, take a look at Figure An ADAG consist mainly of a term DAG D representing
all terms that occur in the run of a protocol. The nodes of the DAG are labeled with function
symbols and constants, so for each node v there is a unique term t defined by the labeling
of v and its descendants, we will say v corresponds to t. The function « embeds the static

terms of the protocol to D.

In addition the nodes are labeled with predicate symbols by J: A node v corresponding
to a term f is labeled with all predicate symbols p for which there is p(t) or p(t,«) in the

Horn proof. For each node and each symbol there may be an unbounded set of register
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Figure 3.5: lllustration of the ADAG conditions (ADAGiia)) to (ADAGiid)
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sequences x, in the ADAG they are represented by . Moreover, the freshness of a gener-
ated anonymous constant in a register sequence of a node is witnessed by A through the

definition in (ADAGii ).

The set of conditions guarantee the resemblance between ADAGs and Horn proofs of (3.21):
Condition (ADAG1) ensures that the conclusion of the Horn proof is fulfilled by the ADAG,
while condition corresponds to the normality of the Horn proof.

Furthermore, each fact in a Horn proof is either an a-fact or constructed by a clause. Ac-
cordingly, each predicate symbol in the ADAG needs a justification. This is ensured by
condition (ADAG ii) as illustrated in Figure[3.5} The fact is either an assumed fact (ADAG ii a)),
or there is a pop clause (ADAG1iib)), a push clause (ADAG1iic), or a send clause

that justifies the fact. For the last two cases this justification is witnessed by p.

We can now express the following theorem, linking the existence of an ADAG to the insecu-

rity of a protocol:

Theorem 3.19 (Characterization of Attacks by ADAGS). Let P = (P, ®) be a protocol.

1. If (7t,0) is an attack on the protocol then there exists a stage mapping f and an ADAG
(D, DT, a, B,v,0,A) for Pand (7, f).

2. If there is an ADAG for P for an execution scheme and a stage mapping (7, f) then there exists
an attack (7t,0) on the protocol for a substitution .

3.5.1 Proof of Theorem 3.19, Part 1

Proof. Let P = (P,®) be a protocol, and let (77,0) be an attack on that protocol. By
Lemma we know that there exists a stage mapping f and sets Co, C such that state-
ment holds; let IT be a Horn proof of that. We will now construct a corresponding
ADAG.

e Let T = {o(t)| t € Tp} be a set of ground terms. We define a minimized term DAG
D = (V,F,u) over 2 U T (with T as defined below) and the function & to be a D-
embedding for T. We also define «, which shall be a D-embedding for T» compatible
with &, i.e., a(t) = &(o(t)) for each t € Tp.
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e Let T be the set of all anonymous constants occurring in the Horn proof and the
assumption, i. e., including C and Cj.
For all ¢ € Cy there is a register sequence «(") and some z € {1,...,Z} with ¢ =
x("[z] such that r{0) (su, k(") appears in the assumption of the Horn proof. Now set
Y(a(sa),re"”,0) = k) and A(c) = (a(sa), e, 0,2).

e Start with §(v) = 0 for all v € D. For each fact p(t) € IT with &(t) = v we put p € 5(v).

For each push symbol p and each term t for which there is a fact p(t,«) in I1, let
{x1,%2,...,%1} be the set of register sequences with p(t,x;) € Il foreachi e {1,...,1}.
Assume that &(f) = v. Then we put p € 4(v), and in addition we set (v, p, i) = «; for
eachie{1,...,1}.

e If p(f) is a c-fact in IT constructed by a send clause ¢ = [...,p'(t, ') — p(t)] € D,
and a substitution @, let v = &(f) and ¢’ = &(7(#')). Let i be the index such that
v(@',p',i") = 5(x"). We then set B(v,p,0) = (¢, 7, ¢).

If p(f, &) is a c-fact in I1 constructed by a push clause ¢ = [...,p'(¥/,«') — p(t,x)] € o
and a substitution 7, let v = &(f) and v = &(7(#')). Then for let i be the index
such that y(v,p,i) = &, and let i’ be the index with (v, p’,i") = &’. We then set
B(v,p,i) = (v, ¢), and we also set A(7(y*)) = (v, p,i,z) for each y* € vary«(x) and
foronez € {1,...,Z} with y* = «[z].

Now D = (D, o,T,a, B,7,8,A) is an ADAG for P and (7, f):

First we need to check if D is well-defined, i.e., if all elements of D are of the right type.
Most of this directly holds by definition, the interesting thing is to check that A actually is
a functions, meaning there for each c € T there is at most one (v,p,i,z). This is ensured by
the definition of Horn proofs: In IT each ¢ € C C T is assigned only once by one substitution
to a fresh variable y* € Y*, possibly multiple times in one register sequence. In addition,
the anonymous constants ¢ € Cy C T are used in the assumption of the Horn proof I1, but

they are not assigned anywhere else in the protocol.

We can now check the properties (ADAG1a) to (ADAGiiid)): Condition (ADAG1) is ensured by
the Horn proof I, condition holds because of the normality of the proof, for both
conditions we refer to Lemma [3.11}

For the third condition we look at the reason for each node’s creation: For a node v € D
with a predicate symbol p € §(v) we have a term f € T with v = &(f). We now take the
fact a € I1 which contains , i.e., which has the form p(f) or p(f,%). If this is an a-fact, we
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know that holds. If this is a c-fact, we have a clause ¢ constructing a. If ¢ is an
(intruder) pop clause, case holds.

If 2 was constructed by a push clause ¢ = [p1(t'), ..., pu(t’, k") — p(t,x)] € @; with the
substitution ¢ (this means &(t) = f), we know holds: We have an index i with
v(v,p,i) = 7(x). There is a fact p, (¥, #’) € I1 with # = &(#'), which leads to a correspond-
ing node v = &(#'). As the definition of a Horn proof holds for I, we put the predicate
symbols p1,...,pm in 6(v'). As our term DAG is minimized, the condition about equal
nodes for equal variables holds. Because of the application of ¢ we have (x,«’) — (&,&'),
where we know by definition of v that we have (&,%") = (v(v, p,1), 7(¢, pm,i’)). Finally, for
each y* € vary«(x) we defined A to point to (v, p,i,z) for some z with x[z] = y*.

If a was constructed by a send clause ¢ = [po(t), p1(t'), ..., pm(t, &) — p(t)] € @, with the
substitution ¢ (this again means 7(t) = ), we know that holds with a similar
argumentation: There is a fact p,(,%') € 11 with ¥ = &(t'), which again leads to the
node v’ = &(#'). The predicate symbol py is an element of 6(v), the symbols py, ..., py are
elements of 4(v’). The interesting part here is the compatibility of the embeddings:

As t' and t are elements of Tp, we know by the definition of the embedding & that (¢,t') —
(v,v"), as for each variable in x € var(t) Nvar(#) we know that &(¢(x)) points to exactly
one node. However, that is not enough — we have to show that each node corresponding to

an anonymous variable y € sub(t) is labeled with the correct anonymous constant.

In ¢, each anonymous variable y € sub(t) has to occur in the register sequence «’, so in
the Horn proof IT the anonymous constant ¢ = ¢(y) has to occur in #’. By construction
of the DAG this gives us ¢ € (¢/, py,i') for an index i’; so we know v = o,(t) for o =
subst(«’, v(v/, pn,i')).

As there are no anonymous variables in t/, we can substitute each anonymous variable
y € sub(t) with the corresponding anonymous constant occurring in &/, without affecting
the compatibility of the embeddings. Thus, we know (o, (t),t') — (v,7").

This proves that D is an ADAG for P and (7, f). We can now address the other direction of
the proof.

3.5.2 Proof of Theorem 3.19, Part 2

We now assume that there is an ADAG D = (D, @, T, a, B,v,9,A) for a protocol P and a pair

(71, f) of an execution scheme 7 = [t, — r4(s,)]\_; and a stage mapping f.
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We have to construct a substitution ¢ such that (77, 0) is an attack. We use Lemma and
can thus construct a Horn proof IT of statement (3.21). For each x € Tp N X we set ¢/ (x) = ¢
for the unique term t with a(x) = t.

1. Now start with IT' being the empty sequence.

2. Put all the facts of the form g(¢) in IT" where we have g € Q in the set 6(v) for a node
v = t; putting q(t1) before g(t,) if 1 € sub(ty).

3. For each stage e occurring in D, beginning with the smallest stage and ascending, we
add the following facts:

a) We put all the facts of the form p(t,«) in IT where we have p € R in the set ()
for a node v = t, and where x = (v, r,i) for an index i. We put p°(t;,x;) before
p¢(t, k) if we have t, € sub(ty).

b) We then put all the facts of the form I°(t) and g5 () in IT" where we have I° or
q7 € 6(v) for a stage e € E and a node v = t; putting I°(t1) before I°(ty) if we
have #; € sub(ty).

Now IT is a Horn proof for statement (3.21)), more precisely: IT is a normal Horn proof of
the following statement with fy1 = $ for stages e, < n+ 1 and ¢, < f(k), and for a set of
pairwise disjoint register sequences k(") with C being disjoint with each «("):

{1<010>(¢)} U {r(”'o)(a(sn),x(”)) ‘ ne {1,...,N}} -5,
{Ifn(a(tm)) \ ne {o,...,N}} U {Iek(k) ( ke dom(f)} (3.36)

Let A be the assumption and B be the conclusion of this statement. We know that II is

a normal Horn proof because of (ADAG1I). The assumption A corresponds to (ADAG1ii a)).
By (ADAGi4d), (ADAG1D), and (ADAGid), we also know B C II for stages e, < i+ 1 and

e < f(k)

Hence, we only have to show that the Horn proof I1I is conclusive, i. e., that each fact in I1

is a valid a- or c-fact.

Let a = p(f) or a = p(f,%) be a fact in I1. We know by construction that there is a node
v withv = t and p € 6(v). We can now use condition (ADAGiii) from the definition of an
ADAG to distinct the following cases as one of them has to apply for p, v:

(ilia) In this case a is an a-fact, i.e., a € A.
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(iii b)

(iii c)

(iii d)

Now a is a c-fact constructed by an (intruder) pop clause. By construction we put
pj(t;) € IT before a for all j € {1,...,m} and for v; = {;, because f; € sub(f) holds.
By we have a matching clause 1 € ¥, which is an instance of a clause
¢ € O Hence, p(#) can be derived in I1 by that ¢.

In this case a = p(f,®) is a c-fact constructed by a push clause ¢ of which ¢ is an
instance (with (v, p,i) = (v/,i’,¢) for indices i,i’); let oy be the substitution with
oy(¢) = 1. We put the prerequisites for that construction p;(f') and p,(¥,&’) in IT
before a, because we put the pop facts to the beginning and because f € sub(#') holds.

In addition, we find a substitution &; with &;(#') = ¥, and &;(t) = f, and another
substitution, &, which embeds (x,«’) to (&,%") = (v(v, p,1), vV, pm, 1))

These two substitutions can be chosen disjoint as var(#') N Y = 0, so we unify them
to 03 = 01 U0 and set 0 = 73 o 0y.

Now a is constructed from p;(#) and py,,(#,#’) with the clause ¢ and the substitution
0.

In the last case, a is a c-fact constructed by a send clause, and the same argumentation

as in case (ADAG iii ¢) applies, with 0, being subst(x’, v(v/, pu,i’)).

This concludes our proof; we have shown that ADAGs and attacks on protocols are equiva-

lent notions. O]
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4 Scaling Down ADAGs

Theorem characterizes the existence of an attack by a special structure with a set of
local properties. The ADAG for an attack can now be guessed and checked by an algorithm
if we find a bound for the size of the ADAG.

4.1 Preliminaries

To do so we will first define some notation and show certain properties of ADAGs that are

important to keep in mind.

Let P = (P, ®) be a protocol over (Q,R), and let D = (D, Y, T« B,7,0,A) be an ADAG for
P and a (7, f), with V being the set of nodes in D and 7t = [t, — 7,,(s,)].

n=1"

Let E be a set of stages for P. We again use Q as pop symbols and R as push symbols,

using
i={1® (4.1a)
It ={1,q7}F . (4.1b)
QZQUT-F ’ (4.1C)

R = <Ru{r1,rIH}U{rIHk keK}>(E) , (4.1d)

4.1.1 Notation

Definition 4.1. We define the following relations, sets and notations:

e For two nodes v,v" € V we will use the relation v —p v’ if there is an edge (v,7, ) in

D for a j € IN. Let —7, be the reflexive transitive closure of —p.

For a set of nodes W we will also write W —p v if w —p v holds for a node w € W.
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e For two nodes v,v" € V we define a second kind of edges, B-edges, in the following
way: (v,p,i) ~p (v/,p',i) if conditions (ADAGiiid) or (ADAGiiid) hold for ¢’ and p’

such that B(v/, p/,1) = (v, p,i, ¢). Let ~7, be the reflexive transitive closure of ~p.

A matching sequence of p-edges (v1, p1,i1) ~ (v2, p2,i2) ~ -+~ (Vm+1, Pm+1, im+1)
is called a B-path for some m € IN called the length of the path. We will omit the third
component or both the second and third component and just write v ~p v’ if we have
(v,p,i) ~p (v, p,i') for some p, p’,i,i'.

In addition, we will further simplify the f-notation: As condition (ADAGii) guarantees
that for each node u there is at most one stage e with I¢ € J(u), we will use B(u,I)

instead of B(u, I¢,0) if such a stage e exists, and (v, p,i) ~ (u,I), respectively.

e A node v of D is static if it belongs to the static terms of the protocol like t,, and s,
i.e., if v = «a(t) for a term t € sub(Tp). We also need the nodes reachable from static

nodes in a bounded number of steps:
Staticp = {ve V| a(t) = v for aterm t € sub(Tp)} , (4-2)
Static}, = {w €V | v =5 w for a term v € Staticp with m < ]73|2} . (4-3)
e A node v belongs to step n if we have a(t,) —7 v or a(s,) —7 v.
Stepsp(<n) ={veV | a(t) =pvforatermte {¢t1,51,...,tn,5n}} . (4-4)

A node v can belong to multiple steps if, for example, a(t,) —7, a(s,s) —7 v holds.

e Anode u € V is a goal if u is the top node of the resulting term of a send action, i.e.,

if I° € 6(u) because of a send clause for a stage e:

Goalsp(n) = { u € V | there is an m such that 1™ € §(u) and (4-5)
holds for u and 10"},
N
Goalsp = | J Goalsp(n) , (4.6)
n=1
Goalsp(v) = {u € Goalsp | v~" (u,1°0)} . (4-7)

In that case (n,m) is the stage of the goal, and n is the protocol step of the goal; we will

also call u an n-goal.
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e For a goal u with I° € 6(u) and B(u,1°0) = (v, p,i, @) with p = [..., p(¥, k) — I°(t)],
we find an embedding &, which embeds (i (t),t') to (u,v) for the substitution o, =
subst(x, y(v, p,i)).

We then define the set of fixed nodes, i.e., nodes belonging to t and t/, and the set of

nodes of variables, i. e., nodes representing the regular variables in ¢:

Fixp(u) = {w € V| ay(s) = w for a term s € sub(ox(t)) Usub(ox(t'))} , (4.8)

Varp(u) = {w e V| a,(x) = w for a normal variable x € var(t) C var(t')} . (4.9)

The send clause ¢ € ¥ may either be a send clause occurring in the stage theory of
the protocol, i.e., = ¢ for a clause ¢ € P, or it may be an instance of such a send
clause ¢ € ®; with ¢ 7 ¢. In both cases, let ¢ = [.... ,p(f,x) — 1°(#)]. Let &}, and a//
be two embeddings with &}, (1) = f and /) (v) = ¥'. We define

Varp (1) = {we V| a),(x) = wor a;,(x) = w for x € varx(f) Cvar(f')} . (4.10)

Note that we may have two nodes a/,(x) # a!/(x) for a normal variable x € varx(f),
while there is only one node a,(x) for each x € varx(t). Also note that we have
Var’, (u) = Varp(u) if p = ¢ is not an instance.

For all sets and relations defined here with an index D, we will omit the index if it is clear
from the context which ADAG we refer to. N

4.1.2 Properties of ADAGs

To understand the proofs in the following sections it is important to point out some gen-
eral properties of the structure of an ADAG D. Therefore, we will present and prove the
following four lemmas.

Lemma 4.2 (Structure of B-Paths). Let v € V be a node, let p € 6(V) N (RUT) be a predicate
symbol and i € v*(v, p) be the index of a register sequence of v and p. Let

U= ('Ul, b1, 11) ~ (7)2/ P2, 12) I (Um/ Pm, Zm) (4.11)
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be a B-path of maximal length through (v, p,i), i.e., a path with (v,p,i) = (v}, pj,i;) fora j €

(,..

.,m}, and such that there is no (¢, p’,i") with (v, p’,i") ~ (v1, p1,11) or (Om, Pm,im) ~

(@, p,i).

Then we can assume the following:

1

2.

The subpath (vy, p1,i1) ~* (v}, pj, ;) is uniquely determined.
(v1,p1,01) = (a(sn),r,(qn’o),O)for amne{l,...,N},
D1, ..., Pm—1 € R, i.e., besides the last step, the path consists of push clause applications,

U] — Uy — - — Uy, i.e., besides the last step, the B-path moves along the normal edges
of the ADAG, and

(Vm, Pmsim) = (u,1°,0) for a goal u and a stage e, and

if we have Goalsp (v) = 0 for a node v, we also know 5(v) N R = 0.

In other words, each B-path of maximal length begins at a push symbol r,, in a node corre-

sponding to a term s,, then it follows the normal edges of the DAG and the push symbols,

moving from a node to one of its children, and finally it »jumps« to a goal by applying a

send clause.

In terms of Horn proofs this only reflects the fact that each fact containing a push symbol

was justified either by assumption (and the only assumption was 7, (s,, k(™)) or through

construction by a flat push clause, and the fact is only necessary if it is a prerequisite for a

send symbol.

Proof. Letvj, pj,ij and U be as described in the lemma. We will prove each assumption made

in the lemma.

1.

The subpath (vy, p1,i1) ~* (v}, pj,i;) is uniquely determined because we can construct
it directly: We distinguish between two cases, depending on which condition v and p
fulfill in D: If (ADAG iii a)) holds for v and pj, we know j = 1 by definition of the relation
~>. Otherwise, either condition (ADAG iii ¢)) or condition (ADAG ii d)) holds for v and p, so
because f is a function there is a unique triple (v;_1, pj_1,ij—1) with (vj_1, pj_1,ij—1) ~
(U]', P, i]-). Then, by applying this construction recursively on (v]-_l, Pi-1, ij_l), we get
a path as assumed. This recursion terminates as we have a finite DAG.

. The proof of the first condition also shows that condition (ADAGiii a) holds for v; and

p1, so we know v1 = a(sy), p1 = r,(f’o) and i, =0forann e {1,...,N}.
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3. If we have (v,p,i) ~ (¢,p,i) ~ (¢”,p",i"”), we know that condition (ADAG iiid)
cannot hold for v’ and p’ because p’ € T cannot be used as justification for any p”,
i.e., we cannot have B(v”,p",i") = (v, p',7, ¢) for any P- By definition of ~, condi-
tion holds for v" and p’, and so we have p’ € R. Applying this argumenta-

tion on all nodes v € {vy,...,vy,_2} and v" € {v3,...,v,} proves the third condition.

4. Here we can use the same argumentation as for the previous condition — knowing

that (ADAGiid) holds for v' and p’ leads to v — ¢’

5. The proof for this condition is the most technical one: There may be ADAGs where
this condition does not hold, but then we can construct a very similar ADAG which
only has less register sequences and perhaps a smaller predicate symbol labeling, but
for which this condition holds.

Take a look at v = v}, and assume that there is no goal u with (v,p,i) ~* (u,I). We
either have j # m, then condition 3 we have just proven leads to p; € R, or we have
j = m, in which case we also have p; € R because otherwise v; would be a goal and

we could select u = v;.

We will now remove the register sequence which is indexed by i; and all of its descen-

dants on all B-paths by restricting 7, B, and A in the following way:

For all nodes v’ € V, predicate symbols p’ € §(v') and all indices i’ € v*(¢/, p’) such

*

that we do not have (v, p,i) ~* (v/,p/,i’), we set

n@,p,i") =+, p,i), (4.12)
pr(@,p'i") = B, p'. i), (4.13)
M(c) = Alc) if A(c) = (v, p,i',z) foraze{1,...,Z}. (4.14)

Otherwise 71, B1, and A1 shall be undefined, i.e., i’ & (¢, p’).

We may have created a structure where a predicate symbol 7 for a node ¢ does not
have any register sequences left, 77 (7, 7) = 0, which would contradict the definition
of an ADAG in condition (ADAGiiid). But then, this predicate symbol p can clearly not
lead to any goals, so we can also remove it.

As p may lead to other push symbols, we do not only remove p, but also all of its
descendants on B-paths: We set

6(0") = {p'€s(d) | (@,p) 4" (,p")} . (4.15)
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Now for all nodes v’ € V, predicate symbols p’ € ,(v’) and all indices i’ € ¥7 (7, p’)

we set
Yo, 1) =, P, i), (4.16)
Ba(v', p', i) = B (v, p', 1), (4-17)
Aa(c) = M(c) if Ay(c) = (0, p,7,z) foraze{1,...,Z}. (4.18)

We will show that the result D' = (D,Y, T,a, B2, 72,02,A2) is an ADAG. Then, by
repeating this process for all indices i and all predicate symbols p we get an ADAG D"
which fulfills the fifth condition of the lemma.

We will show that we actually constructed an ADAG: As we only restricted the domain
of the functions, all the components of the ADAG are still well-defined. The ADAG
conditions (ADAG1a) to (ADAGIi) do clearly still hold, as we modified no I-symbols.

For each node v and each symbol p € ¢'(v), we know that one of the four condi-

tions (ADAGiiia) to (ADAGiiid) holds in D. Then this condition will still hold in D’:
The cases (ADAG iii a) and (ADAG iii b) were not modified.

In case we know because of p € é(v) that (v, p,i) ~* (u,I) for an index i
and a goal u; otherwise, we would have removed p from 6(v). But then, we also know

that (9, ﬁ,ﬂ ~* (u,1) for B(v,p,i) = (9, P, i, ®), i.e., we did not remove p or i from 9.
Hence, case (ADAG iii c)) still holds.

The last case, (ADAGiiid), holds analogously - if v is a goal with B(v,I) = (9, p, i, ?),
we know that (3, p,1) ~ (u,1), so we did not remove p from &'(%) or i from y*(9, p).
This proves that by this transformation we get an ADAG.

6. This is a direct consequence of the fifth condition easily seen by contraposition: If
p € 7(v) N R, then we have at least one index i € 7*(v, p) and can apply the lemma’s
fifth condition on (v, p, i), showing Goalsp(v) # 0.

This concludes the proof of our lemma, which will be used in the following proofs. O

Lemma 4.3 (Restriction of Nodes). For a protocol P we can assume that an ADAG for P contains
only nodes w for which a(t) —* w holds for a term t € Tp.

Proof. Let W be the set of nodes of an ADAG D such that w € W is no descendant of «(t) for
any t € Tp. Furthermore, let w € W be a node without a parent — we can select such a node

as any parent of w would also be in W.
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We can remove this node without damaging the ADAG: First, w is not necessary to fulfill
the ADAG conditions (ADAG1a)) to (ADAG1d). For (ADAG1i) and (ADAGIii a) we have nothing to
show. Then, it cannot be any v; in condition (ADAGIiib) as w has no parents. Furthermore,
by the previous lemma we know that §(v) cannot contain any push symbols, as it would

have to be descendant of a node «(f,) by the previous lemma. Thus, it cannot be used as a
justification in the witness function of (ADAGii ) and (ADAG ii d).

Hence, if we define D’ to be the same as D just with removing w from the set of nodes (and
possibly from the functions), all ADAG conditions do still hold for D’. We can repeat this
procedure until we reach an ADAG D" for which we have W = 0. O

Lemma 4.4 (Nodes of Variables). Let u be an n-goal of an ADAG D. Then we have Varp(u) C
Stepsp (< n).

From the protocol point of view, this is plausible as it only states that the terms sent in a

step n have to be known to the principals in that step or an earlier step than n.

This lemma also states that if d is the maximal depth of a term occurring in a send clause
in the stage theory ¥ of D, than each path of length greater than d from u or some of its
descendants in the DAG will lead to a node in Steps,,(<n).

Proof. Let u be an n-goal of an ADAG D, and let v € Varp(u). Then by the embedding
condition in we know that v is not only a descendant of u, but also of a node w
with B(u,1) = (w,1%,i, 9). We also know ¢ € §(w) for a push symbol 7° € R. By looking at
all possible send clauses we know e < n. Then Lemma |4.2| states there is a node @ = a(s,)
for some m with @ —* w. Again, we know m < e. But then, we have m < n, leading to
v € Steps,(<m) C Stepsp,(<n). O

Lemma 4.5. Let v be a node of an ADAG D with v € Stepsp (< n), but v € Statich. Then there is
an index i < n with a(t;) —* v.

Proof. Let v be a node of an ADAG D. Then because of v € Steps,, (< 1) there is a term
t € {¢,t1,51,. .., tn, Sn} with a(t) —* v. If t = ¢, we would have a(¢) —0 v, so v € Statich,

this case is not possible. If t = t; for an i < n, there is nothing to show.

The only case left to consider is t = s; for an i < n. Then there is a path in the DAG of the
form a(s;) — wy — -+ — w, — v. As v € Static}, this path is longer than the depth of s;,
which means there is a node w; on the path with w; = a(x) for a variable x € sub(s;). But
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then by definition of a protocol step we know that x € sub(t;) for an i’ < i, and thus, there
is a path a(t;y) — uy — -+ — u,y — w;. Now we have a path

a(ty) — Uy — o = Uy — W — Wiy — -+ — Wy — 0. (4.19)

*

This shows a(t;) —* v. O

4.2 Constructing Simple ADAGs

We now define simple ADAGs. Simple means that a goal with predicate symbol I¢ has no
descendants in Staticf, with a predicate symbol I¢ for any e > ¢’. The main idea is that

these predicates are not necessary:

If a goal u with stage e is descendent of a goal 1’ with stage ¢/ < ¢, then we cannot use the
predicate symbol I°¢ to show that I¢ holds, as the intruder’s knowledge in stage e cannot
be used to show his knowledge in stage ¢/ < e.

But there may be another ancestor of u in the DAG which needs the predicate symbol I°.
Therefore, we just copy the node u to the node 1, leaving the original node as a descendent
of v, but deleting it’s symbol I°, and making the new copy # (which is annotated with the
symbol I°) a descendent of all ancestors of u that need the symbol I°.

Definition 4.6. The ADAG D is called simple if for every v ¢ Static, that is a descendent of
u € Goalsp(n), the node v is not in Goalsp(m) for any m > n. <

As we copy some nodes, there may be a situation where the definition of an ADAG no longer
holds: Assume that we duplicate a node v which is in the set Varp(u) of a goal u (with
B(u,1) = (u/,i, ¢)). Further assume that the copy, call it 9, will only be a descendant of u
(not u’), while v is only a descendant of #’ (and not of u). Now the embedding condition
in is violated, i.e., a variable in f and t’ is no longer mapped to the same node
v. We will repair this by using instances of send clauses, as later shown in the definition of
By For this we use the following definition:

Definition 4.7. Let @, be a stage theory for a protocol with N steps. Then CTDf is the same
stage theory unified with all instances ¢’ of send clauses ¢ € ®,, where the depth of ¢’ is
not greater than |®|- (N +1). q
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It is easy to see that for a protocol P = (P, ®) the size of such an instantiated stage theory

~

@ is exponential in terms of the size of P, as the maximal depth equals |®|-(N+1) < |P]?,

i.e., is polynomial in terms of the protocol size.

Theorem 4.8 (Simple ADAGs). Let P be a protocol. If D = (D, <I>f, f, a,B,7,6,A) is an ADAG
for a protocol P = (P, ®) and (7, f), then there exists a simple ADAG D' for P and (7, f) with
D' = (D, &1, 8,9,8N).

4.2.1 Proof of Theorem 4.8

Proof. In order to prove this theorem, we will construct a simple ADAG Dy from an ADAG
Dy step-by-step: We will construct a sequence [Dy, ..., Dy| of ADAGs where the following
condition will hold for each ADAGs D, in the sequence: For every v ¢ Static}'in that is a
descendent of u € Goalsp, (m) for an m < n, the node v is not in Goalsp, (m’) for any

m’ > m. In short:

For all v ¢ Static%n
with Goalsp, (m) —* vforanm <n (4.204a)

we have v ¢ Goalsp, (>m) .

We will later show that this condition holds for n = N, so we know that Dy is simple. We

add another two conditions that will ease the argumentation:
Let u € Goalsp, (m) for an m > n. For all v € Varp (u) we either have v € Var}, (u), i.e., the
n n n

variable that v corresponds to was not instantiated, or we have v € Stepsp, (<n). In short:

For all u € Goalsp, (>n)
for all v € Varp, (u) \ Varp, (u), (4.20Db)

we have v € Stepsp, (<n) .

And finally we need to state that the depth of send clauses used in the witness function S,

is bounded:
Forallp =[...,p'(Y,x) — p(t)] € &Df
with B, (v, p,i) = (v/,i’, ¢) for some v,9', p, 1,7 (4.200)

we have depth(t),depth(t') < |P|-(n+1).
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For Dy all three conditions hold; the first one because there is no m-goal for m < 0; the
second one because Dy uses no instances, so Varp, (¢) = Varp, (u) for all goals u; and the
last one, too, because Dy uses no instances, so the depth of terms in send clauses is smaller
than |P].

Now letn € {1,...,N—1}. Let D, 1 = (Dn_l,CTDf, T, &, Brn-1,Yn-1,0n-1,An—1) be an ADAG
for P and (7, f), with V,_; being the set of nodes in D, 1. Assume that the inductive

hypothesis - i. e., conditions (4.20a)) to (4.20c) — holds for D,,_;. We will now define D,, =
(Dy, CTDf, T« B, Yn, On, An), with V,, being the set of nodes in D,.. We will then show that all
three conditions also hold for D,,.

As explained above, the main step in this construction is to duplicate some nodes in V;,_;.
We define the following set W C V,,_; of nodes that will be duplicated. These are all nodes
that are only belonging to protocol steps greater than 1, and that are a descendant of an

n-goal, but are no n-goal itself:

W={weV,_1| Goalsp, ,(n)—*w,
w ¢ Goalsp, (1), (4.21)
w ¢ Stepsp,  (<n)}.

There may be some static nodes belonging to W, and we do not want to manipulate them,
hence, we define the set Wg C W of static nodes and their descendants. Formally, let Ws be
the smallest set for which the following fixed point equation holds:

Ws = {w e W | w e Staticp, , or Wg — w} . (4.22)

We know Wg C Static;')nfl: Each node w € Wj is either in Staticp,_,, or it is a descendent
of a node @ € Staticp, ,. By Ws € W we know that in the latter case, @ and w are the
descendants of an n-goal u. But on the other hand both @ and w are not in Stepsy,  (<n)
(as they are in W). By Lemma |4.4| we know that the length of the path @ —* w is bounded
by |P|? as that is the maximal depth of a send clause in CTDf. Hence, we know that w is in
Static{)nil. In fact, the bound |P|? in the definition of Static:i")ni1 originates in this step.

Now we are able to construct the ADAG D,, = (D,, EISf’ f, &, Bn, Yn,0n, An), 1. €., we will define
the components of D,,.
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The Term DAG D,,

We assume that we have D,y = (V,,_1,F,_1, 4y—1), and we will construct the term DAG
D, = (Vn/Fn/ ,un)

Let W™ be a set of new nodes, i.e.,, W N'V,,_; = 0 with a bijection f: W — W"; then set
Vi = V41 UWP. Now each node w € W C V,,_; is split into two nodes w and f(w) € V.

As we need the corresponding nodes, we define two functions:

V), ifoeW,
>: Vi1 — Vi 0" = f) ) (4.23)
v, ifog W,

flv), ifvewW?,

< Vi — Vi v = . (4-24)
0, ifvd WP .

Now we define the set of edges F, by the following conditions for each (v, w,!) € F,_1:

(o wh 1) eF,ifveW, (4.25a)
and either (v, w? )€ F,ifv¢ W,we W,v ¢ Goalsp, _,(<n) (4.25b)
or (v, w, I)e€ F, otherwise. (4.25¢)

The labeling function yu, is defined by u,(v) = u,—1(v). Note that we did not modify the
nodes, edges or labeling in Stepsp, (<), so we have Stepsp,  (<n) = Stepsp, (<n).

The Register Sequence Function y,, and the Freshness Function A,

The register sequences assigned to a node and a push symbol will just follow the paths
on which they were constructed. Hence, take a node v € V,,_; and a push symbol r €
Op—1(v) N R. Now for each i € v _1(v,7) we set define the node (v,7,7)" € V,, to be either v
or v”:

We will set (v,7,i)® = o™ if there are nodes 9,w € V,,_ with 9 ~p  w ~D (v,1,i)
and with 9 ¢ W, but w € W such that holds for 9 and w, i.e., we have 9 —p, w".
Otherwise we set (v,7,1)” = v.

Now for each v € V,,_1, each r € §,_1(v) "R and each i € v _1(v,r) we define:

Yu((0,7,0)7 1,1) = yu_1(v,1,0) . (4.26)
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Accordingly, for each ¢ € T we set:

An(c) = ((v,7,1) 1,i,2) for A,_1(c) = (v,7,i,2) . (4-27)

The Predicate Symbol Labeling Function d,

Let v € V,,_1 be a node. Let g = 6,—1(v) N Q, as well as dg = J,—1(v) N R, and 61 =
6n—1(v) NI*. Then we have 6,_1(v) = dg U dg U 1. Now we have to assign these symbols
to v and v if the latter exists; so we will have 6, _1(v) = d,(v) U 6, (07).

Hence, for now assume that v € W. The pop symbols (except for q7)) can just be copied
to both v and v”. The I-symbols we want to remove from v are all the symbols I¢ with a
stage that is greater than 7, so we define 67" = { I¢ or g7 €01 ‘ e> n}. Finally we define
the sets 0r(v), or(v™) C Ir in the following way:

or(v) = {redr| (v,r,i)" =v foranindexie y;_i(v,7)}, (4.28)

or(v”) = {reér| (v,r,i)” =v" for anindexi € y;_;(v,7)} . (4.29)

Now we can define J,, so for each v € V,,_; we set:

on(v) = 8,-1(v) ifog W, (4.30a)
o1\ 67, ifvdg W

On(v) = g Udr(v) U 1\ ° ifoeWw, (4.30Db)
01, if v e Wg

6n(07) = 6 U R (v”) Udy ifveW. (4.30¢)

The Witness Function 3,

This is the most technical part of the construction. In most cases, we will use a definition
similar to B,((v, p,i)¥ p,i) = Bn—1(v, p,i). But in some cases we have to modify the witness
for the application of a send clause.

Hence, we distinguish between the following cases for v € V, and p € d,(v) if nei-
ther (ADAG iii a) nor (ADAG 1ii b)) applies for v< and p in D,,_1:

1. For p € 6,(v) N R we define

Bu(v,p,i) = ((0,p",i)7 p,i',e)  for Bu_1(v] p,i)= (v, p.i",9).  (431a)
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Figure 4.1: [llustration of case 2.c) of the definition of B, in the proof of Theorem 4.8

2. For p € 6,(v) N T we have the following cases:

a) If we have Fixp ,(v9)NW =0, or

b) if we have Varp, ,(v<) C Stepsy, (<n), we do nearly the same as in (4.31a):
Bu(o,p,0) = (', p",i)7 P',i', ) for Bua(07 p,0) = (v, p 7, 9) . (4.31D)

c) Otherwise, we have Varp,_, (v9) ¢ Stepsp, (<), but we know that v is a goal
(let e be the stage with I° € §,_1(v™)), so by Lemma |4.4| we have e > n. But
then by we know B, 1(v I) = (v, p',7,¢) for a clause ¢ € @, with
¢=1[...p(tx) = 1)

As case a) did not apply, we know Fixp  (v<) "W # 0, so we know that a
node w € Fixp  (v<) is in W, i.e., a descendant of an n-goal u. We will define
a substitution ¢ which maps each regular variable x to a term if and only if x is
corresponding to such a node w € W.

Hence, we need the embedding 6, which embeds (ox(t),t') to (v,v") as defined
in for D,,_1. Now we define ¢ to be a substitution, the domain of ¢
will be the set X, = {x € varx(t) | 6,(x) € W}. Hence, for each x € X, we do
the following steps, as illustrated in Figure
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Let u be an n-goal such that w = 6,(x) is a descendant of u in D,_1. Now let
¥ be a send clause such that 8, 1(u,I) = (u/,7,i',9). We assume that ¢ =
[...7'(s', k") — 1(s)], so let 6, be the embedding which embeds (v (s),s’) to
(u,u’) as defined in for D,,_4.

Because of Lemma there is a term s, € sub(s) with 0,(sy) = w: We know
that u is an n-goal, w is a descendant of u, and w ¢ Stepsp, (<1i) because of the
definition of W.

Hence, we now set 0(x) = sy. We assume that var(sy) N (var(t) Uvar(x)) = 0,

else we have to rename the variables in the intersection.

After repeating this for each x € X,;, we set
Bu(0,p,0) = (0, p, )7 P, i',0(9))  for pua(v] p,0) = (0, p',7, ) . (4310)

Note that we may have an anonymous variable in the term sy, i. e., we took s, from
sub(s) and not, for example, from sub(c,/(s)), but — as shown later — this does
not raise any problems.

This completes our ADAG D, = (Dy, C/I\Df, f, &, Bn, Yn,0n, Av), we now have to show that this
actually is an ADAG and that the three conditions (4.20a)), (4.20b), and hold.

Proof of the ADAG Conditions

We will show that D), actually is an ADAG. To do so, we first have to check the type of each
component.

The graph D, is acyclic: If there is a cycle vy,...,v, in D,, we have a cycle vf e, U]
in D,,_1. The type of the other components is easy to check from the definition of each
component; and when later proving condition we will show that in the definition of
B we used instances of send clauses that actually are in CTDf.

Now we show that (ADAG 1 a)) to (ADAG iii d)) do still hold.

(i) For (ADAG1a) to (ADAG1d) note that we did not alter «. Hence, for each node v = «(t)
foratermte {t, | ne{l,...,N}} U{k| kedom(f)} U{$}, we know I¢ € 6, _1(v)
for an appropriate stage e¢;. We show that I € §,(v), i.e., that I was not removed:
We know that if v € W, then v is also in Wg. Thus, in the definition of §,, we did not

remove I%, as only or the second case of are possible.
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(i) For (ADAGII) just assume that I, I € §,(v) for e; # ep, then we would have I, I €

51171(0

<), which contradicts the inductive hypothesis that holds for D,,_1.

(iii) Let v € V}, be a node, p € J,(v) be a predicate symbol. By construction and inductive
hypothesis, one of the for cases (ADAGii a)) to (ADAG iii d)) holds for v< and p € §,_1(v™).
Hence, we can distinguish between this four cases:

(iii a)

(iii b)

We know holds for v and p in D,,_;. First assume that v9 = «a(¢).
As a(¢) € Stepsp (< 1) for each ADAG D (the first message of the intruder can
only contain terms constructed from ¢), we know v< ¢ W, so v< = v. This

means v = a(¢) and p = 1(00) € §,(v), so holds for v and p.

Now assume that v< = «(s,,) foranm € {1,..., N}. Then we have p = rim0) ¢
3,-1(vY). We defined (v’ 1’5,17"’0),0)D = v, so we did neither change (v, p,0)
nor A(v, p,0,z) for any z, so holds for v and p.

If holds for v and p in D,,_;, the same pop clause ¢ will also be

sufficient as a justification for v and p in D,. We will show this for multiple

cases:

For the case p € Q, we know that the necessary pop symbols p1, ..., py in the
labeling of the descendants of v were copied from é,_1(w) to both J,(w) and
3y (w") for each descendant w of v<.

Take a look at p € {Ie, qi ‘ e > n}. Let v € V,,w € V,_1 be nodes with
p € 6,-1(v9) and p’ € §,,_1(w), such that p was produced by an intruder pop
clause using p’. We know v< —p | w, and to show that still holds,
we have to show that v —p, w’ for a node w’ € {w, w"™ } with p’ € 6, (w’).

e If we have v € W™, we constructed an edge v —p, @’ by (4.25 a)), distinguish
between two cases:

— For w € W we have w’' = w” and p’ € §,(w") by (4.300).
— For w ¢ W we have w’ = w and p’ € 6,(w) because of (4.30a).

e Otherwise we have v ¢ W", i.e., v € V,,_1. We constructed an edge v —p,

w' as we applied either condition or condition (4.25d).

— If we used (4.25b), we know w € W, then again we set w’ = w™ and
have p’ € 6,(w") by (4.300).
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(iii c)

- If was applied, we have v € W, w € W or v € Goalsp, _, 1.

If the latter one applies, we have nothing to show, as we will handle the
case (ADAG iii d)) later.

For w ¢ W we again set w’ = w and know p’ € J,,(w) because of (4.30 a).
Assume that w € W.

For v € W we know v € W, else, we would have removed p as defined

in (4.30b). But then by we would also have w € Ws because

w € Wand v —p, |, w. Then for w' = w we know v —p_ w as well as

p' € 6,(w) because of (4.30D).

Furthermore, we still have v;, = v}, for all jy, jo € {1,...,m} with Xj, = Xj,, as

conditions (4.25 a)) to (4.25 d) modify all edges between two nodes in exactly the

same way.

In this case, too, we will show that still holds. Hence, let i €
vr(v,p), and let B, (v, p,i) = (v, p',i,p). We know by construction that we
have B,,_1(v;? p,i) = (V' p',i’), so we have to show that ¢’ is a father of v, that
p' € 6,(v') and that i’ € 4} (v, p’). Then we know that the register sequences
are still compatible and the freshness function still points to the right register

sequences because we did modify these functions accordingly.

Distinguish between two cases:

e First, assume that v = v9, i.e, (v,p,i)® = v. Then by the definition

of (v,p,i)® we know that there are no nodes 9,w € V,,_1 with o ~p |
w M%nq (v,r,i), with 9 ¢ W, and w € W such that holds for ¥ and
w. But then the same applies for (¢/, p’,i’), leading to (¢/, p’,i")® = v'. This
means p’ € §,(v") and i’ € v5(v/, p’), and this also means v" —p, v because

of condition (remember that did not apply).

e Now assume that v # v, this means v € W”. We again use the definition
of (v} p,i)¥”, but this time we know that there are nodes 9, w € V,,_1 with
O ~op, , W M%nq (v,p,i) and with 6 ¢ W, but w € W such that
holds for 4 and w.

We then can either have w = v<, then we know ¢ = v/ and we have v/ —p_
v because of (4.25b). Then v = ¢ ¢ W also implies p’ € J,(v') and 7’ €
a0, p').
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Or we have w # v<, but then we know v’ # v<: There are nodes 9, w €
Vy—1 with 9 ~p » ('3 p,i") ~p, , (v pi) withd € W, but
w € W such that holds for 9 and w. Then we know v/ —p v by
condition (4.25a), and we also know p’ € §,(v’) and i’ € ¥} (¢v/, p’) because
(U/,Q p/,i/)[> — Z)/.

*
W ~p

(iii d) In this case we know v< was a goal, and we will show that v is also a goal with
p = I° Let Bu(v, 1) = (¢, p, i, ) with ¢ = [...,p'(t,«") — p(t)]. Then we
know by definition of B, that p’ € §,(¢'), and that i’ € 4} (v/,i"). We only have
to show that the embeddings are compatible, i.e., that (ox(t),t') — (v,0’) for
the substitution ¢, = subst(x’, v, (v, p’,i")). As we did neither modify x’ nor

(0, p',1"), we will still use the same substitution oy.

We can now distinguish between the cases we had when defining B,(v, I) by
conditions and (4.314).

In the first case, we have Fixp  (v9) N W = 0. Then we know that there are
no nodes in Fixp  (v¥) that are duplicated, and as we know Varp  (v<) C

Fixp, ,(v™), all nodes of variables of v are left unchanged.

The same argumentations applies for the case Varp,  (v¥) C Stepsp (< 1),
because this also leads to Varp, ,(v<) "W = 0, so the nodes of variables of v
were left unchanged.

But in the last case, we may have copied some nodes of variables of v because
we cannot ensure that Varp (v9) N W is empty. Again, see Figure |4.1| for
illustration. Take a node w € Varp ,(v¥) N W corresponding to the variable x.
Then there is a node w™ # w, which could contradict the embedding condition:
We may have

v— w”, v w, but (4.32a)
v 4w, v —w. (4.32Db)

But we replaced x by a term sy, where the term s, was taken from the set of
subterms of a term s which embeds to an n-goal u. Thus, let x” be a variable in
sub(sy). Then there is a node w’ corresponding to x’ in the embedding of s to
u, and by applying Lemma l4.4{ to D,,—1 we know that @' is in Steps, (<n),
so we know w' € Stepsy, (<n). But then w’ was not split, and there are two

paths w —* w’ and w® —* w’. This leads to v —* w’ and v/ —* w’; thus for
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this w’ we have repaired the embedding such that x" € var(t) and x’ € var(t')
both embed to w'.

Proof of Condition (4.20 a)

Take a node v € V, that is a descendant of an m-goal u € GoalsDn(m) with m < n. Let
v ¢ Staticy, (and thus, v ¢ Staticy, ). We have to show that v ¢ Goalsp, (> m), so
we assume that v € Goalsp, (> m) and show that each of the following cases leads to a

contradiction:

1. If m is smaller than n, we get a contradiction with the inductive hypothesis
because of v € Goalsp, ,(>m) and u™ € Goalsp,_,(m).

2. If m equals n, we have three cases:

a) First assume that v € W": In this case there would have to be an n-goal 7 €
Goalsp, (1) = Goalsp, , (1) and a path of the following kind with wy, ..., w; € W
(and thus, w; # w!):

A > >
i —p,w; —p, " —D, W —p,0. (4.33)

But by (4.25Db) there is no edge i1 —p, w", there is only an edge i —p, w.

b) Now assume thatv € W. As v = v ¢ Staticaﬂ, we have v ¢ Ws. Then by the
definition of ¢, there is no I € §,(v) for any e > n.

c) Finally, consider v ¢ WU WP, i.e., v ¢ W. Take look at the definition of W
in (4.21) and distinguish between the different possibilities why we have v ¢ W:
We know that v¥ cannot be an n-goal (then we would have nothing to show,
see (ADAGIi)), and by assumption about # we have u< € Goalsp, ,(n) and u< —*
v, so by definition of W we know v = v™ € Stepsp,  (<n) = Stepsp, (<n).

Lemma [4.5/ states there is an m < n with a(t,,) —3 0. Let [0y,...,7] be a path
in the DAG D,, from v; = «a(ty,) to a leaf v; with v = v for a k < I, as shown in

Figure

By the definition of an ADAG there is a stage ey < m with I% €
On(a(ty)). And there is a minimal index i such that v; is a goal for a stage

e; < e1. Now assume that v is a goal for a stage e, > n. Then we know:

ep>n>m>e; >e. (4-34)
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a(tm) =01 V-1 U1 (Leaf)
oaoamaoamacao
k<i k=1 k>i

Figure 4.2: lllustration of case 2.c) of the proof of condition (4.20a) for Theorem 4.8

Finally, we again consider three cases:

i. In the case k < i note that by choice of i we have I € J,(v;) for a stage e;
with ey > ej > ¢; forall j € {1,...,i}. But then we would have ¢; € 6,(v) with
ex < e1 < ey, which contradicts for v.

ii. The case k = i directly contradicts (ADAG1i), as this would give I% € §,(vk)
and I% € §,(vy).

iii. The case k > i contradicts the inductive hypothesis (4.20a): v would be
descendant of a goal v; with stage ¢; < n < ep.

Proof of Conditions (4.20 b) and (4.20 ¢)

Now we have to show that for every u € Goalsp, (m) for an m > n and for every v €
Varp, (u) \ Varp, (1) we have v € Stepsp (< n). Therefore, let u be an m-goal, and let
v € Varp, (u) \ Varp, (u).

We know that v is a node that corresponds to a variable that was introduced by an instan-
tiation during the definition of g,/ for an n’. We have to show that v € Stepsp, (<n).

If n’ < n, by inductive hypothesis we already have v € Stepsy, (<n). Now assume
that ' = n, i.e., during the definition of D, we replaced a variable x corresponding to a
node w with a subterm sy, such that there is a variable x’ € varx(sx) which v corresponds
to. The term s, was taken from the set of subterms of a term s which embeds to an n-goal
u'. But then by Lemma j4.4| we know that the node corresponding to x’ is in Stepsy, (<n),
so we know v € Stepsp, (<n) C Stepsp, (<n).

As mentioned earlier, we still have to show that when defining f,, we actually used in-
stances that are in C/I\Df, i.e., that are not too deep; this is also necessary to show the third
condition.
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Note that we do only instantiate each variable once, so if we replaced x by sy, we know
that the node w that is corresponding to x is in Varp, (u). The resulting nodes wj, wj, ...
corresponding to the variables in s, will then be in Stepsp, (<n). Thus, for Dy4,..., Dy,
the nodes w; will not be in W, and hence, the variables occurring in s, will not be substituted
again.

Also note that each such x corresponding to a node w € Vary, (u) is reachable from u with
a path that is shorter than |P|. We extend the length of that path by the depth of sy, so to
prove both conditions we only have to know that the depth of s, is bounded by |P| - n, but
this is the third condition of the inductive hypothesis.

Now we have shown that our construction creates an ADAG D,, for which all three of our
conditions hold. Thus, after constructing Dy from Dy _; in this way we get an ADAG which
is simple. O

4.3 Bounding the Number of Goals

Now every ADAG can be transformed into a simple one. The next theorem states that a
simple ADAG can be transformed into an ADAG with an exponentially bounded number of
goals.

This transformation uses the observation that one part of the relevant information of a node
v is the predicate symbols its labeled with, i.e., the value of é(v). Hence, from the set of all

goals u which have the same labeling J(u), we can pick a specific one as a representative.

During this process we will not delete any nodes, but we will delete the predicate symbol
I¢ from some nodes, transforming them from goals to non-goals. The other components of
the ADAG like the witness and the labeling function are adjusted accordingly.

In fact there are a goals we do not want to alter at all, for example, the goals in the static part
of the protocol. Nevertheless, after this transformation we have an exponentially bounded

number of goals without deleting any nodes.

Theorem 4.9 (Bounded Number of Goals). Let P be a protocol. If D = (D, ¥, f, a,B,7v,6,\)
is a simple ADAG for P and (7, f) where each term occurring in ¥ has at most polynomial depth in
terms of the size of the protocol, then there exists an ADAG D' = (D',¥, T« B,v, 6, A) for Pand
(71, f), where Goalspy is exponentially bounded in terms of the size of P.
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4.3.1 Proof of Theorem 4.9

Proof. This proof, too, will be done by constructing a sequence [Dy1, ..., D] of ADAGs,
this time starting with D = Dy, and ending with an ADAG D; with a bounded number
of goals. The inductive hypothesis is straightforward: For each n € {1,...,N} we will
construct D, from D,,;1 such that the following condition holds for D,:

Goalsp, (>n) is exponentially bounded . (4-35)

Again, this condition holds for any ADAG Dy ;1 we start with; and after we constructed an
ADAG D; for which this condition holds, we have proven the theorem.

Letn € {1,...,N}. Let D11 = (Dys1, ¥, T, &, But1, Yn+1,0n+1,A) be a simple ADAG with
Dyi1 = (V,F,41, 1) being the DAG. Assume as inductive hypothesis that the condition
holds for D,, 1. We will construct D,, = (D,,, ¥, T, &, Bn, Yn,0n,A) with D, = (V, F,, u), i.e.,
use the same stage theory, the same set of anonymous variables, the same embedding and
freshness functions and even the same set of nodes. Hence, we will only define the new set
of edges F, and the new predicate labeling, register sequence and witness functions ;, v,
and B;.

Selecting the Protected Goals

Let G = Goalsp,,, (1) be the set of n-goals, we will define a subset G® C G of protected
goals, i.e., nodes we keep as goals, whereas for all nodes v in G¥ = G\ G* we will later

remove 1¢ from d,(v).

First, we will define an equivalence relation on G according to the predicate labeling of the
goals: For uy,uy € G let uy = up if 6,41 (11) = 6,41(u2). We will need a representative from
each equivalence class of =, so for each class G, for a goal u, let u= denote a unique node
such that no goal w € G, is a descendant of u=.

We will put u= in G”, but some other goals need to be protected, too; so we define G* to
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be the least subset of G such that

{u=| ueG} CG~, (4.36a)
Fixp,,,(v)NG C G” for all v € Goalsp, ,, (>1) , (4.36D)
S’ta’tic%n+1 NG CG”, (4.36¢)

{u €G|lu~p v} C G~ for all v € Goalsp,,,(>n), (4.364d)
{u €G| G” —p, | u} CG". (4.36€)

The reasons why we need to protect all these goals are hidden in the details of the proof.
The first line states that for each occurring value of J, we need to keep one representa-
tive. We need the second line to protect all the fixed parts of m-goals for m > n so the
embeddings in are still compatible — we will later show that this protection is
also guaranteed for m = n. The third line protects nodes in the static part of the DAG,
which eases our argumentation in the following steps because, e.g., the property of »sim-
ple« only holds for non-static goals. Condition is necessary to prevent damage to
B-paths from a node to a goal: The B-paths move along the normal edges of the DAG, and
we will change some edges, so by this condition we guarantee that no B-path is damaged.
Finally, and the definition of u=, or more precisely the fact that #= has no descen-
dants in its equivalence class, are necessary to guarantee that we will get an DAG. All this
parts will be referred to in the proof later.

We will now start with defining our ADAG D, i.e., the functions J,, B,, v and the term
DAG D,,.
The Predicate Symbol Labeling Function ¢,,

Let v € V be a node. Again, let 55 = 8,41(v) N Q, as well as 61 = 8,41(v) N TF. We will set
OR = 6pr1(v) N R, but also define 0% C O to only contain the necessary push symbols, i.e.,
let 0% be the set of all r € g with (v,7,1) ~D,,, 4 foranindexiand a goal u ¢ G~.

Now we can define J, for each v € V:

on(v) = 6o Uy ifveGY, (4.37a)
Sn(0) = 80 U8, Udy ifog GI. (4.37b)
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The Witness Function 3,; and the Register Sequence Function

For each node v € V and p € 6,(v) N (RUT) we will reduce B, and 7, to the necessary
parts.

Letie vy, (o, p) If (0, p,i) ~p, | uforagoalud G, wewill set B, (v, p,i) = Pu+1(0, p, i)
and v, (v, p, i) = vn+1(v, p,i); otherwise let B, (v, p,i) and v, (v, p,i) be undefined.

The Term DAG D,,

As stated above, we do neither remove nor add any nodes. But we will modify some edges:
All I-symbols that are created by intruder pop clauses which are based on a goal u € G-
will now be based on u=. But as the pop clauses follow the edges of the DAG, we have to
modify the DAG:

Let W be the set of all nodes w with I° or g, € dns1(w), but w ¢ Goalsp, ., i.e., we know

that (ADAG i a)) or (ADAG i b) holds for w and I¢ or 47, in D, 14, so the predicate symbol was

derived by an intruder pop clause (or w = «(¢)). Now define the set of edges F, such that
for all (v,u,l) € F,,1 we have

(v,u=,l) € F, ifveWandueGY, (4.38a)
(v,u, 1)€eF, ifvg Wor udg G-. (4.38b)

This completes our ADAG D,, = (D,, ¥, f, &, Bn, Yn,0n, A), we now show that we constructed
a simple ADAG and condition (4.35) holds.

Proof of the ADAG Conditions

We will show that D, actually is an ADAG. As we kept most of the components, there is not
much to show for the types — the only interesting part here is to see that D, is acyclic. To

do so, assume that there is a cycle vy,...,7; in Dj,.

As Dy is acyclic, there must be an edge v; —p, vj;1, that is modified, i.e., in F, but not
in F,11. By we know that G” is closed under —*, so no descendant of v; 4 is in G,
which means that cannot be applied for any descendant of v} .

Hence, v; —p, vj;1 is the only edge in the cycle that was modified, i.e., vj;1 —7p
By there is a node u with u= = v; 1 and (v}, u,1) € F,;1. But then we have

n+1 U]'.

= _ *
U =041 7p,, Vj 7Dy U- (4-39)
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But u= —* u contradicts the selection of the representative #=; so our assumption that

there is a cycle must be wrong.

Now we have to check if (ADAG1a) to (ADAG iid) do still hold.

(i) Because of (4.36 d) all nodes in the range of « are elements of G*, so we did not modify
their predicates.

ii) We did at most remove predicates I, so condition (ADAG i) still holds.
ii) We did at t predicates I° dition (ADAG i) still hold

(iii) Letv e Vand p € 6,(v). As D, 41 is an ADAG and 9, (v) C §,.11(v), we know one of the
four conditions (ADAGiiia)) to (ADAGiiid)) holds in D,;;. We will distinguish between

these four cases and show that each case still holds for v and p in Dj:

(iiia)

(iiib)

(iii c)

For this case there is nothing to show.

In this case we may have modified an edge v —p,,, vj to v —p, v . But as

Ons1(vj) = (5n+1(v]-5) and (5n+1(v]-5) NQ = (5n(v].5) N Q, the condition (ADAG iii b)
still holds for v and p.

In this case, too, we show that still holds, mainly because we did not
change most of the components. We have to show this for each i € v} (v, p), i.e.,
each i for which B, (v, p,i) is defined. Therefore, let B,,(v, p,i) = Bp+1(v, p,i) =
(v, pm, 7', ¢). During the definition of §; we might have removed the predicate
pm from 6% for v/, or we might have removed the edge(s) between v’ and v, both
would be a problem. The predicates p, ..., p,—1 are pop symbols so we did not
modify them.

But because B, (v, p,i) is defined we know that there is a goal u ¢ G< with

(v,p,i) ~p,,, U As we also know (v, pm,i') ~p,,, (v,p,i), we know that

n+1
*

(', pm, 1) Dy U and thus, we have p,, € 6, for v'.

Now we might still have damaged the DAG such that v’ no longer is a parent of
v, but of another node v=. For this to be the case, v would have to be an n-goal
in G<. Again look at the goal u with (v, p, i) «»%nﬂ u, and let ¢, be the stage
of u. In Lemma we will later show that e, > n. Then we have v € G”

by (4.36 d), so we have not altered the edge from v’ to v.

Again, the condition v;, = v}, for all ji, j» € {1,...,m} with xj, = xj, still holds,
as the modification of edges in and does not depend on .
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(iiid) This case is the most technical one. Again, we will show that still
holds. Note that for each goal u ¢ G< we have (u, p,0) «»OD”H (u,p,0) for p €1,
so the witness function for v, p and 0 is defined.

Let the witness be B, (v, p,0) = Bn+1(v, p,0) = (¢, pm, i’, ) with the send clause
Y= [po(t), p1(t'),...,pm(t, k") — p(t)]. Again, the definition of 6, might have
removed the predicate p;, from Jy for v/, or we might have modified edges in

Fixp, ,(v) (or between v’ and v).

The predicate py would only be removed from J,(v) if p was also removed from

3, (v), which is not the case.

The predicates py, ..., pu—1 are pop symbols which we did not modify. And as
v was a goal in Dy, 1, we set py, € 0, so we have p,, € §,,(V').

In D, 11, the pair (o (t), ') embeds to (v,v), hence, it also embeds in D,, as long
as we did not modify any edge in Fixp_, (v), i.e., as long as we do not have any
u € Fixp,,,(v) with u € G. Assume that there is such an u, we will show that
this leads to a contradiction. First, we know that u is an n-goal as it is in G and

it is either a descendant of v or of v/, or both.

/ * < .+
e If o' =" u holds, note that u € G~ means u ¢ Static, .| by (4.36c). We then
either have u € Stepsp,  (<n) or u ¢ Stepsp, (< ). In the first case, we
use Lemma so we have u ¢ Goalsp, ,(>n),sou ¢ G-.

In the latter case, u ¢ StepsDnH(g n) implies v' ¢ StepsDnH(S n),sov ¢
Goalsp,,, (< n). But then we have v € Goalsp,,, (> n), which means u €
Fixp, ., (v) NG C G* by (4.36b). This contradicts u € G.

* : < s+
e If v —* u holds, again note u € G~ means u ¢ Staticp , by (4.360). As
Dy 41 is simple, we know v ¢ Goalsp, (< n). But as above, we have v ¢
Goalsp, ,, (> n), otherwise, we would have u ¢ G<. Hence, we have v €

Goalsp, ,, (1) = G. But the I-symbol p is still in 6,,(v), so we have v € G".
Then by we also have u € G¥, i.e., u & G,

Now we know there is no node in Fixp,_, , (v) N G¥, so the structure of Fixp, ,, (v)

has not changed in D,,. Then we also know (o (t),t") — (v,v).

This shows that D, is still an ADAG. Note that it is also a simple ADAG: Take some nodes
v,w € V with v —* w, but v € Goalsp(j) for a j and w ¢ Statich,. We have to show that
w ¢ Goalsp (> ).
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During the definition of J, we did only remove symbols, so because of the assumption that
D, +1 was simple this could only happen if we changed an edge on the path from v to w.
This means there is an n-goal u such that v —7, u and u= —7 w, and we modified the

edge pointing to u to an edge pointing to u=.

But then because of the modification and condition we know that u ¢ Static, . Then
we have j > n, otherwise the nodes v and u would contradict the simplicity of D,, ;. But
we also know u= —%Hl w (remember that on each path we modified only on edge), and
the simplicity of D,,;1 tells us that w ¢ Goalsp(>n), so w ¢ Goalsp(>]) C Goalsp(>n).

Thus, we obtained a simple ADAG, and we will now have to show that condition (4.35)
holds.

Proof of Condition (4.35)

We now show that Goalsp, (> 1) is exponentially bounded in terms of the size of the
protocol. By inductive hypothesis, Goalsp, ,, (> 1) is exponentially bounded, and as we did
only modify n-goals, we also know Goalsp, (> 1) is exponentially bounded. Because we
removed the I-symbol from all goals in G, we only need to find a bound for G".

Therefore, we will take a look at the five conditions (4.36 ) to (4.36 €) defining G":

a) The number of goals in {u= | u € G} is bounded by the number of equivalence classes
of =. As = is defined by different values of 6,41 with §,,11: V --» 29f, we can have at
least 2/ different possible values, i. e., equivalence classes. This is exponential in terms

of the size of the protocol.

b) As stated above, we know by inductive hypothesis that there are at most exponentially
many goals in Goalsp, (> 1). As the depth of each send clause is polynomial, there
can be an exponential number of goals in the fixed part of each goal. But exponentially
many goals and exponentially many nodes for each of them still gives a total number of
nodes that is exponentially bounded in terms of the size of the protocol.

c) The set S’ca’cic%n+1 is defined by all nodes which are reachable from a node v = a(t) for
a term t € sub(Tp) in less than |P|? steps. This equals all nodes which are reachable
from a node v’ = a(#) for a term ' € Tp (note the missing »sub«) in less than |P| steps.
As the maximum degree of the nodes is two, this leads to exponentially many nodes in

S‘ca’cic}")n+1 .

For the following steps we can use Lemma which shows that there are no additional
goals in S = Stepsp, | (< 1), so all goals that we will add in and are in
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d)

G\ S. Also note that Lemma |4.4|states that for each node u € G\ S, the nodes of variables

of u arein S.

By inductive hypothesis, there is only an exponentially bounded number of m-goals u for
m > n. We will show that on each B-path to such a goal, there can be only a polynomial
number of n-goals u not in S. Therefore, we will add a polynomially bounded number
of goals v for each goal u greater than 1, leading to a total number of n-goals added in

this step that is exponentially bounded.

So let u be an m-goal for an m > n. Then by Lemma 4.2 there is a unique B-path vy, ..., 7
from vy = a(t,,) to v; = u for an m’ < m. By the lemma, we also know v; =D, Vitl
forallie{1,...,1—2}.

If no n-goal exists on the path, we have nothing to show. Therefore, assume that
ie{l,...,1 -1} is the minimal index of an n-goal on that path, i.e., v; is an n-goal.
Lemma |4.4) shows that v; is in S for each j > n + |P|2. Hence, for u we will only add
{vi,..., vy ppp} N G to G7, which is polynomially bounded.

We have already shown that the set G* is exponentially bounded if we only use condi-
tions (4.36 a)) to (4.36 d)).

We will now show that for each u added so far, there is only an exponentially bounded
number of goals added by condition (4.36 €). This shows that the whole set G* is expo-
nentially bounded.

As we have already shown, the goals added by condition (4.36 €) cannot be in S. They
have to be descendant of an n-goal u € G*, but the nodes of variables of u are in S
(Lemma [4.4). Hence, the goals added by this condition can only be in the fixed part
FiXDn e (u) .

Now as the number of fixed nodes of a goal is exponentially bounded, we add only

an exponentially bounded number of goals for each goal already in G* prior to condi-

tion (4.36 €).

Thus, G” is exponentially bounded, which is the desired conclusion. O

4.3.2 Lemmas concerning Goals

We will show two lemmas we referred to in the proof above. The first states that an n-goal

can only be used to send goals whose step is greater than , i.e., that a f-path through an



4 Scaling Down ADAGs 99

n-goal leads to a goal greater than n:

Lemma 4.10. Let v be an n-goal in a simple ADAG D with v ¢ Staticl,. Assume that v ~*
(u,1¢0). Then n < e holds.

Proof. For the proof let v be an n;-goal in a simple ADAG D with v ¢ Staticj,, and assume
that we have I° € 6(v) for e; = (n1,m1) and v ~* (u,1,0). We will show that 1 < ey
holds.

If we have v ~* (u,1%,0), we know that % € §(v) for a stage es = (14, mg) with e < e7.
But then we also have (oc(sn5),r,(1’;5’o),0) ~* (v,1%) for an ns < ng. As v ¢ Staticj,, we know
by Lemma 4.5/ that v is a descendant of w = a(t,,) for an ny < ns. By condition (ADAG1a)

we have I € a(w) for a stage e3 < ny.

Now take the first goal on the path from w to v. Either v is that goal, then by the structure
of the intruder pop clauses we know e; < e3, or v is a descendant of another goal v’ with
122 € §(¢') for a stage e, < e3. In the latter case we have e; < e, as the ADAG is simple and
vd Statici").

Hence, altogether we know e¢; < e7 by

€1
<e3<Kng<ns<mng<ey. (4-40)
or e1<e

]

We now show another lemma used above to prove the ADAG conditions. This lemma states
that a node belonging to a step is no goal of that step or of a later step. Intuitively this
should hold for a normal ADAG, as any term processed by a principal in a step has to be
known to the intruder earlier than that step, so is makes no sense to send that information

again.

Lemma 4.11. Let v be a node in a simple ADAG D with v & Staticy, but v € Stepsp(<n). Then
v & Goalsp(>n) holds.

Proof. Let v be a node in a simple ADAG D such that v ¢ Staticj, but v € Steps,, (< n) for
ann < N. If v is no goal at all, we have nothing to show. Now assume that v is a goal with
I € 6(v). Then we refer to Lemma |4.5/ to show that there is an m < n with w —* v for
w = a(ty). Let I € §(w), we know e, < m. We will show that e, < e, holds, which will
lead to e, < ey, < m < mn,i.e., v¢ Goalsp(>n).
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We now use the same argumentation as in the previous lemma: Take the first goal on the
path from w to v. Either v itself is that goal, then by the structure of the intruder pop clauses
we know e, < ey. Or v could be a descendant of another goal u with I° € §(v) for a stage
ey < ey. In the latter case we have e, < ¢, < ey, as the ADAG is simple and v ¢ Static}s. [

4.4 Bounding the Size of an ADAG

Finally, the last theorem states that if we have such an ADAG with a bounded number
of goals, we can reduce the total number of nodes in the ADAG (and the other relevant
components) so that the whole ADAG is exponentially bounded.

Theorem 4.12 (Bounded ADAGS). Let P be a protocol. If D = (D, ¥, T,a, B,v,0,A) is an ADAG
for P and (7t, f) with an exponentially bounded set of goals in terms of the size of P and where each
term occurring in ¥ has at most polynomial depth in terms of the size of the protocol. Then there is
an ADAG D' = (D', ¥, T, o/, B, ', 8, N for P and (7, f) which is exponentially bounded.

As above, this is done by merging nodes with the same labeling — but now we respect the
goals and the register sequences, i.e., we merge all nodes which have the same labeling,
lead to the same goals and which have undistinguishable register sequences from a certain
point of view. After this mergence the ADAG has only an exponential number of nodes,
while the additional structures like the labeling function are also exponentially bounded in
terms of the protocol size.

For the ease of understanding we will present the main proof with the help of four lemmas
that will be proven afterwards Sections to

Proof. Let P be a protocol. Let D = (D, Y, T,a, B,7v,6,A) be an ADAG for P and (7, f) with
the restrictions mentioned in the theorem, and let D = (V, F, u).

We will first define a set Fixedp of nodes that we will protect during the rest of the proof,
and the complement Freep:

Fixedp = Statich, U | JFixp(u), (4-41)

ueGoalsp

Freep = V' \ Fixedp . (4-42)
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For the next part of the proof, we need to know that each node in Freep has exactly one
parent. By Lemma this assumption is possible whilst still meeting the restrictions
mentioned in the theorem. Hence, we will assume that D is an ADAG where each w € Freep
has exactly one parent.

To reduce the set of nodes V, we will split Freep into two sets of paths: push paths, which
are labeled with push symbols originating in Fixedp and leading to a goal, and pop paths,
which lead to a pop symbol at the top of that path. We will first define the set of push
paths:

Paths% = {[01,. ees Um) ‘ (vl,rﬁ,”’o),o) ~ Dy~ o O~ (0, 16,0)

foranne{l,...,N} with vy = (x(sn)} (4-43)

Now the set of pop paths is defined — and according to the fifth condition of Lemma

we can assume that the nodes on these paths are not labeled with any push symbols:

Paths%: {[Z)l,...’vm] ’w—) Z)l —>’02_> T

for a node w € Fixedp U Paths%
and vq,...,0, ¢ Fixedp U Paths%

such that for all v,, — w’ we know w’ € Fixedp U Paths), } .

(4-44)

By abuse of notation we will write PathsY, or Paths% for the set of all nodes occurring in a
path in Paths, or Paths%, respectively — as we already did in (4.44).

Note that we can assume that each node in Freep is an element of either Paths% or Pathsjv):
Let v € V be a node. If Goalsp(v) is not empty, v is element of a B-path ¥ € Pathsy, by
Lemma Otherwise, we note that v leads to a leaf v (possibly v = v’). By Lemma |4.3| we
can assume that there is an ancestor w € Fixedp, hence, take a path from w to v through
v, then there is a subpath 7 through v without nodes in Fixedp or in Paths%, such that
— A

U € Paths,,.

Now Lemma |4.15{ shows that by modifying the paths in Paths}, the number of nodes on

these paths may be bounded to a double exponential number. Afterwards we can apply
Lemma which proves the same for pop paths. This yields that the total set of nodes V
can be double exponentially bounded because V = Fixedp U Paths}, U Paths%.
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Finally we can transform the ADAG such that not only the set of nodes, but the whole
structure is double exponentially bounded as shown in Lemma This concludes the
proof of our theorem. O

4.4.1 Splitting Nodes with Multiple Different Parents

Lemma 4.13 (Single Parents). Let D be an ADAG for a protocol ‘P with the same assumptions and
restrictions as in Theorem Then there exists an ADAG D’ still fulfilling these restrictions, but
where each node in Freep has exactly one parent node.

Remark 4.14. Note that there can still be multiple edges between two nodes, i.e., it is
possible to have two nodes v, v and edges (v,v’,1) and (v,v’,2). This is necessary to fulfill

the ADAG conditions (ADAGiii b)) and (ADAG1ii ¢). But even if a node has multiple connections
to its parent node, we will say that it has only or exactly one parent (node).

Proof. LetD = (D, Y, T« B, 7,6, A). We will split the nodes in Freep which have more than
one parent — this can be done without harm to the ADAG because the nodes that must not
be split are in Fixedp.

Let w € Freep be a node with multiple different parents, i.e., the nodes v, ..., v, are the
parents of w for an m > 1 with v; # v}, for all ji,j» € {1,...,m}. Then we will define the
ADAG D' = (D', ¥,T,a,8,7,8,\).

We begin with the DAG D’: Take new nodes wq, ..., wy. Let V! = {wy, ..., wy} UV \ {w}.
Let F’ be the same as F but where each edge (v;, w, ) is replaced by (vj, w;,I). And finally
let 3t/ be the same as y but with p'(w;) = p(w) for all j € {1,...,m}. Then we set D" =
(V/,F',u).

For each predicate symbol r € Rand eachi € N we again define (w, r,i)" = wj if B(w,r,i) =
(vj,7',i', ). Similar to the previous constructions we define ég = é(w) N Q, or = d(w) N R,
as well as 61 = §(w) NIt and

5{{ = {redr| (w,r,i)® = wjfor an index i € N} . (4-45)

Note that the new nodes will not be goals as there are no goals in Freep, so we do not have
to care for the witnesses of I-symbols. Now we can define &', f/, 7/ and A’ for the new
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nodes:
§'(wj) = 6 U &) U b1 forallje{1,...,m}, (4.46)
B'((w, p,i)7 p,i) = B(w,p,i) for all p € 5(w),i € v*(w,p), (4-47)
Y ((w,p, i) pi) =v(w,p,i) forall p € 6(w),i € v*(w, p), (4-48)
N(e) = ((w,p,i)7 p.if) if A(c) = (w,p,ij) - (4-49)

For all other nodes in V N V’, for all related register sequences, indices and constants, let
=6, =89=vyand N = A. Then D' = (D’,‘I’,f,oc’,[%’,’y’,&’,/\’) is an ADAG; and D’

has an exponential number of goals, as we did not duplicate any goals.

If there is a node w € Freepr, we will apply this transformation on D’, until we get an ADAG
D" that still fulfils the restrictions mentioned in Theorem but in which each node
w € Freeps has at most one parent. Now by Lemma |4.3| we can assume that each node in
w € Freepr has exactly one parent. O

4.4.2 Shortening the Push Paths

Lemma 4.15 (Bounding Push Paths). Let D be an ADAG for a protocol P with the same assump-
tions and restrictions as in Theorem as well as the restriction that each node in Freep has only
one parent. Then there exists an ADAG D’ still fulfilling these restrictions, but where the number of
nodes in PathsY, is bounded double exponentially in terms of the size of the protocol.

Proof. Let D = (D, Y, T,a, B,7,6,A) be an ADAG as mentioned in the lemma. To prove this
lemma, we define sections of push paths which will be special subpaths of push paths:

For each [vy,...,0;,..., Vjyevvs Um] € PathsvD the set Sectionsp shall contain each non-empty
sequence [v;, ..., v;] of maximal length, such that Goalsp (v;) = Goalsp(v;) and that v;, ..., v;
Fixedp. Maximal length means that neither [v;_1,...,9;] nor [v;,...,0j;1] could be in
Sectionsp.

Lemma restricts the number of sections, i.e., the size of the set Sectionsp is exponen-
tially bounded. Then Lemma shows that D can be modified such that each section
has a length which is double exponentially bounded, without losing the restrictions in the

lemma. O
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4.4.2.1 Bounding the Number of Sections

Lemma 4.16 (Bounding the Number of Sections). Let D be an ADAG fulfilling the restrictions
mentioned in Lemma Then the number of paths in Sectionsp is exponentially bounded in
terms of the size of the protocol.

Proof. Let D be an ADAG with the necessary restrictions. Examine the size of Sectionsp:
First, Lemma |4.2| states that the size of Pathsy equals the number of goals in D. We look
at each push path ¥ = [vy,...,0,] € PathsVD, and we show that the number of sections that
can be constructed from this path is bounded.

First, let i1,...,1; be the set of indices with vj; € Fixedp (and let ip = 0 as well as 7;,1 =
m + 1). This leads to the following set of subsequences of 7, where the size of the set is
equal to or less than I + 1 < | Fixedp | + 1, i. e., exponential:

Paths¥, (%) = {[viﬁl,...,vijﬂ,l] ‘ jeA{0,. ..,l}} . (4.50)

Now let @ = [wy,...,wy] € Pathsy (7). Let iy,...,i be all indices with Goalsp(w;;) #
GoalsD(win), and so @ ¢ Sectionsp. But we know GoalsD(win) - GoalsD(wij) because
of Lemma l4.2/and the fact that w;,; € Freep has only one parent, i.e., each goal reachable
from wj 11 is also reachable from w;;,. Therefore, I is bounded by | Goalsp(w1)|, which is
bounded by the total number of goals. Now we can define the following set (with iy = 0
and i;,1 = m):

Sectionsp (@) = {[a]ij+1,...,Wij+l] ‘ je {O,...,l}} : (4.51)

Then each sequence i € Sectionsp (W) is a section, as i contains no nodes from Fixedp and
the set of reachable goals equals for all nodes in #i. On the other hand, for each section i we
find a sequence @ which is a subsequence of a B-path 7 € Pathsy), so altogether we have:

Sectionsp = {ﬁ ’ ¥ € Pathsy, @ € Paths),(7), if € Sectionsp (@) } : (4-52)

As for each 7 € Paths% we have a set Pathsvp(ﬁ) of exponential size, and because for each
@ € Pathsy (7) we have a set Sectionsp (@) of exponential size, we altogether have an expo-
nentially bounded set Sectionsp. [
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4.4.2.2 Shortening Sections

Lemma 4.17 (Bounding the Length of Sections). Let D be an ADAG fulfilling the restrictions
mentioned in Lemma Then we can construct an ADAG D’ still meeting the restrictions, but
where the length of paths in Sectionsp is exponentially bounded in terms of the size of the protocol.

Proof. LetD = (D, ¥, T,a, B,7,0,A) be an ADAG as mentioned in the lemma. We will reduce
the number of nodes in a section by a pumping method.

Comparing Register Sequences and Nodes

Let ¥ = [v0,01,...,Um]| € Sectionsp. We will compare each v; with vg by a function Ay,
which notes the differences in the labeling § and the register sequences <y between vy and
v;. We will search for nodes v;,, v;, with Ay (v;,) = Ay (v},) and j» > j1, and then we will
replace each edge vj, 1 — v; by an edge vj, 1 — vj,.

As each node on the path may have a register sequence with fresh anonymous constants,
we cannot simply compare the values of the register sequences — we need to abstract from
the concrete constants as explained below. Thus, we first define a function A* for comparing
register sequences.

We need a fixed set of Z anonymous variables y1,...,yz € Y and Z fresh variables y7, ..., vy% €
Y*. Then we define the following function on two ground register sequences:

A*((ct,. - cz), (1, ¢7)) = (x(c1), -, x(cZ)) (4-53)
y; ifc’:cjandj:min{j’\c’:cj/},
y]* ifc’ ¢ {cy,...,cz}.

with a function x(c’) =
To clarify this definition we will give some examples. The function compares each c;. with
cj: It uses y; as a variable for c; (and for all j* > j with c¢; = c;), and the fresh anonymous

constants not occurring in cy, ..., cz are mapped to the fresh variables y.

Note that the results may be ambiguous as we did not care for the ordering of the fresh
variables yf; in fact, we do not need these details as we only show a rough complexity
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bound. Therefore, the following results would be possible

A*((a,b,c,d), (bc,c,d)) = (y2,Y3,Y3,Ya) , (4-54)
A*((a,b,¢,c), (c,ced)) = (y3,Y3,¥1, Y1) , (4.55)
A*((a,b,c,d), (e f,ea)) = (v3,¥5,Y3.y1) , (4.56)
A*((a,bc,d), (e f,ea)) = (i Y1, ¥iy1) - (4-57)

This enables us to compare the nodes v’ € 7 with the node vy which is the first node of 7,
but first, just for one push symbol and one of the register sequences of vy. Therefore, let
p € 6(vp) and i € y*(vg, p). Then we set:

Aoy (0, p, i) = { <p’, AN (y(vo, p, 1), v(, P/, i’))) ‘ (vo, p, i) ~* (v, P/, i’)} : (4-58)
Now let [(p1,11),...,(p1,1;)] be a sequence of all p € 5(vp) and i € v*(vy, p). Then we define:

Do) = (5(), Buy(@, prin), -, By (@) ) (459

We will count the possible values for A,: In the first component, we have a subset of
Q £, SO there are 2/9f! possible values. In each of the next I components, we have a set of
tuples as defined in (4.58). Each of these tuples consists of a push symbol and a register

sequence containing variables from two sets of size Z, so the size of each tuple is bounded
by [Qsl - (22)*.

Now analyze how many tuples can occur in Ay, (v/, p1,i1), - .., Ao, (V', p1,1;): Each node can
contain no more register sequences than the number of goals reachable from that node,
which is a consequence of Lemma Hence, the total number of tuples in all [ sets is
bounded by the total number of goals. This leads to the following bound for the possible

values of Ay,:

|0yl . <|Qf| , (ZZ)Z>GoalsD| (4.60)
< 2" (n- (2n)")lCoalsr | with n = ¢ - |P|® for some ¢g,¢; € N (4.61)
< (2me2)| Goalsp| for some c; € N (4.62)
< pnea(2V3) with | Goalsp | < 2™ for some c3 € N (4.63)

< 2 for some cy € N (4.64)
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Now we can define the transformation on the ADAG that bounds the length of a section
7 = [v9,01,...,0m] toO 22" 1f the length of a section is already less than 22" we have

nothing to do. Else, there have to be two nodes Vi, V), with Avo(vjl) = Avo(vjz) and j; < jo.

We will now replace each edge v;, 1 — v, by vj, 1 — v;, and further modify the ADAG.
Note that by repeating this procedure we are able to bound the length of the section @ to be
less than 22", Then, by iterating over all sections, we reduce the number of nodes in each

section.

Transforming the ADAG to Shorten a Section

We will define the term DAG D’ based on D, with the modified edge as explained above
and without the nodes Vjrrev s 0jy—1 (and without their relevant descendants):

VI=V\{weV| v, =" w, butnotv;, =" w} , (4.65)
F = (Fﬂ (V/ x V' x N)) U { (Uh,l,?)]'z,l) ‘ (vh,l,vh,l) € P} . (466)

We now have to change the witness function for v;, to point to v;, 1, and we have to modify
some register sequences as the constants in the register sequences of v, and v;, may differ:
Each fresh anonymous constant c that is generated between vy and v;, 1 will be replaced
by X(c). This may mean that it is not changed at all if ¥(c) = c, but in this way we will
construct B-paths which are valid for the register sequences of v;,.

Note that in this step we may have removed an unbounded number of anonymous con-
stants: All the constants that had been generated along the path from v;, to v;, are deleted

if they do not occur in any register sequence of v;,.

From Ay (vj,) = Ay, (vj,) we know 6(v;,) = (vj,). We also know that for each p € 6(v},)
and each i1 € 7*(v;;, p) we have a matching index i; € 7*(vj,, p). For simplification we just
assume that i; = ip; this is possible because the actual values of the indices ij,i; do not
matter, so we could modify the values of v*(vj,, p) to match 7*(v;,, p) without damaging
the ADAG.

Now we know that for each register sequence xy, of vp, for each p € 6(v;,) and each i €

7*(vj,, p) we have a register sequence x, with

KA = A*(Kvol ,)/(vjlr b, l)) = A*(KUOI ,)/(szr p, l)) . (467)
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Let x; ! be a mapping from constants to variables which replaces each anonymous constant
with the corresponding variable in the register sequence of variables «,, i.e., this mapping
— extended on register sequences — would give x; ' (7(vj,, p,i)) = xa. Let x> be the mapping
from variables to anonymous constants such that — extended on register sequences — the
mapping x» would give x2(xa) = ¥(v},, p,i). By (4.53) we know both x Land y; exist and
that when combining them to x(,,;) = x1 Lo x, we have a function with Xpi)(Y(0j, p, 1)) =
'7(7]]'2' p,i).

Let X be the unification of all functions yx/,, ;) for each p € 6(v;,) and each i € yv*(v;,, p). This
unification is a well-defined function as each constant in its domain is either fresh or in a
register sequence of vy, and X is the identity on the latter ones. We will define the functions
of the ADAG D' = (D', ¥, T,a, B, v, ,A"), beginning with &', which is just the restriction
of 6 to V'. Now define the register sequence and the witness function for all nodes v € V/,
symbols p € §'(v), and indices i € v*(v, p) by

7 7 ] 7 .f i 7
B(o,p,i) = { PP IO (4.6
ﬁ(vjl,p,z), if v =0,
. xX(v(v,pi)), ifve{vy,..., 051},
Y (0,p.i) = , _ I (4.69)
v(v, p,i), otherwise .

We can now define the freshness function — this looks a bit technical because we may have
removed nodes and their register sequences, and because other register sequences may have
been affected by . Note that A is not defined for constants ¢ € dom({) \ range(%), as they
are replaced and removed from the ADAG.

, Ac), if c ¢ dom(%) and A(c) = (v, p,i,z) foranodev e V',
AMe) = i _ (4.70)
A(X ' (c)), ifcerangey.

Now D’ is an ADAG still fulfilling all restrictions mentioned in Theorem but with a
shortened section. As explained above, we can repeat this procedure until each section has
a bounded length.

Proving the ADAG Conditions and Restrictions

We will now prove that D’ is still an ADAG. First, me modified the DAG, but we only

connected two nodes with an edge that were connected before by a sequence of edges, so



4 Scaling Down ADAGs 109

D’ is still acyclic. We will now check conditions (ADAGia) to (ADAGiiid). As we did not
manipulate I-symbols, there is nothing to show for (ADAG1a) to (ADAG1i). Now let v € V’
and p € §'(v,p). Then we have v € V and p € é(v, p) and one of the conditions (AD
to holds for v and p in D. Again, distinguish between these four cases:

(iiia) In this case we have nothing to show because v € Fixedp.

(iiib) For the application of pop clauses note that when manipulation edges, we did re-
place each edge v, 1 — ©v;, by an edge v;, 1 — v},, but we know 6(v;,) = 5(v},),

o (ADAG iii b) still holds.

(iiic) This case is the interesting one. Distinguish three cases:

e First, letv ¢ {vg,v1,...,9j,}. Then nothing was changed for v, so condition
still holds.

e Now let v = Vj,, SO We connected v to a new parent node during the modifica-
tion. First, we modified all edges between v and his parent consistently. We did
not change the register sequences of v, so the freshness function is still correct,
but we have to show that the modified witness function is correct, i.e., for each

register sequence of v there is a compatible register sequence of the new parent.

Let i € 9*(v, p). Then we know that not only p € é(v), but also p € d(v;,) by
equation (4.59). Hence, there was a witness ,B(vh, p,i) in D, and we can use it as

a witness g’ (v, p, i).

Now for the embedding of the register sequences let (v;,p,i) = (v, p',i, )
(with o' = vj,_1), and let «, k' be the register sequences in ¢. Then we can start
with the compatibility of the embeddings in D and show:

(k1) = (v (@, 9, 1), (v, p,0)), (4.71)

it follows (x,x') — (X(v(v',p',1)), X(v(vj,, p,i))) (4.72)
= (R(y(@, P, 1), v(vj, p,i)) (4-73)

= ('@, P, 1), ¥ (v pi). (4.74)

The first transformation is valid because { is a function that changes both single
embeddings in the same way. The third step is valid by definition of X and the
functions X, ;), whereas the final step is valid by definition of 7" (4.69).

Now we know that condition (ADAG iii c) still holds for this case.
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e Finally, we assume that v € {vg,vy,..., Vj—1 }, so v’s register sequences may have
been changed by x, and so may the freshness function.

As in case we know the embeddings may have changed, but are
still compatible, as we did change the register sequence of the parent node of
v in the same way. This does even hold for v = vy as we do not change its
register sequences (or that of its parent node) because by definition, dom(})

only contains constants that are in none of the register sequences of vy, i.e.,
fresh.

The freshness function was modified accordingly, i.e., when ¢ was replaced by
¢/, we have A'(c’) = A(c). Thus, condition also holds for this case.

(iiid) In this case we know that v € Fixedp, and also v’ € Fixedp for B(v,I) = (¢, p',7, ¢),
so we have nothing to show.

This proves that our construction yields an ADAG. But this ADAG also fulfills all restrictions
we mentioned before: It is still simple; we only shortened a path, so each set of nodes
contradicting the simplicity would also show that the ADAG we started with would not
have been simple. It still has only one parent for each node in Freep; we only changed
each edge vj, 1 — v;, to vj, 1 — v}, and removed the node v;, ;. The set of goals was not
manipulated, this also holds for the stage theory, so both are still bounded. O

4.4.3 Shortening the Pop Paths

Lemma 4.18 (Bounding Pop Paths). Let D is an ADAG for a protocol P, which fulfils the restric-
tions of Theorem as well as the restrictions that each node in Freep has only one parent and
that the number of nodes in the push paths is double exponentially bounded in terms of the size of
the protocol. Then there exists an ADAG D’ fulfilling these restrictions, while the number of nodes
in PathsAD is double exponentially bounded as well.

Proof. We will prove this lemma by first shortening each single path and then showing that

the sum over all nodes in all paths is double exponentially bounded.

Shortening a Pop Path

Let D = (D,‘I’,f, «,B,v,06,1) be such an ADAG with the DAG D = (V,F,u), and let ¥ =

U1,...,0m| € Paths>. By Lemma l1.2| we can assume that there are no push symbols in the
p- BY 4 p y
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labeling of the nodes of 7 and that for all nodes v; € 7 we have Goalsp(v;) = 0 (otherwise,
v; would be in Paths%).

Let M = 2!9f|. Then we know that if m > M, there are two nodes vj,,vj, with B(v;,) = B(v},)
and j; < jp. Like in Section we will replace the edge vj, 1 — v}, by v;, 1 — v},
However, we do not have to remove VjysevrVjp1 (and the relevant descendants) explicitly,
as shown below.

Formally we define D’ based on D just by replacing the set of edges F with the following
set F':

F = (F\ { (vh_l,vh,l) | l e N}) U { (?}]’1_1,?)]'2,1) } (Z)]'l_l,vjl,l) S F} . (4.75)

This clearly leads to an ADAG: The only condition affected may be (ADAGiiib), but it still
holds because of B(v;,) = B(v},).

Now we can use Lemma which shows that each node w which was on a pop path
W = lvy,..., Vjpreve, W, e e Paths% and that is no descendant of vj, can be removed, as it
is no longer a descendant of any «(t) for any ¢ € Tp.

Then we get an ADAG with the necessary restrictions: The only thing we have to check is
that each node in Freep has only one parent. In Freep,, there was exactly one node with
more than one parent: The node v;, was a descendant of v;, 1 and v;, 1. But by applying
Lemma |4.3| we removed v;, 1, so this restriction holds again. We can repeat this procedure
until the length of each pop paths is bounded by M.

Bounding the Number of Pop Paths

We will show that in an ADAG D with a bounded length of the pop paths as described above,
there is at most a double exponential number of pop paths, which proves our statement that
there are at most double exponentially many nodes in the set Paths%.

Let w € Fixedp UPaths)) be a node. Let , be the tree rooted in w consisting of all paths
[v,...] € Paths% with w — v; we know this is a tree because the nodes in Paths% have
exactly one parent. The grade of each node in this tree is bounded by the maximal degree
of the signature, and by assumption about the length of the pop paths the depth of the tree
is at most exponential. Hence, we know that there are at most double exponentially many
nodes in fy,.
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As each path in Paths% belongs to a tree t,, we can bound the number of nodes in Paths%
by the following expression which is double exponential in terms of the size of the protocol:

Z [{veV|vety}]. (4.76)

weFixedp

This concludes the proof of this lemma and shows that the total number of nodes in an
ADAG can be bounded to be double exponential. O

4.4.4 Reducing the ADAG Components

Lemma 4.19 (Bounding the ADAG). Let D is an ADAG for a protocol P with a double exponentially
bounded number of nodes in terms of the size of P, and with the bounds assumed in Theorem
Then we can assume that the whole ADAG with all of its components has a double exponentially
bounded size.

Proof. Let D = (D,Y, T,a, B,7v,0,A) be an ADAG with a double exponentially bounded
number of nodes. We will now show bounds for all components or reduce them, leading

to an ADAG that can be described in a double exponentially bounded amount of space.

We will use the assumption that the indices of register sequences i € v*(v, p) for each node
v and each symbol p € 4(v) do not exceed an exponential size: By Lemma |4.2| the number
of register sequences in a node v, i.e., }_,e5(0) |7*(9, p)|, is bounded by the number of goals
that v leads to. As an upper bound, each node could lead to exponentially many goals
and thus have exponentially many register sequences. As the values of the indices do not
matter, we can rename each register sequence such that these indices are smaller than a
certain bound M € O(2/P) where O is the Landau notation.

Now we will turn to the components of the ADAG. As the set of nodes is bounded, D is
bounded as well. By the assumption transferred from Theorem the stage theory Y is
exponentially bounded.

Now look at the set of anonymous constants T: We know we have at most M register
sequences at one node. Each of the register sequences could contain Z fresh anonymous
constants. Thus, the total number of constants occurring in the ADAG is also double expo-
nentially bounded, and we can set T’ C T to contain all anonymous constants in all register
sequences as well as all constants used in the labeling of the DAG. Then, T” is double expo-
nentially bounded.
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Finally, look the functions of D:

a: sub(Tp) — V, (4.77)
P: VX QrxN--»VXNXY, (4.78)
7:VxQf x N --» r'2, (4-79)
51V —-» 29, (4.80)
AT - VxQrxNx{l,...,Z}. (4.81)

We will analyze the size of each set occurring in the list of functions above:

The sets Tp, Qf, and Z have polynomial size in terms of the size of the protocol.

The sets sub(Tp), 29/, and ¥ are of exponential size.

The cardinality of V, I’, and I'Z is double exponential.

Finally, each occurrence of IN can be substituted by M, which is double exponential.

Now we will use the fact that for finite sets A and B, the description of a function f: A —
B can be done in space O(|A| -log|B|) (with Landau notation O) by taking functions
pa:{1,...,]Al} = Aand up: B — {1,...,|B|} and storing the | A|-tuple

(i (F(rAQ)), - n(F(na(IA]))) ) (482)

Thus, all functions and hence the whole ADAG can be described in space that is at most

double exponential. O

4.5 Proof of the Main Result

Proof of the Main Theorem[2.17} Let P = (P,®) be a protocol. Theorems allow us to
develop the following algorithm:

Algorithm g4.20. Let P = (P, ®) be a protocol. Guess an execution scheme 7t and a stage mapping
f for P. Construct the instance &)f of @y of exponential size as shown in Definition H Take
a double exponential set I' of anonymous constants. Then guess a DAG D = (V,F, ) of double
exponential size which uses only constants from T. Guess functions a, B,7, 8, A of appropriate type.
Then verify if the ADAG conditions (ADAGia) to (ADAGiiid) hold for D = (D, Y, T,a, B,v,6,7),
the protocol P and (7, f). If that is the case, return »insecure«, otherwise return »secure«.
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Our algorithm decides in nondeterministic double exponential time if there is an attack by
constructing and guessing all necessary components in nondeterministic double exponen-
tial time and then checking the properties of an ADAG. The latter can be done by check-
ing (ADAG 1) — this is possible in less than O(|B]) steps — and then iterating over each node,
checking conditions (ADAGii) and (ADAGii) for each node — this can mostly be done locally
in that node and its direct ancestors and descendants, the most complex thing to check is
the embedding in the case (ADAG iii d)), but this only affects an exponential number of nodes,
i.e., the goals.

This concludes the proof of our main theorem: We can check nondeterministically in double
exponential time if there is an ADAG for a given protocol, i.e., if there is an attack on the

protocol. O]
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5 Conclusion

The goal of this report was to extend the model of selecting theories used to analyze re-
cursive cryptographic protocols; the extension now allows us to generate fresh tokens like
nonces or keys. Our main theorem shows that security of protocols in this model is decid-
able with respect to a bounded number of sessions.

To obtain this result we extended the formalism and protocol model introduced in [Truosa)
Truosb]: First, the signature of the protocol model was joined with an infinite set of con-
stants like in [KWo4]|], then we modified the notion of ADAGs to cope with the generation of
fresh tokens and unbounded finite subsets of infinite signatures.

We have shown that in this model, security is equivalent to the absence of an ADAG, and so
we were able to prove decidability by bounding the size of ADAGs. To do so, we described
a method to scaled down any ADAG until its size is at most double exponential in terms of
the size of the protocol.

Extensions and Open Problems

A major disadvantage of this model is the necessity for simple or flat push clauses and sim-
ple or flat left-hand-sides in send clauses. Another problem is to find a tighter complexity
bound for the decision problem.

In addition, it would be interesting if anonymous constants could be used as keys in this
model. This is not trivial as the definition of an ADAG relies on the bounded number of keys
occurring in a protocol. Furthermore, allowing complex keys or algebraic properties of XOR
leads to undecidability in the general case [KToy[]; but for restricted classes of protocols it
is possible to model properties of XOR while still maintaining decidability [KTo7]. A future
direction could be to combine the approach of [KTo7] with anonymous constants.
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