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Abstract

Andreas LOHRER

Anomaly Detection Towards Modelling with Outlier Robustness

Machine learning algorithms have evolved in numerous fields into an im-
portant enabler for today’s society. Thereby, anomaly detection is one of
the machine learning tasks which contributes to many application domains.
Anomalies, also known as outliers, can thereby be of advantageous but also
of detrimental effect, so that outlier robustness is one of the desired proper-
ties when it comes to the design of performant machine learning algorithms.
This dissertation elaborates on how a point anomaly detection algorithm
needs to be designed to neglect negative impacts of anomalies during the
learning phase in order to improve their capability to detect anomalies. Fur-
thermore, it shows how an anytime approach allows to provide permanent
response and performance improvements simultaneously for point anomaly
detection. Moreover, a benchmark framework for reproducible point anomaly
detection is proposed. In addition to that, traditional and deep learning ap-
proaches for group anomaly detection on mobility data are introduced, as
well as a deep 3D convolutional neural network for robust soil parameter
prediction on hyperspectral satellite image data.
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Abstract

Andreas LOHRER

Anomaly Detection Towards Modelling with Outlier Robustness

Maschinelle Lernverfahren haben sich auf zahlreichen Gebieten zu wichti-
gen Wegbereitern fiir die heutige Gesellschaft entwickelt. Dabei ist Anoma-
lieerkennung eine der Aufgaben des maschinellen Lernens, welche einen
enormen Beitrag zu vielen Anwendungsdomaénen liefert. Anomalien oder
auch Outlier genannt konnen dabei sowohl einen vorteilhaften aber auch
nachteiligen Charakter besitzen, sodass die Robustheit gegeniiber Outliern
eine der erwiinschten Eigenschaften verkorpert, wenn es um die Entwick-
lung performanter maschineller Lernverfahren geht. Diese Dissertation geht
u.a. ndher darauf ein, wie ein Punktanomalieerkennungsalgorithmus konzip-
iert sein muss, um negative Einfliisse von Anomalien wihrend der Lern-
phase zu vernachldssigen, sodass die Fahigkeit Anomalien zu erkennen ver-
bessert wird. Des Weiteren wird gezeigt, wie ein Anytime-Ansatz einen
Punktanomalieerkennungsalgorithmus permanent riickmelden lassen und
gleichzeitig dessen Leistungsfahigkeit erhohen kann. Auflerdem wird ein
Benchmark-Framework zur reproduzierbaren Punktanomalieerkennung vor-
gestellt. Dartiiber hinaus werden traditionelle und tiefe neuronale Ansétze
zur Gruppenanomalieerkennung auf Mobilitdtsdaten eingefiihrt sowie ein
tiefes 3D-faltiges neuronales Netzwerk zur robusten Bodenwertsvorhersage
basierend auf hyperspektralen Satelliten-Bilddaten.
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Chapter 1

Introduction

In times where digitalization establishes no process without collecting and
processing related process information on information systems, the amount
of stored data and, as a result, the demand for algorithms capable of ana-
lyzing it has significantly increased. This demand is addressed by the re-
search domain of Machine Learning, whose algorithms can meanwhile be
considered as an integral part of our daily life. Thereby, the application do-
mains and use cases can be quite versatile and represent various sectors, e.g.
finance, communication, mobility, manufacturing, social media, health but
also research fields such as physics, biology or geology to just name a few.
Dependent on the available data and expert knowledge in these fields, al-
gorithms are able to fulfill specific tasks in different learning settings. Tasks
like e.g. the classification of patterns by category, recommendation of sets
like shopping favors, prediction of parameters like weather conditions, the
clustering of patterns into groups or anomaly detection are meanwhile typi-
cally known to be conducted by machine learning algorithms. Therefore, the
algorithms learn either based on information they obtain from humans as
so-called ground truth values, to which they learn to map related patterns,
or based on a design specific pattern expectation, for which they look for in
the provided data. Thereby, one distinguishes between three main learning
settings based on the ground truth availability, which are 1) Unsupervised
Learning, which means there is no ground truth available at all and algo-
rithms search only design-specific for expected patterns, 2) Semisupervised
Learning, which makes only use of ground truth information which is con-
sidered to be normal' by humans, and 3) Supervised Learning, which relies
on a full availability of ground truth information for the whole data.

Since ground truth information is often difficult to obtain due to a lack
of domain experts, knowledge, budget or other required resources, this the-
sis mainly focuses on contributing to the development and application of
anomaly detection algorithms in domains with un- and semisupervised learn-
ing settings. Therefore, chapter 2.1 provides an overview of each subfield of
the conducted research.

Inormal means in this context that the pattern considered as normal represents typical

patterns, which appear frequently in the related application domain.
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1.1 Anomalies

Since in nature, most of the data is gaussian distributed and the central limit
theorem [18] states that, with a sufficient amount of samples, each distribu-
tion follows a gaussian distribution, one can see these assumptions as an
initial starting point for the design of non-supervised anomaly detection al-
gorithms. As Figure 1.1 illustrates, the majority of the data is considered as
normal, whereas the minority in the tails represents outliers. Hawkins de-
fines an outlier as follows:

«An outlier is an observation which deviates so much from the other
observations as to arouse suspicions that it was generated by a different
mechanism.». [23]

Aggarwal is even more precise in his work [1] by distinguishing between
weak outliers, which he considers as noise, and strong outliers, which he
considers as actual anomalies.

>  weakoutlier >  strong outlier >

normal >> noise >> anomalies >

FIGURE 1.1: A one-sided gaussian tail flow from normal to ab-
normal instances based on [1].

Anomalies can be both beneficial and distortive at the same time. They
are beneficial when they provide new insights into a domain but they can
also show distortive characteristics during algorithm design, e.g. when they
cause undesired rotations or translations, mean movements or provide as
noise and outliers wrong normality patterns in unsupervised learning set-
tings. In these cases, algorithms which proof a robustness towards outliers
are desirable.

Besides the previously described point anomalies, there exist also so-called
group anomalies or collective anomalies?.

As the term suggests, group anomalies do not represent the abnormal-
ity of individual points. Instead, abnormal behavior is characterized by a
group of individual points, which do not necessarily need to be abnormal
themselves. [11, p. 8]

Both types, point anomalies and group anomalies, can be divided into
numerous subtypes, which Foorthuis describes in his work [19, p.11] by 9
categories in total, 6 for point anomalies (I-VI) and 3 for group anomalies
(VII-IX) which allow for unique distinctions. (cf. Figure 1.2)

For the contributions of this thesis, three Foorthuis anomaly subtypes are
relevant, which are Type IV-a), a multivariate peripheral point anomaly, Type

2In this thesis, the terms group anomaly and collective anomaly are used interchangeably.
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VIL+j), a distribution-based group anomaly, and Type IX-d-i), a deviant se-
quence group anomaly. For an illustration of the characteristics of each of
these subtypes, see Figure 1.3.

Whereas the definition of a point anomaly meets that of [23] there are also
more sophisticated patterns which define anomalies, too. More precisely,
they describe so-called group anomalies which are based on distributions
and sequences.

Toth et al. [45] state that “a distribution-based group anomaly is where a col-
lection of points differs from expected group patterns”, whereas Xiong et al. [48]
describe that “individual data points are normal, but their distribution as a group
is unusual”. According to [45, p.9] the characteristics of a distribution-based
group anomaly can be described by statistical properties like location, scale,
skewness, kurtosis and dependence.

The third subtype IX-d-i) is defined by [19] as a sequence-based anomaly,
which represents abnormal changes in a sequence like these of amplitudes,
trends, shifts, shape, variation or isolation.

These three anomaly subtypes describe the characteristics according to
which the proposed approaches described in the following Chapter 1.2 learn
the patterns of normality and abnormality and provide related anomaly scores.

1.2 Anomaly Detection

After the comprehensive description of the objects of interest in chapter 1.1,
this chapter describes the machine learning task anomaly detection. It is
used for many real world problems like fraud detection, intrusion detection,
production monitoring, sky and earth observation and many more. Since
the availability of ground truth information tends to cover rather normal
than abnormal data for these problems, the preferred learning settings for
anomaly detection are an unsupervised and semi-supervised learning set-
ting. Due to their assumption of the majority of normal data, they allow a
training without labeled anomalies.

Point Anomaly Detection Point anomaly detection (PAD) is the category
which is most well known. It scores the abnormality of individual points
based on various criteria. These can be the distances to principle components
of PCA-based methods (e.g. [33]), but also neighborhood density of a point in
relation to that of its neighbors (e.g. [7]). In addition to that, cluster member-
ships with point distances to their centroids allow a cluster-based anomaly
detection (e.g. [32]), whereas tree-based methods (e.g. [30]) score points by
their leaf depth in the tree. Possible point anomaly detection algorithm cate-
gories imply One-Class Classification (OCSVM [42]), Scoring by Reconstruc-
tion (AE [1], VAE [27], PCA [43]), Scoring by relative neighborhood den-
sities (LOF [7], kNN [3]), Scoring by Discriminators (GAN [2]) or by tree-
depth (IsolationForest [30]) to just name a few. PAD methods can be divided
into unsupervised and semi-supervised methods. Unsupervised methods
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include methods like e.g. LOF, IsolationForest, OCSVM, CoMadOut, Any-
CORE, etc. Semi-supervised methods include OneClass-RandomForest [6],
DeepSAD [40], GAN-based methods like GANomaly [2], etc. A broader
overview can be found in the surveys [51], [6] and [11].

Group Anomaly Detection Group Anomaly Detection (GAD) is described
by several definitions in literature. Chalapathy describes GAD “aims to iden-
tify groups that deviate from the reqular group pattern.” [10] whereas Toth and
Chawla define GAD as “the process of identifying groups that are not consistent
with regular group patterns.” [45] Thereby, groups can be composed of abnor-
mal points only, which would be so-called micro clusters, which are then de-
tected by point-based GAD methods. Another approach called distribution-
based GAD allows to detect groups which consist of individual points, no
matter if they are normal or abnormal. This approach considers the abnor-
mality of a group based on the composition and statistical properties of its
partially or totally normal group members. Possible group anomaly detec-
tion algorithm categories include deep learning based methods (GADVAE
[10], AAEalpha [28], GAE [12], GADformer [34]), mixture model based meth-
ods (LDA [5], MGMM [48], FGM [47], GLAD [49], CHGM [44]), SVM-based
methods (OCSMM [37], SMDD [21], CovEncoding [31]) and statistical meth-
ods (FGSS [36], ERACD [13]). GAD methods can be divided into unsuper-
vised and semi-supervised methods as well. Unsupervised methods include
GADformer, OCSMM, CovEncoding, AAEalpha, etc. Semi-supervised meth-
ods include GADformer. A broader overview can be found in the survey [45].

Since this thesis mainly aims to develop new machine learning algorithms
for the task of anomaly detection, the previous sections provided the re-
quired background knowledge and categorized each approach in a specific
subcategory of algorithms. Therefore, one first distinguishes between ap-
proaches for point anomaly detection (cf. Chapter 2.2 for PAD) and group
anomaly detection (cf. Chapter 2.3 for GAD), whereas both address the de-
tection of the different anomaly types described in Chapter 1.1. Secondly,
these two main categories are divided into further subcategories, to which
the contributed approaches get related and compared to. Research Questions
RQ1 to RQ6 (cf. Section 2.1) guide the reader additionally to the research core
of each of the six thesis papers.
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Type IV-a)
peripheral
point anomaly

Type VIl-j)
distribution-based
group anomaly

Type IX-d-i)
deviant sequence
group anomaly

FIGURE 1.3: Thesis relevant anomaly subtypes by Foorthuis et

al. [19, p.11]



Chapter 2

Research Contributions

Chapter 2.1 provides an overview of the structure of this thesis as well as the
contributions achieved regarding the related papers.

Chapter 1.2 (Anomaly Detection) provided the background knowledge
for the algorithms developed for Point Anomaly Detection (Chapter 2.2) and
for Group Anomaly Detection (Chapter 2.3), whereas Chapter 2.4 (Evalua-
tion) describes the background for the OAB Framework. Chapter 2.5 (Outlier
robustness and applications) describes the scope for the related thesis paper.
Chapters 3 - 8 contain the contributed thesis papers.

2.1 Research Questions, Contributions and Thesis
Structure

In this thesis, six research questions are answered by related thesis papers.

Point Anomaly Detection (cf. Section 2.2) covers among others PCA-
based methods, e.g. [43], which score the abnormality of points by the dis-
tance to their principle components. During PCA, they calculate the covari-
ance for the covariance matrix, which uses the outlier sensitive mean lead-
ing to less distribution aligned eigenvectors and with that to less accurate
anomaly scores. An outlier robust® alternative to the outlier sensitive mean
is the median, which can be utilized for PCA as part of the so-called CoOMAD
matrix (instead of covariance matrix) by calculating the co-median (CoMAD)
instead of the covariance. Hence, we raise the following research question
RQ1 to explore the robustness® of COMAD for an anomaly detection algo-
rithm.

Since anomaly detection algorithms as so-called batch algorithms do not
allow requests of intermediate results, we also raise the following research
question RQ2 to investigate, if anomaly detection algorithms can also pro-
vide results at any time.

RQ1 How can CoMAD be used to robustify anomaly detection towards
outliers?

RQ2 How can anomaly detection algortihms respond at any time?
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Group Anomaly Detection (cf. Section 2.3) covers besides others deep
learning based methods, which use neural networks for group feature ex-
traction and outlier scoring in an end-to-end manner. Although there are
existing deep GAD approaches, e.g. based on VAEs [10], there is, best to
our knowledge, no transformer based architecture as approach for GAD in
common and with that neither for GAD on trajectories. Hence, we raised the
following research question RQ3 to explore transformer architectures and
also their transparency for GAD on trajectories.

Similar to trajectories, bike rental returns provide reasonable pattern for
GAD as so-called distribution-based group anomalies (cf. Section 1.1). These
can be modeled as so-called mean embeddings [37], but since these are loca-
tion dependent, we investigated in a location-free encoding for GAD on bike
rental returns. Hence, we raise research question RQ4.

RQ3 How can abnormal trajectories be detected as group anomalies?

RQ4 How can abnormal bike rentals be detected as group anomalies?

Anomaly Detection Evaluation (cf. Section 2.4) is conducted by various
state of the art benchmarks like [16, 8, 15], but none of them offers a frame-
work for standardized reproducible benchmarking for anomaly detection al-
gorithms on tabular and image data. Hence, we raise the following research
question RQ5 to investigate how the efforts for developing anomaly detec-
tion algorithms can be reduced.

RQ5 How can anomaly detection algorithm benchmarking be standard-
ized and made reproducible?

Hyper-Spectral Image (HSI) models (cf. Section 2.5) utilize e.g. 2D con-
volutions [20, 9] to extract pattern from the wavelengths of hsi images, but
there exists, best to our knowledge, no 3D convolutional approach for soil pa-
rameter estimation on hsi image data capable to robustly® cope with outlier
wavelengths. Hence, we raise the following research question RQ6é.

RQ6 How can regression models predict outlier robustly soil parameters
from satellite based hyperspectral image data?
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The contributions of this thesis can be summarized as follows:

* Novel point anomaly detection algorithm variants (CoMadOut) based
on outlier robust coMAD PCA (RQ1) are proposed as unsupervised al-
gorithms in the work of Andreas Lohrer, Daniyal Kazempour, Maxim-
ilian Hiinemorder, and Peer Kroger. “CoMadOut - A Robust Outlier
Detection Algorithm based on CoMAD”. in: Machine Learning (May
2024). 1SSN: 1573-0565. DOI: 10.1007/s10994 -024 - 06521 -2. URL:
https ://doi .org/10.1007/s10994 - 024 - 06521 - 2 - published in
Springer Machine Learning Journal (ML]) 2024

* An Anytime-algorithm (AnyCORE) for cluster-based point anomaly
detection and removal (RQ2) is proposed as unsupervised algorithm
in the work of Andreas Lohrer, Anna Beer, Maximilian Archimedes
Xaver Hiinemorder, Jenny Lauterbach, Thomas Seidl, and Peer Kroger.
“AnyCORE - An Anytime Algorithm for Cluster Outlier REmoval”. In:
Proceedings of the LWDA 2021 Workshops: FGWM, KDML, FGWI-BIA,
and FGIR, Online, September 1-3, 2021. Ed. by Thomas Seidl, Michael
Fromm, and Sandra Obermeier. Vol. 2993. CEUR Workshop Proceed-
ings. CEUR-WS.org, 2021, pp. 145-156. URL: https://ceur-ws.org/
Vol-2993/paper-14_pdf

* Anovel transparent transformer encoder architecture (GADFormer) for
group anomaly detection on trajectories (RQ3) is proposed as un- and
semisupervised algorithm in the work of Andreas Lohrer, Darpan Ma-
lik, Claudius Zelenka, and Peer Kroger. “GADformer: A Transparent
Transformer Model for Group Anomaly Detection on Trajectories”. In:
(2024). arXiv: 2303.09841 [cs.LG] - accepted at IEEE International Joint
Conference on Neural Networks (I[CNN) 2024, Yokohama, Japan

¢ Anovel covariance vector encoding for group anomaly detection on bi-
cycle rental movements (RQ4) is proposed as unsupervised algorithm
in the work of Andreas Lohrer, Johannes Josef Binder, and Peer Kroger.
“Group Anomaly Detection for Spatio-Temporal Collective Behaviour
Scenarios in Smart Cities”. In: Proceedings of the 15th ACM SIGSPATIAL
International Workshop on Computational Transportation Science, INCTS
2022, Seattle, Washington, 1 November 2022. Ed. by Andy Berres, Kuldeep
R. Kurte, and Haowen Xu. ACM, 2022, 14:1-14:4. por: 10.1145/
3557991.3567801. URL: https://doi.org/10.1145/3557991.3567801

* An open anomaly benchmark framework (OAB) for testing anomaly
detection algorithms in un- and semisupervised settings (RQ5) is pro-
posed in the work of Andreas Lohrer, Jan Deller, Maximilian Hiinemorder,
and Peer Kroger. “OAB - An Open Anomaly Benchmark Framework
for Unsupervised and Semisupervised Anomaly Detection on Image
and Tabular Data Sets”. In: 2021 International Conference on Data Min-
ing, ICDM 2021 - Workshops, Auckland, New Zealand, December 7-10, 2021.
IEEE, 2021, pp. 991-1000. DO1: 10.1109/1CDMW53433.2021.00129


https://doi.org/10.1007/s10994-024-06521-2
https://doi.org/10.1007/s10994-024-06521-2
https://ceur-ws.org/Vol-2993/paper-14.pdf
https://ceur-ws.org/Vol-2993/paper-14.pdf
https://arxiv.org/abs/2303.09841
https://doi.org/10.1145/3557991.3567801
https://doi.org/10.1145/3557991.3567801
https://doi.org/10.1145/3557991.3567801
https://doi.org/10.1109/ICDMW53433.2021.00129
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* A 3D convolutional architecture (SpectralNet3D) for soil parameter pre-
diction based on outlier robust preprocessing and Huber-Loss (RQ#6) is
proposed as supervised algorithm in the work of Claudius Zelenka,
Andreas Lohrer, Mirjam Raffaela Bayer, and Peer Kroger. “AI4EO Hy-
perview: A SpectralNet3D and RNNPlus Approach for Sustainable Soil
Parameter Estimation on Hyperspectral Image Data”. In: 2022 IEEE
International Conference on Image Processing, ICIP 2022, Bordeaux, France,
16-19 October 2022. 1EEE, 2022, pp. 4263-4267. DOI: 10.1109/1CIP46576.
2022 .9897889. URL: https://doi.org/10.1109/ ICIP46576.2022.
9897889

A visual illustration for the thesis structure is provided in Figure 2.1. The
papers contributed by this thesis are highlighted within boxes with black

background.
Anomaly Detection Towards Modelling with Outlier Robustness
Anomaly Detection Ro(lzzzl'::;ss

Group Anomaly
Detection

Point Anomaly

Evaluation .
Detection

GADFormer
CovEncoding

FIGURE 2.1: Structural Overview

SpectralNet3D

CoMadOut

AnyCORE

2.2 Point Anomaly Detection

The following chapters locate the contributed works in relation to the PAD
variants described in Chapter 1.2.

2.2.1 CoMAD PCA-based Point Anomaly Detection

Peripheral Outliers, as described as Type IV-a) in chapter 1.1, are character-
ized by their high distance from the location of normal points. These distant
outliers have a potential negative influence on the predictions of a machine
learning algorithm. They especially limit PCA [25]-based methods with out-
lier sensitive mean by distorting the rotation and translation of the principal
components. As a consequence, principal components match less accurately
with the underlying distributions in scale and orientation, leading to wrong
classification of outliers and non-outliers.

Since these limits make it more challenging for the machine learning al-
gorithm to detect such peripheral outliers, it is highly relevant to investigate
in a solution for this problem.
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Hence, in order to tackle the described problem, an algorithm being ro-
bust® towards outliers but capable of detecting outliers would be desirable
and a suitable solution.

Addressing research question RQ1, we investigated in the related thesis
paper in CoMAD PCA [41, 26] how to obtain the desired robustness towards
outliers and experimented with various scoring methods to fine-tune the al-
gorithm’s capability to detect outliers. Both coMAD PCA and scoring meth-
ods allow to find an appropriate boundary focused alignment (cf. Fig.5 in
paper [33]) of the degree of outlierness between normal and abnormal in-
stances, so that our thesis contribution CoMadOut [33] could achieve an on
par performance compared to other unsupervised point anomaly detection
algorithms like Isolation Forest [30], LOF [7], etc.

For more details, please see the contributed thesis paper in chapter 3.

Challenges. There were also challenges during the design and develop-
ment of CoMadOut. One of them was to identify suitable measures of in-
and out-of-distribution to achieve a distribution boundary focused outlier
scoring. Moreover, large and highdimensional datasets led to runtime- and
memory-intensive computations, for which a solution had to be found.

2.2.2 Cluster-based Anytime Point Anomaly Detection

Point anomalies do not only appear far from normal cluster centroids, but can
also be located as noise and outliers between clusters. Outliers and so-called
in-between-instances cannot clearly be assigned to specific clusters and can
thereby cause an additional negative impact on the results of a clustering al-
gorithm, e.g. in terms of silhouette coefficient. Anomaly detection algorithms
allow to detect these outliers for a potential removal, but they usually work
in batch mode and do not provide their results before they are completely
finished. As a consequence, this would result in long waiting times and
would thus block in-time user reactions since today’s application domains
often accommodate large and high-dimensional amounts of data leading to
slow response times.

A solution for these limitations would enable an algorithm usage in real-
time applications allowing domain experts to immediately analyze the re-
sults and react in time. Furthermore, these intermediate cluster results can
profit (e.g. in terms of silhouette coefficient) from upfront detected and sub-
sequently removed anomalies.

In order to obtain not only a best possible clustering result, but also to
obtain it at anytime, an ensemble of clustering algorithm and anomaly de-
tection algorithm would be desirable, which clusters and optimizes the data
iteratively to provide improved results at anytime.

Therefore, we researched with AnyCORE [32] (Anytime Cluster Outlier
REmoval) an anytime version of the unsupervised point anomaly detection
algorithm MORe++ [4] addressing research question RQ2.

3In this work the term robustness means insensitivity towards negative impacts of out-
liers for the final algorithm output.
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For more details, please see the contributed paper in chapter 4.

Challenges. During the design and development of AnyCORE we had to
tackle several challenges. One of them was to identify a suitable clustering
algorithm which benefits from iterative outlier removal. Furthermore, large
and highdimensional datasets led to runtime-intensive computations.

2.3 Group Anomaly Detection

The following chapters introduce two of the most popular categories of GAD
methods, describe their main properties and locate the contributed papers in
relation to them.

2.3.1 Deep Group Anomaly Detection

Deep Group Anomaly Detection approaches utilize deep architectures like
Variational Autoencoder (VAE), Adversarial Autoencoder (AAE) [10] or Graph
Autoencoder (GAE) [12] for group-based feature extraction. Therefore, fea-
ture vectors are usually composed of predefined group structures (e.g. G =
foq,0z,...,0,9) acting as input for these architectures. Since group members
can be arbitrary data entities, a usage for images, texts, videos or others is
possible for GAD methods. Moreover, sequences like trajectories, whose tra-
jectory steps have a group relation to their whole trajectory, are a suitable can-
didate for GAD approaches and can be detected as deviant sequence group
anomalies as described as Type IX-d-i) in chapter 1.1 and Figure 1.3.

Reviewing the corresponding literature revealed that deep neural archi-
tectures are not yet sufficiantly investigated for group anomaly detection.
Towards closing this research gap, we recognized similarly to [22] that deep
neural architectures are a transparency lacking black box. This fact requires
our attention while finding a solution because achieving at least partial model
transparency (e.g. by visualizing the capability of model blocks to distin-
guish between outliers and non-outliers) would allow to support the search
for suitable hyperparameters and model architectures.

Furthermore, well-established deep sequence models have difficulties learn-
ing long-term dependencies within sequences [24], requesting a further ap-
proach to overcome this drawback. In addition to that, sequence data like tra-
jectories are highly available to train deep architectures but often lack ground
truth information [46], so that suitable anomaly detection algorithms should
opt for an unsupervised or semi-supervised learning setting.

To further tackle the aforementioned problems, an anomaly detection al-
gorithm should be able to learn contexts within groups and, as a result, be
able to learn intra-group dependencies. Moreover, it should provide arti-
facts like e.g. an attention matrix, which allows to improve the model trans-
parency.
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With increasing success of transformer models for word sequences [29]
a BERT [14]-based transformer encoder approach also proofed to be a suit-
able choice for GAD on trajectories which we demonstrated by our un- and
semisupervised deep GADFormer [34] approach and thereby we answered
research question RQ3.

For more details, please see the contributed paper in chapter 5.

Challenges. During the design and development of GADFormer several
challenges had to be tackled. First of all, optimization potential of each model
block during architecture search as well as a suitable loss objective had to
be identified. In addition to that, a solution in case of different trajectory
lengths was necessary. Furthermore, in order to achieve model transparency,

a meaningful and robust representation for outlier attention matrices had to
be defined.

2.3.2 OCSVM-based Group Anomaly Detection

Originated in the application domain of the bike rental service of the Munich
Transport Association (MVG)*, whose bike rental service meets with little
response in the population [38], we investigated for further methodologies
to detect distribution-based bike rental group anomalies. These distribution-
based group anomalies are described as Type VIIj) in chapter 1.1. Figure 1.3
depicts the abnormal group of this type with a different covariance in red,
whereas the normal groups are black.

Current GAD methods utilize so-called mean embeddings [37] to detect
distribution based group anomalies but the patterns of the MVG problem
domain are not dependent on a specific location. Furthermore, the usage
of point anomaly detection methods as described in Chapter 2.2 would not
be capable of detecting group anomalies without specific distribution-based
group feature extraction.

From a domain point of view, a solution to this problem would not only
have economical benefits, but would also contribute to sustainability due to
an increased bike usage among the population by an improved urban plan-
ning. From an algorithm point of view, one would also be able to detect
distribution-based group anomalies, which are not mapped to the distribu-
tion mean.

In order to solve the described problems and to answer research question
RQ4, we contributed a location independent covariance-based group feature
vector representation

2 = (011, 012, 021, 022) (2.1)

as input for the unsupervised anomaly detection algorithm OCSVM [42].
This allowed us to detect regions in Munich with abnormal bike rental behav-
ior, thereby providing suggestions for improving bike accessibility, which op-
timizes the usage of the MVG service. Additionally, we introduced the MVG
dataset as a public dataset for group anomaly detection.

4https://www.mvg.de/services/mvg-rad.html (online: 16.02.2024)
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For more details, please see contributed paper [31] in chapter 6.

Challenges. We faced challenges during the design and development of
this paper approach. One of them was to identify suitable statistical property
for distribution-based group anomaly. Moreover, small group sizes led to
less meaningful results.

2.4 Evaluation

The process steps of the design and development of machine learning algo-
rithms are usually quite close to these of the KDD process [17] which are

1. Data Selection
Preprocessing

Transformation

= LD

Data Mining
5. Evaluation

In the data selection phase, the researcher defines the datasets for which
the machine learning algorithm should proof a sufficient performance. This
step can be guided either by the application domain, which the algorithm is
for, or by public standard datasets, to which related approaches compared
themselves to, due to appropriate performance comparability. In the sub-
sequent preprocessing phase, the data can be handled regarding duplicates
or missing values, whereas in the next phase possible transformations like
one-hot encoding for categorical values, normalization or standardization
are conducted. The data of these previous steps are the baseline for the sam-
pling phase in which heterogeneous strategies can lead to different algorithm
performances. In this phase, factors like anomaly contamination rate, up-
/downsampling, train/test split rate, number and choice of seeds can have
a beneficial but also a negative effect on an algorithms performance. Fur-
thermore, the choice of model- and hyperparameters and finally the choice
of reasonable performance metrics are relevant factors for a meaningful al-
gorithm evaluation.

These numerous steps lead to challenging circumstances for reproducibil-
ity and comparability. Moreover, these steps imply recurring efforts for each
new algorithm development (e.g. data selection and preprocessing, hyper-
parameter definition, etc.), keeping the researcher off the actual algorithm
design.

Solving these problems and reducing these efforts would accelerate the
research for machine learning algorithms and shorten the time until appro-
priate data-driven solutions are ready to use for various application domains.

In order to fill this gap of standardization and to motivate researchers to
contribute to the anomaly detection research domain, we contributed with
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the thesis paper OAB [35] an Open Anomaly Benchmark Framework for un-
supervised and semi-supervised anomaly detection for tabular and image
data. Thereby we support the goals of the reproducibility check list for pub-
lications [39] published by Pineau et al. and also answered research question
RQ5.

For more details, please see the contributed paper in chapter 7.

Challenges. During the design and development of OAB, several challenges
had to be tackled. One of them was to identify all criteria necessary for repro-
ducibility as well as to define a scope for supported algorithms and datasets.
Furthermore, a solution had to be found to allow low effort extensions to new
algorithms and datasets. In addition to that, suitable sampling strategies had
to be identified.
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2.5 Outlier Robustness and Applications

As described in Chapter 3, noise and outliers can have a positive but also
negative influence on machine learning algorithms and can therefore have a
beneficial or adverse impact on the related application domains at the same
time. Hence, outlier robustness® for machine learning algorithms is a de-
sirable property we aim for, with our contributed thesis approach CoMad-
Out [33].

In the agricultural application domain, in which soil parameters get ex-
tracted with the help of hyperspectral image data from satellites, noise and
outliers are involved and ground truth information first needs to be col-
lected manually from the agricultural areas, and afterwards has to be cum-
bersomely evaluated by researchers in laboratories. Hence, it can be recog-
nized that the process of soil parameter extraction for a targeted fertilization
is rather costly and implies huge efforts without exploiting the potential of
applying a machine learning algorithm. An overview of this application do-
main can be seen in Figure 2.2.

Satellite Hypersectral Image Data Neural Network Soil Parameters Optimized Fertilization

potassium (K)

phosphorus pentoxide (P,0)
magnesium (Mg)

pH

FIGURE 2.2: Application domain overview of SpectralNet3D.

The hyperspectral image data has the form of a cube and consists of 150
masked bands, whereas each image has different band image sizes and can
contain noisy or outlier signals compared to its neighboring bands. For an
illustration of the original hyperspectral image data, please see Figure 2.3 on
the left side.

W 11-284 W 284

FIGURE 2.3: Left: original bandwidth, right: averaged bands.

The noise and outliers in the band images can be reduced by averaged
band ranges as depicted in Figure 2.3 on the right, which also reduces the
computational costs for a machine learning model.

Furthermore, the hsi image data model would profit from a loss function
being robust to outliers but simultaneously sensitive to small residuals. Al-
though the hsi image data is 3D shaped, there exists no 3D convolutional
approach for mapping the features of the bands onto continuous valued soil
parameters. Hence, we introduced with our contributed thesis paper [50] not
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only a RNNPlus approach for this supervised regression task, but with Spec-
tralNet3D we also introduced a neural network ® capable of performing the
following feature mapping by 3D convolutions:

®:X2RC P H W7 R (2.2)

and thereby addressed research question RQ6.
For more details, please see the contributed paper in chapter 8.

Challenges. There were also challenges during the design and develop-
ment of SpectralNet3D. First of all, outliers in the single bands had to be
smoothed, for which a robust representation had to be identified. Moreover,
different image sizes had to be handled without performance loss. Further-
more, a suitable loss objective capable of addressing small residuals and out-
lying samples simultaneously had to be found. In addition to that, the differ-
ences between the distributions between validation and test set turned out to
be challenging.
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Abstract

Unsupervised learning methods are well established in the area of
anomaly detection and achieve state of the art performances on outlier
datasets. Outliers play a significant role, since they bear the potential
to distort the predictions of a machine learning algorithm on a given
dataset. Especially among PCA-based methods, outliers have an addi-
tional destructive potential regarding the result: they may not only
distort the orientation and translation of the principal components,
they also make it more complicated to detect outliers. To address this
problem, we propose the robust outlier detection algorithm CoMad-
Out, which satisfies two required properties: (1) being robust towards
outliers and (2) detecting them. Our CoMadOut outlier detection vari-
ants using comedian PCA define, dependent on its variant, an inlier
region with a robust noise margin by measures of in-distribution (variant
CMO) and optimized scores by measures of out-of-distribution (variants
CMO¥*), e.g. kurtosis-weighting by CMO+k. These measures allow dis-
tribution based outlier scoring for each principal component, and thus,
an appropriate alignment of the degree of outlierness between normal
and abnormal instances. Experiments comparing CoMadOut with tra-
ditional, deep and other comparable robust outlier detection methods
showed that the performance of the introduced CoMadOut approach
is competitive to well established methods related to average precision
(AP), area under the precision recall curve (AUPRC) and area under
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the receiver operating characteristic (AUROC) curve. In summary our
approach can be seen as a robust alternative for outlier detection tasks.

Keywords: Anomaly Detection, Outlier Detection, coMAD, PCA,
Unsupervised Machine Learning, Robust Statistics.

Mathematics Subject Classification: 68T99 , 68W25 , 62H86 , 62H25 , 62G35

1 Introduction

Anomaly Detection, one of the major fields of unsupervised machine learning,
is an integral part of many domains uncovering the deviations of their data
generating processes and thus supporting domain experts in their daily work
by identifying rare patterns. However, real world datasets are often highly
imbalanced due to the rare occurrence of outliers. Therefore, for predictive
methods, the existence of outliers represents obstacle and opportunity at the
same time. Depending on the machine learning method, it can be considered
as an obstacle, because they may distort the precision of the predictions. On
the other hand, methods can utilize outliers as an opportunity, since they may
reveal irregular or abnormal patterns and therefore interesting insights. From
the aforementioned two aspects, one can derive two properties that an anomaly
detection algorithm needs to satisfy, namely (1) to be resilient towards outly-
ing data instances, while at the same time (2) being capable to detect them.
A preliminary step of many outlier detection approaches (cf. Section 2) is
dimensionality reduction. This part is often realized by PCA(Jolli [e,11986), a
technique providing the directions of highest variances within the data. This is
achieved by calculating the eigenvectors of the covariance matrix (directions)
and the corresponding eigenvalues (variances). Such eigenpairs allow a trans-
formation from the original data to principal components in lower dimensional
subspace, and therewith the task of dimensionality reduction and others. How-
ever, the usage of the mean dependent covariance matrix makes the standard
PCA potentially susceptible towards outliers, which has lead to the creation
of robust PCA methods, minimizing the influence of outliers.(Candeés, Li, Ma,
& Wright, 2011) In order to achieve resilience or robustness for PCA-based
algorithms, we need to ensure that principal components and corresponding
eigenvalues are barely or not at all influenced by instances located out of dis-
tribution. In particular this means that robustness is achieved if abnormal
instances do not skew the orientation and translation of the eigenvectors and
do not lead to an increase or decrease of the eigenvalues.

In this work we introduce CoMadOut, an unsupervised outlier detection
method, which shows robustness among other techniques due to optimized
scoring and outlier resistant PCA(Sajesh & Srinivasan, 2012; Kazempour,
Hiinemorder, & Seidl, 2019). While both works demonstrate that co-median
PCA is potentially robust towards anomalies, it lacks the ability to detect
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abnormal instances based on comedian matrix in its non-positive-semi-definite
form. Therefore, with this paper, we propose a competitive outlier detec-
tion approach called CoMadOut which is capable to detect, score and predict
outliers.

Since there already exists a plethora of outlier detection methods, we
investigate with this work in the performance of CoMadOut against a com-
prehensive selection of state-of-the-art techniques (cf. section 4) covering both
traditional and Deep Anomaly Detection methods.

In summary, this work provides the following contributions:

1. We introduce the robust outlier detection algorithm CoMadOut, whose
baseline variant (CMO) derives margin-based decision boundaries by
utilizing the noise-resistant eigenpairs of comedian PCA.

2. We proposed additional CoMadOut variants (CMO¥*), which improve out-
lier scoring by simultaneously considering measures of out-of-distribution
(tailedness) in order to enhance comedian PCA based scoring to arbi-
trary distributions, e.g. by kurtosis weighted scores of CoMadOut variant
CMO+k.

3. We detail, how the proposed CMO* variants can be combined to an
ensemble approach for outlier detection (CoMadOut variant CMOERNS).

4. We conduct extensive experiments comparing and discussing the perfor-
mance of our methods against competitors and several real-world datasets.

The remaining work is structured as follows. In section 2, we give an overview
of related work. Section 3 introduces our CoMadOut outlier detection method
and elaborate several variants of this method. The experiments are presented
in section 4, while section 5 concludes the paper.

2 Related Work

In this section, we review the related literature, concerning all approaches
intersecting with our approach CoMadOut. Thereby we divide those into three
categories: (1) well established traditional outlier detection methods, (2) deep
outlier detection methods, and (3) robust estimation and PCA-based methods,
where the latter are optimized towards outlier robustness most similar to our
proposed method CoMadOut.

2.1 Traditional Methods

The Local Outlier Factor (LOF)(Breunig, Kriegel, Ng, & Sander, 2000) is a
density-based outlier detection method. As such it determines if an object is an
outlier based on the KNN-neighborhood. Samples which exhibit a significantly
lower density in their own local neighborhood compared to the density of other
samples and their respective neighborhoods are identified as outliers.

The Isolation Forest (IF)(Liu, Ting, & Zhou, 2012) method is a tree ensem-
ble approach to identify anomalies. The decision trees of that ensemble are
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initially constructed by randomly selecting a feature and then performing a
random split between its minimum and maximum value recursively. IF is based
on the assumption that outliers exhibit a lower occurrence in contrast to ’nor-
mal” samples making them appear close to the root of a tree with fewer splits
necessary.

The One Class SVM (OCSVM)(Crammer & Chechik, 2004) approach sepa-
rates all samples from the origin by maximizing the distance from a separating
hyperplane to the origin. Therefore, kernels can be utilized to transform the
samples into a high dimensional and thus better separable space. Conse-
quently, a binary function computes which regions in the original data space
exhibit a high density and are therewith labelled with ”+1” while all other
samples (outliers) are labelled with ”-1".

2.2 Deep Outlier Detection Methods

Two prominent neural network architectures that are commonly used for
deep anomaly detection are Autoencoders (AE) and Variational Autoencoders
(VAE)(An & Cho, 2015), whose low-dimensional latent vector spaces compete
with those of PCA(Hinton & Salakhutdinov, 2006). The underlying concept
for both is fairly similar. An Encoder is trained to embed each training sam-
ple, so that it can be projected into a generally lower dimensional latent space
and then reconstructed by a Decoder network. The assumption for anomaly
detection is now that if a model is trained well on normal data, samples that
are abnormal should be hard to reconstruct with the same network and there-
fore have a high reconstruction error. A threshold is then used to identify
these anomalies. Among the di [erent variations of AE, VAEs are special ver-
sions of autoencoders. VAEs first encode the input as distributions over the
latent space followed by a sampling of samples from the learned distributions.
In essence VAEs fit normal distributions on the data and achieve a separa-
tion from abnormal samples. Another well established deep anomaly detection
algorithm is DeepSVDD (Deep Support Vector Data Description) (Rul_at
al., 2018). Following the unsupervised AD assumption, that the majority of
instances in the training set is expected to be normal, their approach learns
the weights of a neural network with the goal to reduce the dimensionality of
its inputs and maps these embeddings towards a center c in the representa-
tion space while simultaneously minimizing an enclosing hypersphere around ¢
by using quadratic loss and weight decay regularization. The abnormality of
representations is scored by their distance to c.

2.3 Robust Estimation and PCA-based Methods

Within this work PCA (Principal Component Analysis) of Jolli [eis denoted
as standard PCA. It is a well-known technique to find patterns in high dimen-
sional data by analysing the variances within the data. As stated in previous
chapters, its outlier-sensitive mean of the calculated covariance matrix makes
it sensitive towards outliers and thus it is not ideal for subsequent tasks like
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outlier detection. Thus, a more robust, mean-free version is required to perform
reliably on outlier datasets.

Comedian PCA(Sajesh & Srinivasan, 2012; Kazempour et al., 2019) fol-
lows the same goal as other outlier resistant robust PCA methods and the
core idea behind it is intriguingly simple: Instead of computing the eigende-
composition of the covariance matrix, which is highly susceptible to outliers,
the computation is performed on a comedian matrix (Falk, 1997). Analogously
to the covariance matrix, the comedian matrix represents the median abso-
lute deviation from the median for each dimension and each respective pair of
dimensions. Therefore, the coMAD-PCA considers the components with the
highest deviation to the median, while standard PCA captures the deviation
to the mean. Since the mean of standard PCA is generally more sensitive to
outliers (Kriegel, Kroger, Schubert, & Zimek, 2008), coMAD-PCA should be
less sensitive. That has been shown by Sajesh and Srinivasan and Kazempour
et al., who illustrated the robustness of coMAD-PCA towards outliers.

Amongst the methods that also consider robustness is the so called Mini-
mum Covariance Determinant (MCD)(Rousseeuw, 1984). The goal of MCD is
to find a subset of samples whose covariance matrix has the minimum determi-
nant. Its location is then the subset’s average, and its variance is the subset’s
covariance matrix. Rousseeuw states in addition that this technique can yield
suitable results even when 50% of the data are contaminated with outliers.

Since the performance of Empirical Covariance Estimators, like e.g. the
performance of the Maximum Likelihood Covariance Estimator (MLE), su [erk
from distorted eigenvectors when used on datasets with outliers, more robust
methods have been developed. They replace the outlier sensitive parts mean
and (co)variance by robust alternatives. These alternatives use e.g. the sam-
ples of the lowest covariance matrix determinant (MCD) or randomly selected
samples (FastMCD)(Rousseeuw & Driessen, 1999)! to provide a robust mean
and covariance or compute it deterministically (DetMCD)(Hubert, Rousseeuw,
& Verdonck, 2010) in order to achieve a robust distance measure and thereby
a high breakdown value?.

With the goal of becoming robust to outliers, there were several ideas
on how to achieve this. At this point the role of coMAD for CoMadOut
(cf. section 3 - step 1) shows parallels to the Stahel-Donoho outlying-
ness (SDO) measure(Maronna & Yohai, 1995), which instead uses a weighted
mean vector and covariance matrix, and to the comedian approach(Sajesh &
Srinivasan, 2012), which computes robust mahalanobis distances based on a
positive-semi-definiteness-corrected comedian matrix and weights them by a
x2-distribution-factor to receive a suitable cut-o [lue instead. Further meth-
ods with parallels to the role of coMAD are estimators like LMS (Least Median
Squares)(Rousseeuw, 1984) which fits to the minimal median squared distances
and the estimator MOMAD (Median of Means Absolute Deviation)(Depersin
& Lecug, 2021), which considers the SDO as notion of depth (close to our

1cf. Elliptic Envelope (https://scikit-learn.org/stable/modules/generated/sklearn.covariance
.EllipticEnvelope.html)
2proportion of outlier samples an estimator can handle before returning a wrong result
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notion of robust inlierness in section 3.2) while estimating mean values, which
are robust to outliers. (Pefa & Prieto, 2001) detects outliers by locally opti-
mizing projections according to kurtosis coe Lciehts between a contaminated
and an uncontaminated distribution (latter used as robust estimator for mean
and covariance) using mahalanobis distance and a MAD-normed distance to
the median as measure for outlyingness.

PCA-MAD(Huang, Jin, Yu, & Li, 2021) also address the issue of outlier
sensitivity and non-robustness of mean-based PCA by weighting outlier scores
based on outlier-sensitive standard PCA projections but MAD-weighted z-
score distances instead of outlier resistant and kurtosis-weighted coMAD-PCA
projection distances or median based margins as the variants of our approach
CoMadOut do (cf. Fig. 4).

With this brief overview on the literature of state-of-the-art outlier detec-
tion methods we dilerentiated existing methods from our approach. Best to
our knowledge there are no other approaches like our CoMadOut baseline (cf.
section 3 CMO Steps 1-5) using inlier region enhancing coMAD-based orthog-
onal distance medians as robustness improving noise margins in combination
with coMAD-based robust inlier regions to identify, score and predict out-
liers. Furthermore, there is no approach like our CoMadOut variants CMO*
optimizing coMAD-PCA based outlier scores by simultaneously weighting
according to variance or tailedness (cf. section 3.6 CMO* Steps 1-3).

3 CoMadOut

With this section we introduce CoMadOut (CMO), an unsupervised robust
outlier detection algorithm, which follows the assumption that coMAD-based
principal components and a robust measure of in-distribution (ID), median m,
as well as measures of out-of-distribution (OOD), kurtosis K, optimize the
alignment of the decision boundary between normal and abnormal instances.
Thus we introduce besides the baseline algorithm CMO also its variants CMO*.
The following paragraphs provide a step-wise explanation and address sim-
ilarities and dilerknces between the several CMO variants. An overview is
provided by the table in Fig. 1.

The common goal of all CoMadOut variants is to first of all obtain outlier
resistant subspace orientations. This is achieved by (1) using coMAD-
PCA(Sajesh & Srinivasan, 2012; Kazempour et al., 2019) with their robust
comedian matrix(Falk, 1997) instead of standard PCA with its outlier sensi-
tive covariance matrix (cf. Fig. 2). This allows CoMadOut to utilize the outlier
resistant eigenvectors and eigenvalues of coOMAD-PCA in order to receive a
robust subspace representation (a coordinate system with axes spanned by
the coMAD-PCA eigenvectors) and with that the initial region for inliers for
the baseline approach CMO. Since noise is often modeled as a weak form of
outliers (Aggarwal, 2016), CoMadOut improves its outlier robustness and its
false positive rate also by (2) an additional noise margin (NM) based on the
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median of the euclidean orthogonal distances between the samples and their
subspace axes k extending the initially calculated inlier region.

In particular CoMadOut can be described by the following steps and variants.
All variants have step 1 and 2 in common and get variant-specifc starting from
step 3, whereas the width of a cell indicates for which algorithm variant in the
column header its content is relevant.

Step Sect. CoMadOut-Baseline (CMO) | CMO+ ‘ CMO+k CMO+e CMO+ke CMOEns Sect.
1. |31 CoMAD-PCA 3.1
2 |&2 Orthogonal projections on CoMAD-Eigenvectors a2
3. | 3.3 |coMAD-Eigenvector-Inlier-Margins Outlier Scoring by Out-Of-Distribution measures
4. | 3.4 |coMAD-Eigenvector-Noise-Margins - obtain max. scores | 3.6
5. | 3.5 |CoMadOut Outlier Detection z-score threshold

Fig. 1: Overview of CoMadOut (CMO¥*) variants in bold and their steps.

3.1 Step 1 - Computation of COMAD-PCA Matrix

Let X be a centered matrix with n samples x [{IXi, X2, ...,Xn} having d-
dimensional feature vectors in R"9 and let the comedian® matrix COM (X)
of (Falk, 1997) be defined by

X11 ... X1.d com(Ag, A1) ... com(Az, Ag)
X= . s COM(X)= . (1)
Xn1 .-+ Xn,d com(Ag, A1) ... com(Ag,Ag)
with Ay being the k-th feature of samples X and with co-median
com(Ai, Aj) = med((Ai — med(A;))(Aj — med(Aj))) 2)

so that the comedian matrix COM (X) acts as counterpart for the covariance
matrix X in the original PCA, whereas

Ai — med(A;) 3

represents the robustness providing subtraction of the median in place of the
subtraction of the outlier sensitive mean. On the resulting comedian matrix we
apply PCA like (Sajesh & Srinivasan, 2012; Kazempour et al., 2019) in order
to utilize its resulting robust eigenpairs to define the selective inlier region for
the CMO baseline. Therefore, we consider

3(X)=UAUT 4)

3due to the ambiguous usage of COM for co-median and comedian matrix the term coMAD
matrix from(Kazempour et al., 2019) has been used interchangeably
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with eigenvector matrix U and eigenvalue matrix A (=COM (X)), where those
eigenpairs (consisting out of eigenvector and eigenvalue) with the k-largest
eigenvalues are used for the definition of the initial inlier region (for CMO
baseline) in the next step 2. Due to the known non-positive-semi-definiteness
of the comedian matrix a part of the score-relevant eigenvalues is negative. The
approach of Sajesh and Srinivasan addressed this issue by replacing the original
comedian-based eigenvectors and eigenvalues of & with iteratively adjusted
projections resulting in an approximated but positive-semi-definite surrogate
matrix. For our CoMadOut approaches we do not want to lose the properties
of the original comedian matrix. Therefore, we keep the original non-positive-
semi-definite comedian matrix and assume symmetrical gaussian distributed
projections so that the sign of the usually small part of negative eigenvalues can
be neglected just for the scope of final outlier scoring. Hence, the magnitude
of all eigenvalues can get equally included into outlier scoring by taking their
absolute value and adjusting the scoring accordingly.

A = |diag(M)] ®)

This allows us to base our outlier scoring still on the original robust
eigenvectors by additionally including a small adapted eigenvalue part.

Since the ideal choice of K for the number of principal components can vary
between datasets, we conducted the experiments of our work (cf. section 4) on
di Cerent percentages of the total number of L possible subspaces (leading to a
di Cerent number of K but maximal L principal components) for all datasets
and averaged the achieved average performances.

ComadPCA - X
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— 250 -

200 A
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300
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0
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(a) coMAD-PCA

Standard PCA - X

4001

350 - .

3001

~ 250 -

200 -

1504

1001

300 400 500
0

(b) standard PCA

Fig. 2: lllustration of orientation and scale of principal components after
applying coMAD-PCA (a) and standard PCA (b) to a synthetic dataset. It
can be observed that the outlier (colored in red) has less influence to eigen-
vectors and eigenvalues of coMAD-PCA on the left than to those of standard
PCA on the right.
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3.2 Step 2 - Orthogonal projections on
coMAD-Eigenvectors

In the scope of CoMadOut the previously calculated eigenpairs are used
to calculate the scores of inlierness and outlierness respectively. Therefore,
the orthogonal projections of all samples x are calculated for each eigen-
vector (=principal component). The eigenpairs define the direction (k-th
eigenvector U, lof matrix U) and scale (k-th eigenvalue Ax of matrix A) and
correspond to a subspace axis K.

Formally step 2 can be described by the following equations: X1 X the
projections x"can be calculated by

X"= (X" uk)/(ug uk)) - Uk (6)

Since the origin of the subspace is zero centered after coMAD-PCA from
Step 1, the euclidean distances of the projected samples x™to the origin can
be calculated as

S |

= X 7
k=1

After the first two steps, which have CMO baseline approach and its variants

CMO* in common, the next steps are either related to CMO or to its CMO*

variants.

0l
K

X

3.3 CMO: Step 3 - Computation of
coMAD-Eigenvector-Inlier-Margins

The next step for the margin-based CMO baseline approach is to span an
initial region for inliers. The eigenpairs define the direction (k-th eigenvector
Ui dbf matrix U) and scale (k-th eigenvalue Ay of matrix A) of the corresponding
eigenvectors, which correspond to the subspace axes. In order to find out which
samples x are part of the inlier region, only samples are considered, which
got projected on subspace axis k between its origin O and the absolute length
of its axis-corresponding eigenvector Ue.lSince the eigenvector originally is an
unit vector the actual eigenvector length Ui, and with that the inlier range for
each subspace axis - is defined by the scale of the related eigenvalue Ax. That
Ak spans the range of our inlier region in positive and negative eigenvector
direction with [—Ay, +Ak] on each subspace axis k.

Formally, the decision for each sample x% if it lays within the inlier range of
all subspace axis eigenvectors Uy,lis defined as follows:

1
1, if xf O3, +A]

inl(x )y =
(gk 0, otherwise

®

In order to avoid inliers to be considered as outliers when the inlier region
defining eigenvalue Ax=0 a minimum inlier region epsilon [Cof 1le-6 is defined.
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In case a sample xPlays within all inlier ranges the product of all subspace-
axis-k-related inlier function results
v |

inl(xy = EKK— ] )

would be equal to 1 (=inlier), otherwise 0 (=non-inlier, cf. section 3.5 step 5).

3.4 CMO: Step 4 - Computation of
coMAD-Eigenvector-Noise-Margins

After defining robust inliers in step 3 also noise samples* are considered for
adding them to the set of inliers. Therefore, we extend the robust inlier region
ranges, which are corresponding to their subspace axis k

[ A, +A] (10)

by the median of its euclidean orthogonal distances representing a robust noise
margin bandwidth my = med(x®) leading to new inlier region ranges

[—mk — Ag, +Ak + myl. (11)

Thereby, the restrictive A-thresholds receive an extended margin for each prin-
cipal component k, capable to also cover noise samples as inliers by still using
the outlier robust distances median instead of the outlier sensitive distances
mean.

3.5 CMO: Step 5 - CoMadOut Outlier Detection

Having the final decision boundaries between inliers and outliers available (cf.
step 4), this step describes how the CMO baseline approach is able to identify,
score and predict samples x as outliers.

Since the coMAD-PCA enables CoMadOut to create its eigenpairs accord-
ing to the robust coMAD matrix, outliers are less likely to distort their
orientation and scale, which allows to reliably detect inliers in the first phase.
Further restrictively selecting noise samples as inliers increases the set of
robust inliers and increases thereby the probability that the remaining samples
are actual outliers, which as a consequence enables CoMadOut to implicitly
identify outliers.

CoMadOut is also capable to provide sample outlier scores scj. For this
purpose the absolute euclidean distances x| of the projected samples x-are
first reduced by the inlier margin tx aiming that actual outlying non-negative
distance residuals of the principal components remain. Based on own empirical

4in this work samples are considered as noise samples when they are closer to the related
subspace axis than its orthogonal distances median my but not part of the set of initial robust
inliers defined by the coMAD-eigenpairs (cf. section 3.2 step 2)
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evaluations the best representation for the final outlier score sc; for a sample
xHis the mean of its remaining non-negative distance residuals.

s¢; = mean(max(0, Xk — Tx)) (12)
CoMadOut can also provide softmax scores. For that the median from all
A-scaled scores sc; for each score dimension k is calculated to represent an
in-distribution score. The non-negative subtraction of that score median from
all sample scores allows to uncover residual score dimensions which are more
likely to represent an outlier sample so that the subsequent softmax function
returns for these dimensions higher outlier scores. The highest softmax score
among them represents the softmax score of the related sample x}

—1
SCi softmax — Max;(softmax(scik/ Ax)) (13)

Finally the outlier prediction of the CMO baseline is realized by spanning
a hyperrectangle or a k-dimensional rectangular cuboid (for k=2, 3, ..., K
principal components) with the help of the outlier resistant coMAD-eigenpairs
according to the related scale (k-th eigenvalue Ax of matrix A) and direction (k-
th eigenvector U, bf matrix U) respectively, which allows to separate between
inliers and outliers by outlier threshold T with Tx = Ax + mg

1
1, if x 31, +1]

outl(x )k =
(gk 0, otherwise

(14)

In case a sample x“exceeds at least one of the K given subspace axis outlier
thresholds Ty, the outlier decision function

S |
outl(xY = outl(xYx (15)
k=1
would be equal to 1 (=outlier) and otherwise 0 (=inlier).

For a geometrical intuition of the scoring and labeling of the CoMadOut
baseline approach CMO please see Fig. 3. In Fig. 3 CMO is visualized on a
2-dimensional test dataset. The first principal component (PC) is depicted by
the blue and turquoise lines in positive and negative direction and the second
PC by the purple and green line accordingly. They define a hyperrectangle (or a
k-dimensional rectangular cuboid for K = 3) for the robust inlier region (green
background) and get extended by the noise margin (NM)(gray background),
which defines the boundary between inliers (green) and outliers (red).
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Fig. 3: CoMadOut scoring and labeling of CMO baseline on synthetic data.

3.6 CMO*: Step 3 - Outlier Scoring considering
weighting according to out-of-distribution measures

Since the outlier prediction based on the strict inlier and outlier regions of
the rectangular cuboid of the CoMadOut baseline approach CMO (cf. Fig. 3)
is partially too restrictive for a variety of high-dimensional datasets, further
variants of CoMadOut CMO* are introduced with this work. Still utilizing
the beneficial properties of coMAD-PCA (cf. sections 3.1 and 3.2 with steps 1
and 2) like outlier resistant eigenpairs or the location of the median as measure
of in-distribution, the predictions of variants CMO* are pure outlier scores
softening the strict inlier and outlier regions of the CMO baseline.

The related but dilerent approach PCA-MAD of Huang et al. addressed
this issue by weighting outlier scores based on outlier-sensitive standard PCA
projections (instead of outlier resistant coMAD-PCA projections) and based
on principal component based MAD- and median-scaled z-scores.

Our approach CMO+ defines outlier scores based on the sum of absolute
distances of coMAD-PCA projections to their zero centered origin O without
weighting the outlier scores.

Comparing CMO+ (cf. Fig. 5) and PCA-MAD(Huang et al., 2021) (cf.
Fig. 4) one recognizes strong and weak points on both sides. Although the
coMAD-based distribution center of CMO+ seems to be well centered and its
boundaries are not as geometrically restrictive as those of the CMO baseline
it only considers samples quite close to the distribution median as normal.
Depending on the domain-specific anomaly semantics of a dataset such out-
lier scoring could be too restrictive as well. PCA-MAD of Huang et al. has a
broader range of normal non-outlier scores around its MAD-scaled mean but
struggles like CMO+ to align its outlier scores close to the distribution bound-
aries of the longitudinally shaped dataset. Scores of border points close to the
mean are still representing non-outliers whereas already points in the middle
between boundary and mean start to get scored as outliers.
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peamad - roc: 1.0

Fig. 4: Outlier score boundaries of competitor PCA-MAD(Huang et al., 2021).

In order to address the issue of neglected distribution boundaries, fur-
ther CoMadOut variants introduce OOD measures to weight its CMO* outlier
scores (sc; = x5 accordingly. CMO+k introduces kurtosis based weighting of
outlier scores with

SCicpmosk = K SCi (16)
with kurtosis k as a measure of dispersion between the two p and o (Moors,
1986), and provides with that a notion of distribution tailedness.

Formally kurtosis K is according to Pearson defined as:
e
x —

(0)

B

U

4
K=E e (17)

Q

where U represents the distribution mean and o is the standard deviation.

Considering Fig. 5, the kurtosis based weighting of coMAD-PCA based out-
lier scores scj, introduced with CoMadOut variants CMO+k and CMO-+ke,
contributes to a distribution boundary focused outlier scoring and thus provid-
ing a suitable outlier detection algorithm for related datasets and accordingly
demanding domains.

//////
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Fig. 5: Outlier score boundaries of CoMadOut variants CMO+, CMO+Kk,
CMO+e, CMO+ke on a synthetic dataset (from left to right).

Since Huang et al. demonstrated with A-weighted distance outlier scores as
part of PCA-MAD a comparable positive e [edt for boundary adapted outlier
scoring, its performance is also investigated with the coMAD-based CoMadOut
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variants CMO+e and CMO+ke whereas the latter includes also kurtosis based
weighting.
Formally the outlier scoring of variants CMO¥* is defined as follows:

SCij
SCicmore — TI (18)
K - SCj
SCicmorke — A I (19)

Considering the CMO* scoring in Fig. 5, the applied A-weighting as intro-
duced in (Shyu, Chen, Sarinnapakorn, & Chang, 2003) with A as weighting
factor, leads to a permanent notion of normality along the direction of the main
principal component so that even boundary points in that direction are consid-
ered as normal. Comparing the outlier scoring for boundary points, A-weighted
scoring shows due to the principal component related variance less focus to the
outlier scores of boundary points in comparison to the pure kurtosis weighted
outlier scores.

Investigating also in the combined performance of all CoMadOut vari-
ants CMO* this work also introduces its ensemble approach CMOEns which
standardizes the outlier scores of CMO* methods by its z-score

SCi_

S Mo (20)
(O |

and selects for each sample the largest z-score among the outlier z-scores of

the CMO* approaches.

ZSCj

ZSCicpmoens — max(zsciCMo+, ZSCicpmo+k' ZSCicpmore: ZSCiCMO+ke) (21)

For the ensemble variant CMOEns a sample is considered as an outlier when
Z-SCOre ZSCicp,oene TOr @ sample exceeds the outlier threshold of Zinresh = 1:

L1
1, if zSCicpmoens L1 Zthresh, +Zthresh)

22
0, otherwise (22)

outl (ZSCiCMOEns) =

With this section 3 we introduced the CoMadOut variants CMO and CMO*
whose performances are investigated in scope of extensive experiments in the
next section 4 comparing them to the performance of related and state of the
art methods for unsupervised anomaly detection.

4 Experiments

In order to demonstrate the competitiveness of the CoMadOut variants CMO
and CMO*, several experiments have been conducted to measure its capability
to detect outliers as well as its runtime behavior.
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4.1 Setup

For our experiments we used a paperspace GPU instance with Linux Ubuntu
20.04.3 LTS (Focal Fossa), Intel(R) Core(TM) i7-6500U CPU @ 2.50GHz
QuadCore and 45GB RAM memory with usage of 48GB GPUs and parallel
processing. Moreover, we wrote our experimental code in Python using Jupyter
Notebook.

4.1.1 Datasets

First we want to show how datasets could look like on which our CoMadOut
approach works well and on which it starts to fail. For this purpose we created a
synthetic toy dataset shown in Fig. 2 with 1 extreme outlier and 235 instances
as part of the main distribution of normal instances. We investigated and
discussed the algorithm robustness in terms of coMAD-PCA based outlier
resistance (cf. details provided with Fig. 4 and Fig. 5 in Section 3.6). In order
to further extend the experiments with CoMadOut we also benchmarked the
variants of our method on real world datasets like the well-known 20newsgroups
dataset®representing a large high-dimensional dataset, Boston Housing Prices®
dataset, the PARVUS Wine dataset’ and many other datasets (cf. Tab. 1) from
the ODDS benchmark website® providing more samples and features than the
initial synthetic dataset. The Boston Housing Price dataset has been extended
by a ground truth label column ”outlier” replacing the original regression value
target column "MEDV”. Therefore and to receive a preferably linear dataset in
case of outlier removal, we considered samples laying 2 Inter Quartile Ranges
(IQRs) out of the 1st and 3rd quartile as outliers and flagged them with 1"
whereas the normal data got flagged with ”0”. Moreover, the Wine dataset
got specifically tailored for the task of outlier detection. In this version from
ODDS’ samples with label class 1” (cultivator 1) are reduced to 9 samples
and flagged as outliers with label ”1”. Samples with labels “class 2" or ”class 3”
are considered as normal samples and flagged as inlier with label ”0”. Since
CMO variants calculate their comedian matrices including all given samples,
the 20newsgroup® dataset had to be downsampled to 10% from (n: 11.905, p:
768) to (n: 1.302, p:768) to not exceed the hardware and runtime restrictions
but it still represents an high-dimensional real-world dataset.

4.1.2 Compared Methods

With this paper we also want to benchmark our approach against a wide
range of state-of-the-art outlier detection algorithms in order to introduce
our method as a further competitive and robust alternative to already well
established outlier detection algorithms and to emphasize the performance

Shttp://qwone.com/ Cjagon/20Newsgroups/
Shttps://archive.ics.uci.edu/ml/machine-learning-databases/housing/
"http://odds.cs.stonybrook.edu/wine-dataset/
8http://odds.cs.stonybrook.edu
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Table 1: Overview of datasets used in our experiments.

dataset samples features outliers

20news 1300 768 65 (5.0%)
arrhytmia 451 274 65 (14.4%)
cardio 1830 21 176 (9.6%)
annthyroid 7199 6 534 (7.4%)
breastw 682 9 239 (35.0%)
letter 1599 32 100 (6.3%)
thyroid 3771 6 93 (2.5%)
mammography 11182 6 260 (2.3%)
pima 767 8 267 (34.8%)
musk 3061 166 96 (3.1%)
optdigits 5215 64 150 (2.9%)
pendigits 6869 16 156 (2.3%)
mnist 7602 100 700 (9.2%)
shuttle 49096 9 3510 (7.1%)
satellite 6434 36 2036 (31.6%)
satimage-2 5802 36 71 (1.2%)
wine 128 13 9 (7.0%)
vowels 1455 12 50 (3.4%)
glass 213 9 9 (4.2%)
wbc 377 30 21 (5.6%)
boston 506 14 179 (35.4%)

of CoMadOut compared to some of its most similar approaches like PCA-
MAD(Huang et al., 2021)°, Elliptic Envelope! and Minimum Covariance
Determinant (MCD)(Rousseeuw & Driessen, 1999; Rousseeuw, 1984). For the
comparison to non- and semi-robust algorithms we also involved several vari-
ants of standard PCA methods (PCA from Shyu et al. and its mean-sensitive
covariance matrix in combination with several scoring methods: raw scores -
PCAC(r), eigenvalue-based scores - PCA(e), scores based on our robust noise
margin - PCA(NM), our kurtosis weighted scores - PCA(k) and their combina-
tion PCA(ke)). The latter four allow us to directly compare between the impact
of comedian and standard PCA for the scoring, once based on robust eigenpairs
of CMO(*) approaches and once based on mean-sensitive eigenpairs of PCA(*)
approaches. In addition to that also traditional outlier detection methods like
LOF(Breunig et al., 2000), KNN(Campos et al., 2016), IsolationForest(IF)(Liu
et al.,, 2012), HBOS(Goldstein & Dengel, 2012) and OCSVM(Crammer &
Chechik, 2004), as well as modern Deep Outlier Detection methods like
AutoEncoder(AE)(Hinton & Salakhutdinov, 2006), Variational AE(VAE)(An
& Cho, 2015) and DeepSVDD(Ruldt al., 2018) had been involved in our

®https://github.com/lohrera/pcamad
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benchmark experiments. As far there existed already reliable implementa-
tions of the algorithms in python frameworks like scikit-learn'®, PyOD?'!
or others® then those had been used. In total, 5 random-states and seed
values had been set from 0 to 4 for all experiments, allowing approaches
with random eledts converge to a stable result. The hyperparameters had
been set as follows for the related datasets (cf. Tab. 1). CoMadOut (soft-
max_scoring=False, center_by='median’), PCA-based (n_components=0.25,
0.999), AE (hidden_neurons=[4,3,2,2,3,4], batch_size=4, dropout_rate=0.0,
epochs=10, 12_regularizer=0.01 for all), VAE (encoder_neurons=[4, 3, 2],
decoder_neurons=[2, 3, 4], batch_size=4, epochs=10, dropout_rate=0.0,
I2_regularizer=0.001) and DeepSVDD (use_ae=True, hidden_neurons=[64, 32,
4], batch_size=32, epochs=10, dropout_rate=0.0, I12_regularizer=0.1). For all
other parameters default values had been used for all experiments. For
DeepSVDD we recognized that given default parameters are not su [cieht to
demonstrate the potential of the approach on tabular data, which could be
further improved in future work with dataset specific hyperparameter opti-
mization. So far available, the benchmark results of PCA-MAD(Huang et al.,
2021) had been used directly from their paper, otherwise from the non-o Lcial
implementation®. Evaluation metrics described in the subsequent paragraph
had been measured with its scikit-learn'® implementations.

4.1.3 Evaluation Metrics

Outlier detection can be a semi- or unsupervised task conducting binary
decisions whether a given sample is normal (=inlier or noise) or abnor-
mal (=outlier). Since the algorithms are mostly threshold-based and the ratio
between normal and abnormal data is more likely to be skewed, we use the eval-
uation metrics Average Precision (AP), Area Under the Receiver Operating
Characteristic (AUROC) curve, Area Under Precision Recall Curve (AUPRC)
and Precision@n (P@n) with n as the number of total samples.

Especially Precision and Recall allow in presence of highly skewed data a
more accurate view on an algorithms performance.(Davis & Goadrich, 2006)

Depending on the relevance for a given domain problem, dilerknt eval-
uation metrics should be considered. In case an anomaly detection method
should avoid wrong alerts (false positives) metrics like AUROC should be con-
sidered, whereas domains aiming to avoid missed alert (false negatives) should
involve AUPRC in their performance analysis. Due to the usually highly imbal-
anced datasets, metrics like accuracy neglecting an explicit analysis of false
predictions are not involved in our evaluation.

4.2 Results

After explaining the experimental setup we introduce our experiment results.
The performance of the CoMadOut variants has been compared with that
of 26 other outlier detection methods which have been benchmarked with the

LOhttps://scikit-learn.org
11https://pyod.readthedocs.io
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datasets and evaluation metrics described in section 4.1. Since the performance
of the algorithms based on standard PCA and comedian PCA is dependent
on the number of chosen principal components the benchmark can be run on
di Cerknt percentages of the total number of principal components. In order to
demonstrate the dilerknces between extreme percentages of e.g. 0.25 (25%)
and 1.0 (100%), both benchmark results are reported for each performance
metric starting with the results on all principal components (100%).

The metrics in these tables (cf. Appendix A) represent the performance for
each combination between algorithm and dataset as well as the average perfor-
mances ("AVG”) of the particular algorithms as well as on a specific dataset.
Their row "WIN” indicates how many times an algorithm has achieved the
best performance from all benchmarked algorithms. Providing a notion of how
much better an algorithm performs compared to all other algorithms the row
”ARK?” contains Average Rank, which each algorithm achieved on the tested
datasets (lower ARK means better). The last row ”RK” contains dense abso-
lute ranks starting with 1 as rank for the best algorithm. The cells highlight the
best result per algorithm in bold. Results are referenced in brackets related to
its paragraph e.g. in paragraph "Results AP & AUROC” the reference (4/8)
means (AP-RK100%: 4/AP-RK25%: 8).

Average ranks are the basis for the conducted pair-wise Wilcoxon test with
Friedman-Nemenyi post-hoc tests investigating if an algorithm or algorithm
group performs significantly better than others or shows no significant per-
formance diCerknces. Inspired by ADBench (Han, Hu, Huang, Jiang, & Zhao,
2022), we calculate a critical dilerence cd based on the Wilcoxon approach
with a significance level of a = 0.05, which allows us to illustrate which algo-
rithms perform equally well or better (cf. e.g. the critical dilerence diagram
in the following Fig. 6, where bold line ranges indicate no significant di[ert
ence between algorithms of this range for the given experimental setting and
di Lerence value). The critical diLerkence diagram splits the algorithm list into
two halfs, the best performing algorithm on the upper left and the comparably
worst performing on the upper right. The average rank ”ARK” is shown in
the diagram right next to an algorithm providing a notion of how much better
or worse an algorithm is compared to another one.

4.2.1 Results AP & AUROC

Considering the results related to the evaluation metrics AP (cf. Tab. Al and
Tab. A2) CoMadOut variants perform best (”win”) on 5 datasets out of 21
(for 100% and 25% respectively), e.g. CMO+ (2/13) shows on the second best
AP rank behind Isolation Forest (1/1) and together with CMO+k (3/6) and
CMO+-e (3/11) the best performance among all compared PCA-based methods
for 100% of all principal components (PCs). Also noticeable is the performance
of the standard PCA variants with CoMadOut scoring ("PCA(NM,k,ke,Ens)”)
on top of covariance matrices achieving wins on 5 and 3 datasets for 100% and
25% PCs. The related critical dilerence (cd) diagrams in Fig. 6 and Fig. 7
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confirm these findings, but according to the Nemenyi post-hoc test the per-
formances between the best algorithm IF with ranks (1/1) and e.g. OCSVM
with ranks (22/21) at the end of the critical dilerknce range cannot be con-
sidered as significantly better (a > 0.05). In addition to that, the cd diagrams
indicate an insignificant performance loss of many CMO* variants after PC
reduction from 100% to 25%, except the kurtosis-weighted variants (CMO+Kk,
CMO-+ke), which are comparably stable in terms of less average rank loss and
demonstrate with that also its suitability for robust outlier detection after
dimensionality reduction.

Average Precision (100%) - critical difference: 8.724
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CMO+e -3 100000 129524 37 _pcafe)
HBOS 4. 101905 158085 39 _ CMOENs
pca -5, 106190 L2223 19 _ EllipticEny
AE - 6. 10.8095 155236 19 pCAlke)
PCAMAD - 7. 10.9524 189528 15 _1oF
VAE .8, 115714 1238 17 cuo
CMO+ke - 9. 118190 L2280 15 - MLE
MCD - 10. 116667 11905 15 _pPCAlr
kN o171 1LI619 L5114 14 _pCA-MAD++
PCAINM) - 12, 121908 123337 13.-PCAlk)

Fig. 6: Average Ranks of Average Precision (AP) performances based on 100%
of all possible principal components. Algorithms within bold black bars show
no significant better performance. CMO* are ours, 1. is the best.

Average Precision {25%) - critical difference: 8. 724
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KN . g 111420 43571 15 - pcAke)
CMO+ks - 9. 111300 142381 17 . EllipticEnv
PCA-MAD++ - 10, 110667 142381 17 _\0F
CMOse. 11, 119048 15,095 16 _pealn)
PCA-MAD - 12 119524 28667 15 . pCa(k)
CMO+-13 120470 122301 35 -mMLE

Fig. 7: Average Ranks of Average Precision (AP) performances based on the
top 25% of all possible principal components. Algorithms within bold black
bars show no significant better performance. CMO* are ours, 1. is the best.

For AUROC the CoMadOut variants achieve in total 6 best dataset per-
formances on 100% PCs and 5 on 25%. The variants CMO+ (3/12), CMO+k
(5/7) and CMO+e (6/9) show the best CMO performances and in case of
the first two comparable many total wins as the PCA-MAD (1/2) but are
on par with Isolation Forest (4/3) on 100% PCs (cf. Tab. A3). On only the
top 25% of all principal components the performance of CoMadOut is com-
parable with those from the upper midfield (Tab. A4). Considering the cd
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diagrams (cf. Fig. 8 and Fig. 9) PCA-MAD variants outperform all algorithms
in each AUROC setting, whereas on 100% PCs the CMO* variants and IF
are right behind and on 25% PCs methods as IF, MCD and HBOS. PCA(*)
variants also demonstrate by total wins (5/3) that the combination of out-
lier sensitive covariance matrices and CoMadOut scoring can be beneficial
for a selection of datasets, which also includes with 20newsgroup one of the
large-scale real-world datasets.

AUROC (100%) - critical difference: 8. 724
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PCAMAD -1, 24286 08571 55 . DeepsVDD
PCA-MAD++ - 2 181905 34 - pAlEns)
cMo+ -3. 85714 11905 33 _pocsvMm
IF-4 86667 16.0952 22 - CMOEns
CMO+k-5 39524 180000 37 . pca(e)
CMO+e-6 10000 L3333 50 - pcAlke)
HBOS -7 10.7619 188571 19 - EllipticEnv
MCD g, 111420 18 19 \oF
pca -9, 111900 183230 15 _pca(r)
KNN - 10, 1000 L2333 47 _pcainm)
AE-11, 12.1420 128095 15 MLE
cMo-12. 122381 27183 45 . pca(k)
vAE - 13 1A2323 123762 14 . CMO+ke

Fig. 8: Average Ranks of AUROC performances based on 100% of all possible
principal components. Algorithms within bold black bars show no significant
better performance. CMO* are ours, 1. is the best.

AUROC (25%) - critical difference: 8.724
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PCA-MAD++ - 1 5_ | | 190000 34 . peepSVDD
PCA-MAD - 2 1813902 53 _cMo
F.3 79048 16.5667 53 _ pcA(Ens)
Mcp -4 21619 162657 31 - CMOENs
nBos-5. L8095 55238 50, - ocsvM
AE-6. 102142 L4762 19 . pCA(NM)
CMO+k - 7. 11.0000 L3333 15 . peate)
CMO+ke -g 111420 143810 17 _pca(ke)
CMO+e-9 11476 141429 16. - LOF
VAE-9 11,476 141429 16. - PCA(r)
KNN - 10 116190 133333 15 _EllipticEnv
gy, TRHDAR 129524 14 . pca(k)
CMO+ - 12, 12005 129048 13 _pca

Fig. 9: Average Ranks of AUROC performances based on the top 25% of
all possible principal components. Algorithms within bold black bars show no
significant better performance. CMO* are ours, 1. is the best.

4.2.2 Results AUPRC & Precision@n

Comparing the AUPRC performances of the CoMadOut variants, one observes
that the CoMadOut variant CMOEnRs shows the best and second-best perfor-
mance (1/2) of all algorithms, being on par with Isolation Forest (2/1), and 13
total wins could be achieved by all CMO variants (cf. Tab. A5 and Tab. A6).
Furthermore, the scoring variants of CoMadOut could also enhance the scoring
for standard PCA methods leading to a total of 7 and 3 wins and PCA(Ens)
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as third-best (3/3) of all algorithms. Also the performance of CMO+, CMO+k
and CMO-+-e are ranked in the top six on 100% PCs. For comparison of CMO*
approaches with all other algorithms the related cd diagrams are shown in
Fig. 10 and Fig. 11.

AUPRC (100%) - critical difference: 8.724
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McDp - 13. 123238 127183 14 . PCA-MAD++

Fig. 10: Average Ranks of AUPRC performances based on 100% of all possible
principal components. Algorithms within bold black bars show no significant
better performance. CMO™* are ours, 1. is the best.

AUPRC (25%) - critical difference: 8.724
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HBOS - 4 10.6667 157619 30 - ocsvM
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vac .7 119048 136667 1 _pea(k)
EllipticEny - 8. 120470 16190 45 _pea(n)
pcA-g 123238 L1329 14 - cMO+e
CMO+ke - 10. 127619 130052 13 . pCcA-MAD

cMo+ - 11, 128571 23048 35 _ pca-MAD++
12 8571

11. - KNN

PCAINM) - 11, 128571

Fig. 11: Average Ranks of AUPRC performances based on the top 25% of
all possible principal components. Algorithms within bold black bars show no
significant better performance. CMO* are ours, 1. is the best.

Considering the performances for Precision@n (P@n) in Tab. A7 and
Tab. A8 the CoMadOut variants achieved a total of 11 best dataset perfor-
mances on 100% and 25%. Most remarkable is the standard PCA performance
with kurtosis weighting of CoMadOut, PCA(k), with a total of 6 best dataset
performances. Furthermore interesting are the best dataset performances of
methods CMO+k (8/9) and CMO+ (5/10) on 20newsgroup dataset demon-
strating its potential for large high-dimensional datasets. The best overall P@n
performances achieved PCA-MAD (1/1), PCA-MAD++ (2/2) and Isolation
Forest (3/3). Despite these findings the results for the P@N experiments of
CMOEnNs and PCA(EnNs) require with zero values further validation. For a
detailed comparison of CMO* approaches with all other algorithms the related
cd diagrams are shown in Fig. 12 and Fig. 13.
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P@n (100%) - critical difference: 8.724
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PCA-MAD++ -2, 12238 18333 54 _peepsVDD
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CMO+e-11. 23810 105238 15 . CMO+ke
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KNN - 12, 100000 103337 13 _MLE

Fig. 12: Average Ranks of Precision@n (P@n) performances based on 100%
of all possible principal components. Algorithms within bold black bars show
no significant better performance. CMO* are ours, 1. is the best.

P@n (25%) - critical difference: 8.724
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Fig. 13: Average Ranks of Precision@n (P@n) performances based on the top
25% of all possible principal components. Algorithms within bold black bars
show no significant better performance. CMO* are ours, 1. is the best.

4.2.3 Runtime

Considering the runtime performances of the CoMadOut variants in Tab. A9
and Tab. A10 one observes that they tend to show rather lower midfield per-
formances despite parallelization. Comparing the runs of the CMO baseline
version with newer CMO* variants one recognizes that the choice of vari-
ant depends besides its performances on the previously evaluated metrics also
on the amount of principal components whether the baseline algorithm or
CoMadOuts newer variants are more reasonable. Independent of the amount
of principal components the algorithms HBOS (1/2), PCA (2/1) and PCA-
MAD++ (3/3) show the fastest performances. For a detailed comparison of
CMO* approaches with all other algorithms the related cd diagrams are shown
in Fig. 14 and Fig. 15.
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Runtime (100%) - critical difference: 8.724
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Fig. 14: Average Ranks of Runtime performances based on 100% of all possible
principal components. Algorithms within bold black bars show no significant
better performance. CMO™* are ours, 1. is the best.

Runtime (25%] - critical difference: 8.724
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Fig. 15: Average Ranks of Runtime performances based on the top 25% of
all possible principal components. Algorithms within bold black bars show no
significant better performance. CMO* are ours, 1. is the best.

4.2.4 Memory and Runtime Dependencies

In order to address the dependencies of CMO* variants related to its memory
and runtime consumption behavior we made the following investigations. We
used with 20newspaper the largest among all compared datasets (11097 sam-
ples, 768 features, 222.8MB raw size) and increased the fraction of samples or
features respectively from 0.1 up to 1.0 in each of our tests. In Fig. 16 one
can observe that in (a) the time consumption is only slightly but constantly
increasing with O(log n) by an increasing amount of records, while in (b) the
increase of features shows a non-linearly increasing runtime of O(n?). For the
second experiment investigating in memory dependency, one can observe in
Fig. 17 a) and b) that there is a nearly linear increase of O(n) in memory
consumption for both records and feature increase.
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Fig. 16: CMO* time consumption dependent on records and features.
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Fig. 17: CMO* memory consumption dependent on records and features.

4.2.5 Result Discussion

The evidence for the contribution of CoMadOut specific scoring of inlier-
and outlier-regions as part of the CMO approaches is investigated by exclud-
ing the outlier-resistant comedian matrix of coMAD-PCA and replacing it
with the outlier-sensitive covariance matrix of standard PCA, both done with
variants PCA(NM), PCA(r), PCA(k), PCA(e), PCA(ke) and PCA(Ens). Com-
paring standard PCA based outlier scoring with CMO-based outlier scoring
one observes for the latter that PCA(Ens) shows better AUPRC performances
(3/3) than PCA (9/9) on all principal components (100%) but also on the
heavily reduced top 25% principal components in terms of (average) ranks.
However, the significance tests in Fig. 6 and Fig. 9 as well as the comparable
average performances show that only the combination of both, outlier-robust
dimensionality reduction and CoMadOut scoring methods, allow permanently
better performance scores (always with at least one CMO variant ahead) than
standard PCA based methods without median usage.

The evidence for the contribution of outlier scoring based on our nearly
unmodified comedian matrices is shown by the CoMadOut variant CMO+
which shows together with the kurtosis-weighted variant CMO-+k competitive
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ranks compared to the majority of all other outlier detection algorithms in
terms of AP, AUROC, AUPRC and P@n. The evidence for the contribution of
the distribution tailedness based outlier score weighting is shown when com-
paring related CoMadOut variant CMO+k with the most related variance-
and z-score-weighted approaches of PCA-MAD. In terms of average precision
(AP) CMO+k outperforms the related PCA-MAD approaches and shows a
competitive overall performance also in terms of AUPRC. However, despite
considerable performances of CMO+ and CMO+e, both cannot compete with
CMO+Kk since they neglect to include the kurtosis-based weighting according
to the datasets tailedness.

The evidence for robustness is especially shown when comparing CoMad-
Out variants with outlier-robust methods like PCA-MAD, MCD, etc. on the
one side and outlier-sensitive methods like PCA, MLE, etc. on the other side
on datasets with a high percentage of outliers and noise (arrhytmia, breastw,
pima, satellite, boston). On the majority of these datasets CoMadOut shows
compared to the outlier-sensitive methods and partially even also to robust
outlier detection methods a better performance in terms of AP, AUROC and
AUPRC. Furthermore, the dilerknce is directly visible when comparing the
test dataset plots of the principal components of coMAD-PCA and standard
PCA next to each other where those of standard PCA are sensitive towards
the shown outlier (cf. Fig. 2 and result tables for details).

Beside the strengths of our approaches, they also have limitations. On
datasets with clear borders between normal and abnormal most CMO vari-
ants cannot benefit of its weight-based scoring between normal and abnormal.
According to EDA, CMO shows better performances when there are less
extreme overlaps within normal and abnormal distributions on the principal
components. In the experiments CMO variants showed the best perfor-
mance on datasets arrhytmia, annthyroid, breastw, thyroid, pendigits, musk,
satimage-2 and boston. In addition to that, a restricted variation among the
tailednesses of the distributions leads to less e [edtiveness of variants CMO+k,
CMO+e and CMO+Kke, whereas reduced noise instance do not allow comedian
PCA to show its strength for outlier resistant eigenvectors. A further weakness
which has to be paid for fast execution times are the numerical calculations
on the whole dataset instead of batch-wise computation leading to high mem-
ory consumption and with that to restrictions for hardware and application
domains. In addition to that, also the following property identified by Sajesh
and Srinivasan also hold for our approach due to the comparable comedian
matrix basis. In this scope he states the non-positive-semi-definiteness of the
comedian matrix. Furthermore, he found breakdown values between outlier
ratios a [J10, 45] and identified false detection rates of 0.1% for symmetrically
distributed outliers and 0.7% for asymmetrically distributed outliers, which
need to be also investigated for our approach in future work. Further potential
for optimization is the loss of performance of CMO variants which comes along
with the reduction of principal components. In this case, CMO+k shows with
stable ranks the most robust performances among all other CMO variants.
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Table 2: Parameters, ranges and stepsizes used for parameter tuning.

algorithm or group parameter range stepsize
PCA-based (CMO*, PCA¥*) n_components [0.25, 1.0] 0.25
Nearest neighbor based (LOF, KNN) n_neighbors [5, 100] 5
Tree-based (IF) n_estimators [10, 100] 10
HBOS n_bins [10, 100] 10
OCSVM nu ©, 1) 0.1
MCD, EllipticEnv support_fraction (0, 1] 0.1

AE, VAE, DeepSVDD batch_size 2" withn []3,8] 1

4.3 Results based on Parameter-Tuning

Although it is not common for an unsupervised setting like ours since one may
not have ground truth labels available, we utilize the ground truth labels to
address potential performance improvements due to model- and hyperparame-
ter tuning. Therefore and to provide an alternative for commonly used default
parameters, we conduct a dataset specific optimization by grid search for all
algorithms as far as they oler a sensitive tuning parameter. In this scope we
search with seed 0 and the following parameters, value ranges and step sizes
listed in Table 2.

We optimize the algorithms according to Average Precision (AP) and follow
with that metric the approach of (Zhao, Rossi, & Akoglu, 2021). Accordingly,
the best dataset specific algorithm parameters are provided within Table A16.
These by AP selected parameters are the basis for the conducted tests which
report the dataset specific algorithm performances by AUROC (cf. Table All),
by AP (cf. Table A12), by AUPRC (cf. Table A13), by P@n (cf. Table Al4)
and by Runtime (cf. Table A15). As already done for the principal compo-
nent ratio dependent performance analysis we also summarize the algorithm
performances by their achieved average rank over all datasets and for each per-
formance metric by critical dilerence plots, which can be found for AUROC
(cf. Figure 18), for AP (cf. Figure 19), for AUPRC (cf. Figure 20), for P@n
(cf. Figure 21) and for Runtime (cf. Figure 22).

Compared to the previous analysis KNN shows superior performance in
terms of AUROC, AP, AUPRC and P@n. Moreover our CMO+k demonstrates
stable on par performances being four times among the top 5 algorithms.
Also our CMO+ performs comparably stable being not worse than rank 7. As
already demonstrated in earlier analysis, one weakpoint of our CMO* algo-
rithms are worse runtimes which remain as expected also after parameter
tuning. In addition to that, our ensemble variant CMOEns still shows good
performance for AUPRC. Besides KNN also the algorithm MCD performs com-
parably well achieving ranks not worse than rank 6 for AUROC, AP, AUPRC
and P@n.
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AUROC - critical difference: 8.724
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PCA(e) - 13. 12.0190 127619 14, - PCA-MAD

Fig. 18: Average Ranks of AUROC performances based on parameter tuning.
Algorithms within bold black bars show no significant better performance.
CMO* are ours, 1. is the best.

Average Precision - critical difference: 8.724
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Fig. 19: Average Ranks of Average Precision performances based on param-
eter tuning. Algorithms within bold black bars show no significant better
performance. CMO* are ours, 1. is the best.

AUPRC - critical difference: 8.724
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Fig. 20: Average Ranks of AUPRC performances based on parameter tuning.
Algorithms within bold black bars show no significant better performance.
CMO* are ours, 1. is the best.

5 Conclusion

In this work we proposed CoMadOut, a robust outlier detection algorithm
using comedian PCA in order to apply PCA without sensitivity to out-
liers providing an initially selective inlier region besides an extending inlier
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P@n - critical difference: 8.724

1 2 3 4 5 6 7 8 9 10 1 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26
|

I N N T N I 1 N 11 | P N T Y NN I I A N N NI N |
KNN -1. 6.8571 156667 4. . PCA(Ens)
EllipticEny -2, 1905 142857 53 . CMOEns
cMo+-3, L2381 00000 | 13.4286 ) . DeepSVDD
MCD - 4. 7-2857 123333 37 _OCSVM
CMO+k -5, 78571 11.6667 99, . CMO
F-6 82381 114762 19 pCA(r)
CMO+e -7, 84762 112381 18 _MLE
HBOS - 7. 84702 L2381 18 . pCA(ke)
pca.g. 83714 11,0952 17 _ pCA(NM)
CMO+ke -9, 82019 103810 16 . pCA(K)
PCA-MAD++ - 10, 92857 103333 15 . pPCA-MAD
VAE-11, 93333 10,0000 14 | OF
AE-12. 9.3810 28093 13- PCAe)

Fig. 21: Average Ranks of P@n performances based on parameter tuning.
Algorithms within bold black bars show no significant better performance.
CMO* are ours, 1. is the best.

Runtime - critical difference: 8.724

1 2 3 4 5 6 7 8 9 1 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

| I I P T T AN NN S I N P T I 1 4 P I I N NI AT |
peA~1, L3810 |— 2100w 55 . cMoEns
HBOS -2. %3333 b— 2109% 3 _cMO+ke
PCA-MAD -3, 42857 b— 2109 35 .cMO+e
ME-4 43810 | 20092 3 . cMO+k
PCA-MAD++-5 40190 | L 2109% 3 .cMo+
F-, ©2857 | 18.0000 57 . MO
LOF.7. 13333 17.9048 70 _AE
ocsvMm-g. %7143 17.3810 19 _\yAE
KNN -9, 11.3810 165714 18 MCD
PCA(Ens) - 10. 1L7143 16.0000 17 _peepSVDD
PCA(K) - 11, 11.2048 122088 16 . EllipticEnv
PCAke) - 12. 12.0000 142657 15 . pCA(NM)
PCA(e) - 13. 12.0952 12,6190 14 _pCA(T)

Fig. 22: Average Ranks of runtime performances based on parameter tuning.
Algorithms within bold black bars show no significant better performance.
CMO* are ours, 1. is the best.

noise margin by measures of in-distribution (ID) and measures of out-of-
distribution (OOD). They care for distribution based alignment of the outlier
scores of each principal component, and with that, for an appropriate align-
ment of the decision boundary between normal and abnormal instances. Based
on the assumption that samples are only considered as outliers when they
are not part of our enhanced inlier region or when they exceed the distri-
bution tailedness weighted outlier score boundary, we demonstrated an on
par performance to various kinds of (robust) state-of-the-art outlier detection
methods. The consideration of model selection by meta-learners (Zhao et al.,
2021), of estimating the ideal number of principal components, investigating
the performance loss of achieving positive-semi-definiteness while preserving
the properties of the original comedian matrix and runtime optimization for
CoMadOut in a future work could make our approach even more applicable
to high-dimensional datasets and thereby also beneficial to other application
domains with the requirement of robust outlier detection.
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CoMadOut - A Robust Outlier Detection Algorithm based on CoMAD
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CoMadOut - A Robust Outlier Detection Algorithm based on CoMAD
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Chapter 3. CoMadOut

CoMadOut - A Robust Outlier Detection Algorithm based on CoMAD
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CoMadOut - A Robust Outlier Detection Algorithm based on CoMAD
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Abstract

We introduce AnyCORE (Anytime Cluster Outlier REmoval), an algorithm that enables users to detect
and remove outliers at anytime. The algorithm is based on the idea of MORe++[1], an approach for
outlier detection and removal that iteratively scores and removes 1d-cluster-outliers in n-dimensional
data sets. In contrast to MORe++, AnyCORE provides continuous responses for its users and converges
independent of cluster centers. This allows AnyCORE to perform outlier detection in combination with
an arbitrary clustering method that is most suitable for a given data set. We conducted our AnyCORE
experiments on synthetic and real-world data sets by benchmarking its variant with k-Means as the
underlying clustering method versus the traditional batch algorithm version of MORe++. In extensive
experiments we show that AnyCORE is able to compete with the related batch algorithm version.

Keywords

anytime algorithm, outlier removal, outlier detection, clustering

1. Introduction

In many domains, e.g., in sports, health, or mobility, data-driven applications and the connected
business processes benefit from algorithms capable of detecting and removing outliers at any
time. However, since most outlier detection algorithms work in batch mode! and the amounts
of most commonly massive and high-dimensional data sets are likely to be computationally
expensive, applications and users face long response times, avoiding to take fast decisions.
Furthermore, outliers in the data set can have a distortive impact on the accuracy of results and
cause additional unnecessary computational efforts. As digitalization is essential for various
domains and business areas, an increase in the amount of structured and unstructured data
generated by related applications is the typical consequence. Leveraging these amounts of data
means finding insightful patterns which can be used for subsequent information reasoning or
to derive recommendations for further actions. Such patterns can be, e.g., clusters of similar
data points or anomalous data points, which we call outliers. Finding clusters and identifying
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outliers are tasks that become increasingly cumbersome, in terms of runtime, with an increasing
number of observations and feature dimensions. In addition to that, noise observations that are
neither part of any cluster nor a significant outlier are not only irrelevant for data analysts[2],
they can also have negative effects on the results of clustering algorithms. Thus, excluding
them can optimize the resulting cluster structures. Since clustering and outlier removal are
already challenging tasks for low-dimensional data, batch mode! algorithms cannot provide the
related responses at any time to its users for nowadays often large or high-dimensional data.

Thus, we introduce in this paper AnyCORE, an Anytime Cluster Outlier REmoval algorithm,
which allows users to request intermediate results at any time, even before the algorithm has
finished. Optimizing the algorithm MORe++[1] our algorithm not only alternates between
the originally consecutive clustering and outlier removal steps of MORe++, it also provides
intermediate results at any time while allowing the user to select clustering and outlier decision
methods most suitable according to the provided data set.

The main contributions of this paper are:

+ The k-Means Outlier Removal algorithm gets enhanced to provide users response with
intermediate results at any time during its runtime.

« AnyCORE utilizes removed outliers to get more precise clustering results by alternating
between clustering and outlier removal.

« AnyCORE allows users to interrupt, to check the results, and to stop the algorithm at any
time if the results are considered as satisfactory.

+ The user can select the underlying clustering and outlier scoring method suitable to the
analyzed data set.

The remaining paper is structured as follows. Section 2 describes related work for anytime
algorithms, clustering and outlier removal algorithms. In Section 3, we describe our algorithm
AnyCORE and evaluate its competitiveness in Section 4. Section 5 concludes the paper.

2. Related Work

In this section, we provide an overview of the related literature. This includes the description of
related anytime clustering and outlier detection algorithms, as well as the introduction of the un-
derlying outlier removal algorithm MORe++[1] which got optimized by our AnyCORE approach.

MORe++. MORe++[1] is a k-Means++ based algorithm for Outlier Removal which is also
capable to perform on high-dimensional data. It performs k-Means++[3] until convergence
to unify similar observations within clusters. For the subsequent step of outlier detection the
algorithm analyzes the given samples in each single dimension by creating 1d-projections
separately for each single cluster (see Figure 1). The resulting histograms of each cluster in
each single dimension allow even visually the identification of outliers by gaps or significant
outlying rises or falls among its frequencies. Counting the single dimensions in which a sample
got detected as cluster outlier allows one to calculate an overall outlier score for a sample and
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Figure 1: This illustration visualizes outliers (red) detected by MORe++ [1] during its
clusterwise 1-dimensional outlier analysis. The black histogram on the left shows the
aggregated result of the single cluster-based outlier analysis on the right. (based on Fig. 1.[1])

distinguish normal from abnormal samples by a given threshold. This enables the algorithm to
flag samples as outliers and additionally for their removal.

Since MORe++ does not consider the beneficial effect of outlier removals upfront of its
clustering step we address this potential within our AnyCORE approach in Section 3.

k-means—— The concept of combining clustering and outlier detection by removing outliers
before the clustering step was also introduced by, e.g., k-Means——[4]. The authors provide an
extension to k-Means, where a fixed number [ of points are removed in each iteration, before
the centroids are computed. This is achieved by ranking the points in the input data set X
by distance from the current centroids. Then the next centroids are computed from the set
difference of X and the [ points furthest away from the centroids. For the next iteration the
furthest points are recomputed and again removed from the original data set X. At convergence
the algorithm results in a set of cluster centers and a set of exactly [ outliers. Note that k-
Means—— uses the removal of the furthest points in order to optimize clustering results of
k-Means, where our algorithm AnyCORE is designed to find outliers in high-dimensional space,
working independently of the cluster algorithm. AnyCORE does not need necessarily any
cluster centroids or means as provided by k-Means. Due to the curse of dimensionality, the
Euclidean distance used by k-Means—— can not be used to discern distances to the cluster
centers for very high dimensionalities any more, where our histogram-based solution is suitable
also for large numbers of attributes in the data set.

Anytime algorithms. The concept of anytime algorithms has already been introduced in 1988
by Dean & Body [5, 6] which follows the approach that an algorithm can be stopped at anytime
during computation in order to quickly provide its users intermediate results with a reasonable
result quality. This allows the users to decide if the given results are satisfactory or if the
processing of the algorithm should be resumed in order to receive a further improved result.
The quality of early results should be close to the quality of a batch algorithm and the final
result should be at least as good or even better than the batch algorithm. The runtime of an
anytime algorithm should not be much larger than the batch algorithm’s runtime [7, 8, 9]. This
behavior is illustrated in Figure 2.
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Figure 2: Comparison of the result quality in relation to the runtime for an anytime and batch
algorithm.

Since this approach of approximated processing [10] has been proven to be useful for AI appli-
cations [7] it has been evolved and widely adapted to various tasks in the field of knowledge
discovery. This led to developments like, e.g., AnyDBC [11, 12], which is a DBSCAN-based
anytime clustering algorithm that can be used on high-dimensional data sets like time series
or trajectories. Further developments are AnyHC [13], an anytime algorithm for hierarchi-
cal clustering, and different variants of A-DBSCAN [14, 15] which deliver results based on
approximated density-based clusters. I-kMeans [16] works with Discrete and Haar Wavelet
Transformation as an anytime k-Means on time series and was extended with Piecewise Con-
stant Approximation (PAA) in [17]. These algorithms are just a few well known representants
of anytime algorithms, which mainly perform clustering on data streams. Besides the tasks
of clustering and anytime embedding [18], anytime outlier detection has also been addressed
with algorithms like, e.g., AnyOut [19], which uses the data structure ClusTree [20] to analyze
constant and changing data streams. In addition to that, there are approaches like FPOF [21]
for frequent pattern outlier detection on massive data sets or the anytime novelty detection
method of Sofman [22].

This selection of anytime algorithms gets extended by our proposed method AnyCORE which
is capable to conduct clustering as well as outlier detection and removal within one iteration so
that its users are constantly able to stop, interrupt and request intermediate results at any time.

3. AnyCORE

In this section we introduce our algorithm AnyCORE (Anytime Cluster Outlier REmoval)
and highlight its differences to the underlying algorithm MORe++[1] in detail. Variables and
methods from the pseudo code of Algorithm 1 are referenced and formatted in italics.
Revisiting the MORe++ approach, which we described in detail in Section 2, we observe that
the removal of outliers holds further potential for optimization. This potential gets revealed by
our method utilizing the beneficial effects of removed outliers in the clustering phase, which
is without outliers more likely to calculate correct cluster labels, as, e.g., already applied in
k-Means—— introduced in Section 2. This gets achieved by alternating between clustering and
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outlier removal instead of running them consecutively. In addition to that an outlier score
threshold ost is required. The threshold is needed, because AnyCORE temporarily removes
outliers from the data set to get a more precise result. Since the convergence criteria of the
? is independent of the convergence and availability of cluster
centers, AnyCORE is able to run with arbitrary clustering methods and arbitrary outlier scoring
methods, which allows to chose those methods which are most suitable for the provided data
set. Hence the last input parameters of AnyCORE are the selected clustering algorithm algo
with its related parameter set p and the selected outlier scoring method outlier_scoring. The
optional parameter init can be used to initialize centers in case of algo is centroid-based but
also to e.g. provide an initial e-range, which can be adapted according to 1d-gap-sizes in case
of algo is density-based. For our experiments in Section 4 we evaluated our method with the
clustering algorithms k-Means++ (p=Kk, init="k-means++’) as well as with the histogram-based
outlier-scoring method of MORe++ which considers the ratio of outlier dimensions of a sample
as outlier score (parameter outlier_scoring). AnyCORE can be interrupted by users at any time
to get an intermediate result. If users are not satisfied with the outcome, they can either stop
the algorithm and start again with other input parameters or continue the current calculation
to get a refined result. For the calculation of intermediate results, the outlierScore or the
numberO f Outlier Dims is needed as it changes the outcome of the outlierScore. Thus the result of
AnyCORE can change whenever numberO fOutlier Dims is updated after each calculation of the
1dOutliers. Only if users stop AnyCORE during the first iteration, an intermediate outlierScore
with the newest value of numberO fOutlier Dims gets returned without previously removed
outliers. As in each iteration outliers and the numberO fOutlier Dims are newly calculated and as
up from the second iteration an refined initialization by outlier removal is applied, one faces
potentially also partly incorrect cluster memberships. So it can be possible for interim results
to get intermediately worse than previous interim results. The pseudo-code of the illustrated
Algorithm 1 describes the sequences of AnyCORE. Lines 9-27 represent the part of MORe++
but with the above described AnyCORE-specific adaptions highlighted by the prefix symbol #.

percentage of cluster jumpers

4. Experiments

In this section we describe our experimental setup as well as the results of our experiments
demonstrating the competitiveness of our method AnyCORE.

Datasets. The experiments for benchmarking the AnyCORE approach have been conducted
on synthetic as well as on real world data sets. Since massive real world data sets are scarcely
available for outlier detection, all used ODDS> data sets described in the Table 1 had been
evaluated despite of their short runtime. Additionally to those data sets, we also experimented
with two constructed synthetic data sets, SynthA and SynthB, in order to investigate how Any-
CORE performs on large data sets. Both synthetic data sets had been constructed using cluster
centers drawn from a uniform distribution function and generating gaussian-distributed clusters
around them (parameters: centers=>5, center_box=(0, 40), cluster_std=1.2, random_state=3). In

2samples which changed their cluster membership between the previous and current iteration of AnyCORE
*http://odds.cs.stonybrook.edu/
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Algorithm 1: Pseudo-Code of AnyCORE

Data: Data X, #clustering algorithm algo, clustering algorithm parameters p «—{number

of clusters k}, outlier score threshold ost, #scoring method outlier_scoring,
clustering initialization init «—{’k-means++’}

Result: Clustering labels, outlierScore for data points

1 t_start < now,

2 outliers < empty list;

3 cluster MembershipsOld < empty list;

4 while not converged and not stopped do

5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34

if outliers <> empty list then
‘ cluster Memberships, init «—#algo(X \ outliers, p, init) ;
end
cluster Memberships, init «—#algo(X, p,init) ;
foreach x € X do
‘ numberO fOutlier Dims[x] < 0 ;
end
foreach c € clusters do
foreach d € range(dimensions) do
histogram « buildHistogram(c, d);
1dOutliers < calculate1dOutliers(histogram);
foreach 1dOutlier € 1dOutliers do
‘ numberO f Outlier Dims| 1dOutlier] + +;
end
end

end
outliers « empty list;
foreach x € Xdo
outlierScore[ x| < #outlier_scoring(numberO fOutlier Dims[x]) ;
if outlierScore[x] >= ost then
‘ outliers.add(x);
end
end
timestamp < (now — t_start) ;
publish timestamp, outlierScore ;
while interrupted do
sleep
end
converged = (perc_changed(cluster Memberships, cluster MembershipsOld) == 0) ;
cluster MembershipsOld < cluster Memberships ;

35 end
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order to be able to properly benchmark the outlier detection and removal part of the compared
algorithms, these data sets had been additionally extended by outliers, which also follow an
uniform distribution function (parameters: low=0, high=40, seed=5).

Dataset n dim outlier k type

Glass 214 9 9(4.20%) 5 real world
Lympho 148 18 6 (4.10%) 2 real world
Mnist 7603 100 700 (9.20%) 2 real world
Musk 3062 166 97 (3.20%) 3 real world
Optdigits 5216 64 150(3.00%) 9 real world
Shuttle 49097 9 3511(7.00%) 1 real world
Smtp 95156 3 30(0.03%) 1 realworld
SynthA 100000 5 5000 (5.00%) 5 synthetic
SynthB 1000 3000 50 (5.00%) 5 synthetic

Table 1: ODDS? real world data sets and synthetic data sets used within the experiments.

Compared methods and experimental setup. We compare the performance of the regular
batch algorithm MORe++ (cf. Section 2) with its adapted anytime version AnyCORE as intro-
duced in Section 3. For our experiments we initialized the input parameters of the compared
algorithms with the empirically determined values described in Table 2. The outlier_scoring
method is implemented by the relative outlier dimension count ratio and the outlier scoring
threshold ost, which decides if a sample is considered as an actual outlier in the full-dimensional
space. Moreover, for the arbitrarily selectable clustering method cluster_algo of AnyCORE
we decided to conduct the experiments with k-Means++ to compute clusters for the outlier
detection phase but also to emphasize the beneficial effects generated by the anytime related
adaptions like iterative outlier removal and anytime response. Furthermore, we used the Area
Under the Receiver Operating Characteristic Curve (ROC AUC)* score as evaluation metric for
our experiments. Based on rates, ROC inherently adjusts for the imbalance of class sizes typical
of outlier detection tasks.[23]

All experiments ran 100 times for each MORe++ due to k-Means++’s non-determinism. So it is
possible that for some timestamps only a few results were measured, depending on how much
time AnyCORE has needed to finish its computation. We took the average of these results for
MORe++ and compared them to the average result of AnyCORE with respect to the respective
timestamp. Whenever the intermediate result might change, we saved the current timestamp
and the current outlierCount Dim and calculated the outlier score for each timestamp after the
computation is finished. Due to saving timestamps and scores for anytime response, AnyCORE
needs partly more time than MORe++ (cf. Figure 3a, 3c and 3g).

*https://scikit-learn.org/stable/modules/generated/sklearn.metrics.roc_auc_score.html (18.07.2021)
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outlier_scoring | cluster_algo
ost k-Means
Glass 0.1 5
Lympho 0.4 2
Mnist 0.2 2
Musk 0.3 3
Optdigits 0.2 9
Shuttle 0.3 1
Smtp 0.4 1
SynthA 0.2 5
SynthB 0.2 5

Table 2: Empirically determined hyperparameters.

Result discussion. In this section we discuss the results of our experiments. We compared
the runtime and the quality of the outlier detection over time with the batch algorithm MORe++
and our adapted anytime version AnyCORE. As further described in the experimental setup
the outlier detection quality is represented by the ROC AUC evaluation metric, which gets
illustrated in Figure 3 and Figure 4. Results better than randomness are indicated by ROC AUC
Scores above 0.5.

The experiments showed that the result quality strongly depends on the data set. Observing the
result plots in Figure 3 and Figure 4 one recognizes that AnyCORE gets better the more time it
takes for computation. For the shuttle dataset in Figure 3d, our approach is even significantly
faster than MORe++. Lympho in Figure 3b, MNIST in Figure 3g and Musk in Figure 3a have
adequate results. The intermediate results are similar to the outcome of MORe++.

The plots of Glass in Figure 3f and Optdigits in Figure 3e are especially interesting, since in
those AnyCORE has partly much better intermediate results than MORe++. But these two data
sets also support the assumption from section 3 of potentially facing performance fluctuations
based on the alternating outlier removals. Thus more experiments and evaluations about
how the outliers behave and change during the iterations of AnyCORE are required. The
experiments on the synthetic data sets in Figure 3h, 4a and 4b just show that saving timestamp
and outlierCount Dim takes especially much time for many dimensions. AnyCORE is comparably
slow due to saving timestamp and outlierScore, but it provides intermediate results. Thus, for
massive complex data sets AnyCORE is a reasonable choice, if users are looking for an anytime
algorithm. Its comparison to MORe++ is more difficult, as MORe++ is often finished before even
the first intermediate results got provided, but AnyCORE is likely to deliver more refined results
with increasing runtime. Thus, before making a final decision, there should be evaluations
conducted for each individual data set in order to investigate how and when AnyCORE provides
better results.
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Figure 3: AnyCORE experiment results on base and real-world datasets.
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Figure 4: AnyCORE experiment results on synthetic datasets.

5. Conclusion

In summary, we introduced the Anytime Cluster Outlier REmoval algorithm AnyCORE, which
utilizes MORe++’s outlier detection approach relying on histograms of 1d-projections of sepa-
rately regarded clusters. Profiting from MORe++’s advantages of not depending on distance
measures to work in high-dimensional spaces and of non-exponential runtimes, AnyCORE
enhances this outlier removal algorithm by allowing users to interrupt and check intermediate
results at any time and to stop in case of reviewed results are considered satisfactory. The
experiments demonstrated, that dependent on the individual data set, our anytime version tends
to outperform its batch algorithm version MORe++. Since the AnyCORE convergence criteria
of the percentage of cluster jumpers? is independent of the underlying clustering algorithm,
further evaluations with alternative clustering methods than k-Means++ can be done in future
work. Furthermore, the partly fluctuating intermediate results could be addressed by a moving
average of the initialization values for the clustering algorithm. In addition to that, the current
implementation of the histogram-based outlier_scoring method could be replaced and evaluated
with alternative approaches like Kernel Density Estimation, which does not depend on the
number of bins. Moreover, the runtime of MORe++ as well as of the proposed method AnyCORE
would benefit furthermore from parallelization of the outlier detection and removal steps done
for each single dimension.
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Abstract—Group Anomaly Detection (GAD) identifies unusual
pattern in groups where individual members might not be anoma-
lous. This task is of major importance across multiple disciplines,
in which also sequences like trajectories can be considered as
a group. As groups become more diverse in heterogeneity and
size, detecting group anomalies becomes challenging, especially
without supervision. Though Recurrent Neural Networks are
well established deep sequence models, their performance can
decrease with increasing sequence lengths. Hence, this paper
introduces GADformer, a BERT-based model for attention-
driven GAD on trajectories in unsupervised and semi-supervised
settings. We demonstrate how group anomalies can be detected
by attention-based GAD. We also introduce the Block-Attention-
anomaly-Score (BAS) to enhance model transparency by scoring
attention patterns. In addition to that, synthetic trajectory gener-
ation allows various ablation studies. In extensive experiments we
investigate our approach versus related works in their robustness
for trajectory noise and novelties on synthetic data and three real
world datasets.

Index Terms—Group Anomaly Detection, BERT, Model In-
spection, Trajectories, Deep Learning, Artificial Intelligence

. INTRODUCTION

Group Anomaly Detection (GAD) is an important task
across many disciplines and domains like computational
fluid dynamics and computer vision [1, 2], mobility [3,
4], physics [5, 6], social networks [7] and many more. In
these domains, GAD is suitable for various types of group
anomalies. Since group member instances can be an arbitrary
representation, the GAD paradigm also applies to the detection
of anomalous sequences like trajectories, to which [8] refers
to as collective anomalies. Especially in the spatio-temporal
domain, Trajectory Anomaly Detection is a common task to
reveal abnormal behavior as the authors [9, 10, 3] confirm.

However, although sequential coordinates of a trajectory
obviously represent a group structure, the detection of individ-
ual anomalous trajectories has not been addressed as a group
anomaly detection problem yet and not at all with transparent
multi-head attention.

The current state of the art approaches for anomaly detection
on trajectories are recurrent neural networks (RNNs) like
LSTMs [11] and GRUs [12, 10], but the potential of deep
learning methods for Group Anomaly Detection has rather
been sparsely investigated. So far GAD tasks have more
likely been solved by generative topic models [13, 7, 1]
or SVM-based methods [14, 5, 4]. Despite recent advances,

Input Representation

©Or N W

bl
°

Fig. 1. GADformer trajectory representations on synthetic trajectory data -
on the left: 72 raw trajectory steps pn (=group members on) as part of gray
normal or red abnormal groups (=individual trajectories Am); on the right:
trajectory step embeddings en of one individual trajectory (=group G).

deep generative models got only involved in form of Ad-
versarial Autoencoders (AAEs) and Variational Autoencoders
(VAESs) [2] to perform GAD for images. [3] offers different
machine learning based algorithms to detect anomalous groups
of multiple trajectories, but does not identify the detection
of individual anomalous trajectories (a sequence of group
members) as group anomaly detection problem.

However, anomalous behavior is not ensured to just appear
within short trajectory segments. It is challenging for recurrent
neural networks, sometimes even LSTM and GRU, to learn
very long-term dependencies [10].

A further challenge for deep learning based group anomaly
detection on trajectories is, that although trajectory data is
highly available, it is rather weakly labeled or does not
overcome the nonground-truth problem [9] at all.

In order to tackle these challenges we introduce our ap-
proach GADFormer, a BERT[15] based architecture with
transformer[16] encoder blocks for attention-based group
anomaly detection on trajectories. Extending the idea of [16]
to optimize also image, audio or video sequence tasks by their
transformer approach, we identify transformer based models
for a sequence of trajectory points/segments as group member
instances of a group anomaly detection task as similarly bene-
ficial. Our model can be trained in an unsupervised as well as
in a semi-supervised setting so that there is no or only reduced
need for labeled trajectories. Furthermore, we introduce a
Block Attention-anomaly Score (BAS), which allows us to
provide an transparent view to the capability of the transformer
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encoder blocks to distinguish normal from abnormal trajectory
attention matrices. We show with extensive experiments on
synthetic and real world datasets that our approach is on par
with the state of the art methods like GRU or MainTulGAD,
an adapted version of [17] for GAD.

Hence, the contributions of our work can be summarized as
follows:

- Transformer-Encoder-architecture capable to perform
attention-based group anomaly detection in an unsuper-
vised and semi-supervised setting.

- ldentification of the detection of individual anomalous
trajectories as Group Anomaly Detection problem for
BERT based transformer models.

- Block Attention-anomaly Score for group anomalies
among aggregated attention pattern of multiple attention
heads providing transparency for model inspection.

- Extensive ablation and robustness studies addressing
noise, novelties and standard deviation.

The remainder of this work is structured as follows. Sec-
tion Il introduces the a formal description of the addressed
problem before in Section Il the architecture, training and
model transparency of GADFormer is proposed. The experi-
ments in Section IV demonstrate relevance and suitability of
our approach across multiple domains and Section V distin-
guishes our approach from related work. A final summary of
the paper as well as an outline to future work is given by
Section VI.

Il1. PRELIMINARIES AND PROBLEM DEFINITION

This section provides preliminary terminology and defini-
tions used in this work if not referenced otherwise.

A. Preliminaries

Group Anomaly Detection (GAD) aims to identify groups that
deviate from the regular group pattern[2].

Group is a set or sequence of at least two group member
instances.

Group Member Instance is an arbitrary data entity described
by a n-dimensional feature vector as part of a group.

[Group Anomaly or] Collective Anomaly refers to a collection
of data points that belong together and, as a group, deviate
from the rest of the data.[8]

B. Problem Definition

The definitions for GAD align with [2] for deep generative
models, but got partially a different notation to emphasize its
suitability for group anomaly detection on individual trajecto-
ries. The GAD problem is described as follows:

Let X, X be an instance with X = (X1, X2, X3, ..., XN)
and xn = (a1, az, as, ..., ay ) with attribute a, [, the feature
space, with
C1 .

[_cdntinuous, a, [RI
iscrete,a, [NI
tegorical,a, [{0,1}

ay =

Be Xn,,, a group member instance o; of the mth group Gm
with

Gm = (01,02, 03, ..., ON,,) 1)

and Dcap a group anomaly detection dataset, which is a
set G of all groups:

Dgap = (61,62, Gz, ...,Gm) )

The objective of the group anomaly detection task is to
distinguish normal in-distribution groups from abnormal out-
of-distribution groups Ga with the help of a pseudo group
G(re) as an approximated reference for normal in-distribution
groups. Therefore, a characterization function ¥ with

fo : RN™*V _ RP ®3)

and an aggregation function g with

go : RP - RP 4)

compose to

GreM = g4 (fo(G)) (5)

where fo maps the groups Gn to D-dimensional fea-
ture vectors representing the relationship characteristics of
its group members o; and g, aggregates them to one D-
dimensional feature vector representing one reference G(re")
for the distribution of normal groups.

Finally, the abnormality of a group is defined by a group
anomaly score Yscore Measuring the deviation by a distance
measure d(-,-) = 0, between G, and the normal group
reference G(re™), Thus, the abnormality score yscore is defined
as follows:

Yscore = d(G(ref)1 Gm) (6)

whereby the decision between normal and abnormal groups
is defined by a threshold y with

_ 1, Yscore=Y
Yiavel = o gtherwise Y

Having the group anomaly detection problem described
according to [2], we also elaborate on the task of trajectory
anomaly detection aligning with the notations of [3] with
their slightly different problem of group trajectory anomaly
detection instead of the here described individual trajectory
anomaly detection:

A trajectory point p is defined as

p = (a1, a2, az,...,av) (8)

A trajectory point embedding e is defined by input embed-
ding hy (cf. Figure 1) for each point p as

e = hi(p) ©9)
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Since word sentences and trajectories can both be consid-
ered as sequences we create BERT-based embeddings [15]
for trajectories by defining trajectory segments s; with e.g.
S1 = (e1,€2),S2 = (es,ey),... for S segments of segment
length Ls = 2, which represent local sequences within a
trajectory. In addition to that, each segment s; is mapped
to a segment embedding h,, which acts as an offset for
each related trajectory point embedding en. The sum of both,
segment member e, and segment embedding h,, is denoted
as trajectory segment part sp with

SPi.n = en + ha(Si) (10)
A trajectory A is defined as
Am = (SP11, SP12, SP23, SP24, -1 SPSNm) (11)
A trajectory dataset Dy 4 is defined as
Drraj = (A1, N2, N3, ..., A1) (12)

By considering the task of detecting abnormal individual
trajectories as group anomaly detection problem, the following
associations are identified:

A trajectory Am applies to the semantic of a group Gm
by considering trajectory segments s in form of its segment
parts sp as group members 0. They are represented by point
embeddings e adding a shared segment embedding h, as
offset (cf. Eq. 10). The embeddings e represent trajectory
points p and a trajectory point p; is associated with an
instance Xp.

Thus, individual abnormal trajectories can be detected sim-
ilarly to the group anomaly detection problem (cf. Eq. 5 and
Eq. 6) as follows:

A0 = g (fo () (13)

Yscore = d(/\(ref)’ Am) (14)

After revealing the associations between the GAD approach
of [2] and our approach for trajectories, also our proposed
GADFormer approach (cf. Section I1) shows the potential to
be trained for each arbitrary group anomaly detection problem
on sequences or non-ordered sets, as far as a group to member
relationship exists.

I1l. GADFORMER

In this section we propose GADFormer, a deep BERT
based transformer encoder model architecture for attention-
based Group Anomaly Detection (GAD). After we showed in
Section Il by the example of [2] theoretically that the GAD
problem can also be applied to trajectory coordinates, we
introduce in this section with GADFormer a new deep GAD
model and demonstrate its performance on trajectory datasets
in Section IV. Figure 2 provides an overview to its model ar-
chitecture in combination with examples of 2D trajectory point
inputs, but also high-dimensional group members (trajectory
points) are possible.

A. Architecture and Loss Objective

Differently to the GAD characterization and aggregation
function (cf. Eq. 3 and Eq. 4) of the deep generative models
of [2] our deep GADFormer W models the characterization
and aggregation functions as follows with

W qu(fe(/\m)) - ﬁm-

The characterization function fg of GADFormer maps
the bidirectional relationships between group members o;
of a group Gn, (representations of segment parts sp of a
trajectory Am) to a multi-head self-attention-weight feature
map bg,,, representing the behavior of an individual group
(an individual trajectory path pattern). This is realized by
a BERT [15] encoder, a composition of layers (h; and hy)
for input embedding, positional encoding and multi-head self-
attention blocks (cf. Figure 2) using group member embed-
dings pe as input tokens. In order to extend the possible value
range for an improved feature extraction, we replace the ReLU
activation function of the standard FFN of [16] with Tanh.

(15)

b/\m = fo(Am)

The aggregation function g of GADFormer approximates
instead of a distribution for normal group representations
G(re™) with distance measure d a probability pq, for abnormal
group behavior (abnormal trajectory path pattern). This is
realized by non-linear layer blocks (2 linear projections with
ReLU and a final output layer with linear compression and
Sigmoid non-linearity) as part of the task output block g,
which maps the group behavior characteristics ba,, to a task
specific feature map representation za,,,.

(16)

Zpnm = 9o (bA,,) (17)

After compression, the sigmoid function maps representa-
tion za,, to a probability pm for group abnormality, with
Ppm [0, 0.5] for normal groups and p, [J05, 1] for abnormal
groups (trajectories).

Pm = 0(zAm) (18)

Because of the rare label availability for trajectories, the
loss objective of GADFormer is defined for an unsupervised
and semi-supervised learning setting assuming the majority
of instances to be normal. Therefore, we define the binary
cross entropy loss Lgcge as our loss function (cf. Eq. 20). We
consider this loss function as a suitable choice, since entropy
H(pm) as a measure of unpredictability is H(pm) = 1 when
the model is most uncertain about its abnormality prediction,
and H(pm) = 0 when the model is very certain about its
abnormality prediction.

1
Ll pm =05

H(pm) = Pm =0 [k =1 (19)
':?6', 1[, otherwise
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Fig. 2. GADFormer architecture overview.

Due to the heavily imbalanced learning setting with a
large majority of normal groups (trajectories) one can neglect
the minority of abnormal groups (trajectories) and set a fix
auxiliary target probability p,, = 0 for certain normal-
predictions (H(pm) = 0) for the majority of normal group
probabilities pm. In case the model faces true abnormal
groups, then it is rather uncertain about its decision yielding
a probability close to pm, = 0.5 resulting in a high entropy
loss, whereas true normal groups, on whose pattern the model
is trained, result in a low entropy loss for p, = 0.

T i ~
Lece = vl Pml0gs(Pm) + (1 — Pm)10gs(1 — Prm)
m=1
PP
T s
Lece = M logh(1 — Pm)
m=1

(20)

Since in our setting the model effectively predicts only
abnormality probabilities for the range of normal groups with
pm [ID,0.5], where f, = 0 means that a group (trajectory)
is not abnormal at all, the abnormality of a group is defined
by a group anomaly score Yscore = Pm for our GADFormer
approach.

B. Training

Anomalous trajectories are rare by definition and labeling by
domain experts tends to be rather expensive. We address this
challenge by two different learning settings which are: 1) Un-
supervised learning, which requires no labels at all under the
assumption that the ratio of anomalous trajectories is low and
has no remarkable influence during model training. 2) Semi-
Supervised Learning, which relies on verified normal samples

only. As proposed in the section before, these learning settings
allow us to set a fix auxiliary target probability pm = 0, so
that no ground truth for abnormal trajectories is needed for
the GADFormer training. In order to let fy learn expressive
representations for go we start the training with frozen task
layers, which get unfrozen as soon as validation loss stops
decreasing. Furthermore, we use early stopping, learning rate
scheduling ReduceOnPlateau and RAdam for optimization.
Please see our supplementary material® for further details.

C. Model Transparency

Deep learning models are known to be rather complex and
their training usually requires a deep understanding for its
model architecture, losses, preprocessing and data distributions
to take the right decisions for fine-tuning, but still then
it partially remains a blackbox as more layers, blocks and
parameters exist.

In order to achieve a higher model transparency addressing
CHG6, one of the main deep anomaly detection challenges
of [18], we introduce a Block Attention-anomaly Score (BAS)
for our GADFormer model. BAS can be seen as a further
interpretable explanator for Model Inspection, solving a so
called Open-The-Box-Problem[19], which allows to indicate
how each layer of the transformer encoder model contributes
to distinguish inputs of different ground truth classes. Class-
overlapping scores in the final layer are a potential indicator
for false positives and negatives respectively. Hence, BAS
enables for model inspection with the goal of identifying
optimization potential in the model architecture using atten-
tion matrix scores deviating from the attention matrix score
mean without plausible correlation to its ground truth and
neighboring ground truths. BAS follows the assumption that

Lhttps://github.com/lohrera/gadformer
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in case of the aggregated attention of a group of layer heads
is anomalous then also the model input, in our case the group
member instances of a trajectory, is anomalous. Considering
the example of Figure 3 for a good model performance, this
assumption holds for the majority of abnormal inputs across
nearly all layers, especially for the final layer in which the
amount of false positives decreases.

011803 |roc:0.98|auprc:0.913|FPR:0.104|TPR:0.794

no
— ab
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Block-Attention-anomaly Score

02
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Enceder-Block-Layer
Fig. 3. BAS in case of good model performance.
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Fig. 4. BAS in case of bad model performance.

BAS represents in a transformer encoder block layer a multi-
head-attention group anomaly by the ratio between distance
of an aggregated block attention matrix am, and its normal
block average ap and distance of ay to the average of topN
abnormal aggregated attention matrices agopn b (Cf. line 10 of
Algorithm 1). This allows to show the capability of a trans-
former encoder block layer to 1) generally distinguish pattern
of different groups (trajectories) and 2) to separate between
normal and abnormal groups of attention head weights for
individual trajectories (groups). Therewith BAS is different to
the work of [20], which aims to identify single feature-relevant
attention heads by maximum attention weights and histograms
instead of using average attention distances.

Since the cells of an attention matrix amnp contain the
scaled dot product of gmn and kmn (two projected group
embeddings projected from input tokens pe, cf. Figure 2),
their similarity weights the importance of the bidirectional
relationship of a group member pair in different heads h and

with that, focuses with different views to the behavioral pattern
of a group (trajectory path pattern in the context of the task
of GAD on individual trajectories), whereas its concatenated
projected dot product with the third projected group member
embeddings vm,n provides the overall-importance-weighted
attention output matrix O, , emphasizing task relevant pattern
of a concrete group m (task relevant trajectory path segments
of an individual trajectory Apm,).

After emphasizing the role of the attention mechanism,
we describe in Algorithm 1 how to calculate BAS in detail.
The inputs of this algorithm are the attention matrices a of
the transformer encoder blocks and the euclidean distance
measure. Further parameters are the ratio for the top N
abnormal groups, block index b and the amount of groups M.

Algorithm 1 BAS Algorithm Pseudo Code
Input: group attention matrices a, distance measure d
Parameters: ratiogpn = 0.05, block b, groups M
Output: block attention-anomaly scores bas
1 amb = H(@m,hb)
. if training then
tmp_ap = 4(am,b)
topN = [ratiopn W L]
idx_a, = rank(d(am p, tmp_ay), topN, dsc)
idx_np = idx_all \ idx_ay
global  atopn,b = H(@m p[idX_ay, 3, :])
global ap = p(am,plidx_ny,:,:])
:end if
: basm p = min(1.
. return bas

© N2 RE®ODN

d(@m,b,av) )
! d(atc»pN b,ab)

e
(BN S)

The average attention matrix am p for a group m in heads h
is calculated for all attention matrices am np (line 1). During
training also their temporary average tmp_ay, over all groups is
calculated (line 3) to obtain their topN most distant abnormal
group indices idx_ay (line 5), whose difference to all indices
result in the remaining normal group indices idx_n, (line 6).
Based on these indices a global average attention heads mean
for normal (ay,) and abnormal (atpn,b) head attention averages
is calculated (line 7-8) during training in order to have a solid
normal and abnormal representation for distance calculation.
Next, the distance between a group attention matrix am p to
the normal group attention matrix average a, as well as the
distance between the normal group attention matrix average
ap and the abnormal group attention matrix average agopn,b
is used to request the ratio between both which represents the
Block Attention-anomaly Score basm p (line 10-11). Figure 3
shows, that the first encoder block layers (0-2) are not able to
distinguish between normal and abnormal trajectories whereas
in the last layer the amount of potential false positive scores
gets less indicating a better capability of the model to attend
to features of abnormal trajectories. The BAS within the
layers of Figure 4 indicate that the model is over all layers
not really able to distinguish between normal and abnormal
trajectory scores, not even between the characteristics of single
trajectories within the class of normal trajectories.
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In summary, the BAS provides us a view to the transformer
encoder block layers for model inspection and allows us to
reason reasonable changes to hyperparameters and model ar-
chitecture to improve the performance of the model. Providing
a further answer to ”Do Transformer Attention Heads Provide
Transparency in Abstractive Summarization?”[20], we are able
to provide attention block transparency in terms of which
degree the averaged attention of a group of self-attention-heads
within one layer is normal or abnormal.

IV. EXPERIMENTS

In this section we evaluate the performance of our GAD-
Former approach on synthetic and real-world datasets and
compare it against related works like GRU and MainTulGAD,
whose approaches are state of the art methods for individual
trajectory anomaly detection. For details related to datasets,
architectures, hyperparameters, results and code see our sup-
plementary material®,

A. Experimental Setup and Datasets

For our experiments we tested our approach on synthetic
datal and three real-world datasets, i.e., amazon driving
routes?, Deutsche Bahn cargo container routes® and brightkite
checkin routes * (cf. Table ). The synthetically generated
trajectory dataset consists of trajectory steps, one per row,
where each has an id, sequence step, xcoord, ycoord, and
a label whether its trajectory (=group) is anomalous (1) or
normal (0).

All hyperparameters are empirically selected by grid search
based on validation loss convergence and additionally vali-
dated by model inspection with our proposed block attention
anomaly score (cf. BAS Algorithm 1) in order to find ideal
training parameters and a model architecture avoiding overfit-
ting or insufficient model complexity.

The code for GADFormer is implemented in Python utiliz-
ing PyTorch. For best possible comparison, the architecture
for GRU is identical to GADFormer except using GRU-
layers instead of encoder block attention layers and only
input embedding (cf. Eq. 9) instead of BERT segmentation.
Our MainTul [17] version (MTGAD) uses kNN-trajectory-
augmentations and a student-teacher-architecture for feature

2https://github.com/amazon-science/goal-gps-ordered-activity-labels

3https://data.deutschebahn.com/dataset/data-sensordaten-schenker-
seefrachtcontainer.html

“https://snap.stanford.edu/data/loc- brightkite.html

TABLE |
DATASET OVERVIEW.

dataset setting all  normal abnormal trajLen
synthetict unsup 3400 3083 317 72
synthetic! semi 3400 3271 129 72
amazon? unsup 805 760 45 72
amazon? semi 776 760 16 72
dbcargo® unsup 272 229 43 72
dbcargo® semi 245 229 16 72
brightkite* unsup 2241 2033 208 500
brightkite*  semi 2108 2033 75 500

extraction like the original, but adapts to sequential trajectory
coordinates instead of time-dependent categorical checkins.
These approaches represent the technically most related work
for a fair comparison. Extended results with less related
traditional methods can be found in supplementary material®,

B. Evaluation

For the evaluation of our model, we follow the goals of
having a low miss rate (false negatives) as well as achieve
as less false alerts (false positives) as possible. In addition to
that, the quality of the model scores needs to be evaluated.
Therefore and to be comparable to related approaches, we
evaluate the model performance by AUROC and AUPRC.

- TPR=T2,FPR=EF;FNR=1-TPR

- Precision = s Recall = 5[0+
- AUPRC = AP = Precision vs. Recall
- AUROC = TPR vs. FPR

C. Results and Discussion
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Fig. 5. Robustness results for synthetic and real world datasets of Table II.
Span shows the stddev of 10 seeds; cross is the used mean performance.

Our approach GADFormer (GADF) outperforms related
works GRU and MainTulGAD (MTGAD) on all synthetic
and real world datasets in terms of AUROC and AUPRC
except for AUPRC on dbcargo for which an approach like
GRU could achieve a better performance for both un- and

TABLE I
RESULTS ON SYNTHETIC AND REAL WORLD DATASETS FOR
(U)NSUPERVISED- AND S(E)MI-SUPERVISED SETTING (CF. FIGURE 5).

dataset amazon brightkite dbcargo synthetic
auroc auprc auroc auprc auroc auprc auroc auprc

U GRU 0.642 0.539 0.786 0.552 0.718 0.664 0.775 0.431
MTGAD 0.956 0.872 0.907 0.656 0.779 0577 0.87 0.371
GADF  0.997 0.955 0.948 0.672 0.797 0.478 0.982 0.887

E GRU 0.545 0.394 0.711 0.396 0.701 0.64 0.799 052
MTGAD 0.445 0.325 0.887 0.604 0.678 0.526 0.889 0.549
GADF 0.998 0.976 0.933 0.612 0.801 0.507 0.997 0.982
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TABLE Il
RESULTS ON SYNTHETIC DATASET WITH NOISE ABLATIONS FOR
(U)NSUPERVISED AND S(E)MI-SUPERVISED SETTING

exp noise .0 noise .2 noise .5
auroc auprc auroc auprc auroc auprc

U GRU 0.766 0.514 0.731 0.383 0.626 0.165
MTGAD 0.869 0.376 0.822 0.256 0.717 0.149
GADF 0.97 0.892 0.949 0.831 0.863 0.537

E GRU 0.788 0585 0.759 0.479 0.665 0.223
MTGAD 0.952 0.766 0.89 0.547 0.792 0.316
GADF 0.989 095 098 0.919 0.944 0.803

TABLE IV
RESULTS ON SYNTHETIC DATASET WITH NOVELTY ABLATIONS FOR
(U)NSUPERVISED AND S(E)MI-SUPERVISED SETTING.

exp novelty .0 novelty .01  novelty .05
auroc auprc auroc auprc auroc auprc

U GRU 0.766 0.514 0.832 0.585 0.818 0.496
MTGAD 0.882 0.42 0.935 0.588 0.923 0.504
GADF 0.97 0.892 0.978 0.865 0.969 0.726

E GRU 0.788 0.585 0.849 0.652 0.841 0.574
MTGAD 0.964 0.802 0.977 0.867 0.97 0.797
GADF 0.989 0.95 0.986 0.921 0.986 0.841

semisupervised settings. Considering Figure 5 and Table II,
GADFormer demonstrates its stability across all datasets with
lowest standard deviations over 10 seeds. For datasets ama-
zon, brightkite and synthetic its AUROC standard deviation
is close to zero. AUROC performances over 0.8 on real-
world datasets in semisupervised settings highlight its rele-
vance for real-world-domains, especially for amazon routes
for which it achieved performances over 0.95 for all metrics.
Also on brightkite (a dataset with long sequences of 500
steps) showed our transformer-based approach still the best
performance, demonstrating its superiority against GRU and
MTGAD which both are at least partially based on recurrent
neural networks. MTGAD with its self-supervised augmented
KNN-trajectories and its combined student-teacher-approach
of LSTM and multi-head attention shows performances close
to but slightly weaker than GADFormer except for AUPRC
of dbcargo. In ablation studies for detecting noise-distorted
and novel anomalies shows GADFormer a comparable strong
performance even for high noise and novelty ratios from 0 up
to 0.5 or 0.05 respectively (cf. Table 111 and Table IV). Summa-
rizing, compared to related work, GADFormer (GADF) can be
considered as a robust approach, but despite its strong false
and miss alert rates (evaluated via AUROC and AUPRC) it
depends on the domains if these performances are sufficient.

V. RELATED WORK

Reviewing the literature for most related approaches, we
could identify the following related work, which gets dis-
tinguished from our approach within this section. Instead of
considering the detection of individual trajectory anomalies as
a Group Anomaly Detection problem as our approach does,
the vision in the works of [21, 22] is to observe trajectories as
a NLP problem. They map trajectory coordinates to hexagon-
based hexadecimal-words as input for pretrained BERT mod-

els for several tasks, but do not provide a concrete model
architecture for group anomaly detection based on projected
trajectory segments as BERT-based embeddings. Another work
of [17] uses for the task of Trajectory-User-Linking (TUL),
instead of GAD, a combination out of RNN and transformer
network with cross entropy loss but compared to our approach,
they do not take trajectory coordinates and segments into
account and the model lacks in layer transparency. Addressing
long-range trajectory anomaly detection as well the work
of [23] proposes an unsupervised normalizing flow (NF)
model. They utilize trajectory segments and negative log-
likelihood as well but use it in combination with NF-based
density estimation. The work of [24] introduced the problem
of group trajectory outlier detection (GTOD), which is also
addressed by [3], and provide the approach CDkNN, which
creates DBSCAN-based microclusters, pruned by KNN and
scored with a specific pattern mining algorithm. However, both
works perform anomaly detection while considering complete
individual trajectories as group members, whereas we address
the slightly different problem of considering single trajectory
points as group members for the problem group anomaly
detection. The work of [25] proposes a model for content-
aware anomaly detection on event log messages instead of
anomalous trajectories as our approach. Their approach takes
additionally the content of the messages into account and
allows to run it, as our approach, by the task-specific encoder-
part or, differently as ours, by the typical BERT[15] encoder-
decoder architecture. Summarizing the identified related work,
there is best to our knowledge no transparent attention-based
transformer-encoder-approach for group anomaly detection on
coordinates-based trajectories.

V1. CONCLUSION

In this work we proposed GADFormer, a transformer-
encoder-architecture, capable to perform attention-based group
anomaly detection in an unsupervised and semi-supervised set-
ting. We emphasized, how the detection of individual anoma-
lous trajectories can be solved as a Group Anomaly Detection
(GAD) problem for BERT based transformer models. Further-
more, we introduced BAS, a Block Attention-anomaly Score to
allow model inspection for transformer encoder blocks for the
task of GAD and improve with that its transparency in terms of
answering to which degree the attention of the group of self-
attention-heads is normal or abnormal. Extensive ablation and
robustness studies addressing trajectory noise and novelties
on synthetic and real world datasets demonstrated, that our
approach is on par with related attention-based approaches like
GRU. Further potential for improvement could be to approx-
imate a normal-group-distribution instead of abnormal-group-
probabilities by the output-block of our model, combining the
attention-based group pattern extraction of our approach and
the group anomaly scoring and loss objectives of [2]. Vice
versa, with appropriate preprocessing, the performance of the
GADFormer model architecture could also be evaluated on
image data, audio or text data. Moreover, the reliability of
the probabilities of our approach could be further investigated
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according to the work of [26] as well as the relevance of single
group member instances for a specific model prediction.
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ABSTRACT

Group anomaly detection in terms of detecting and predicting ab-
normal behaviour from entities as a group rather than as an indi-
vidual, addresses a variety of challenges in spatio-temporal envi-
ronments like e.g. traffic and transportation systems, smart cities,
geoinformation systems, etc. They provide information about a
commonly large number of individual entities. Examples for such
entities would be airplanes and drones, vehicles, ships but also
people, remote sensors and any other information source in interac-
tion with the environment. However, as point anomaly detection is
quite common for revealing the abnormal behaviour of individual
entities, the collective behaviour of the individuals as a group re-
mains completely uncovered. For example potential for traffic flow
optimizations or increased local traffic guideline violations cannot
be detected by one single drive but by considering the behavior of
a group of vehicle drives in this area. With this work-in-progress
we elaborate the potential of group anomaly detection algorithms
for spatio-temporal collective behaviour scenarios in smart cities.
We describe the group anomaly detection problem in the context
of urban planning and demonstrate its effectiveness on a public
real-world data set for urban rental bike rides and stations in and
around Munich revealing abnormal groups of rides, which allows
to optimize the rental bike accessibility to the population and with
that to contribute to a sustainable environment.

CCS CONCEPTS

« Computing methodologies -~ Anomaly detection; Search
methodologies; Machine learning approaches; « Information
systems — Spatial-temporal systems.

KEYWORDS

group anomaly detection, collective anomaly detection, smart cities,
urban planning, machine learning, artificial intelligence
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1 SPATIO-TEMPORAL COLLECTIVE
BEHAVIOR SCENARIOS

In times of an increasingly growing world population regions and
living areas without information providing people, species, devices
and sensors are becoming rare. Burdening the planet on the one
hand-side spatially exhaustive and continuously available informa-
tion enables for sustainable counter-steering measures like environ-
mental monitoring, earth observation or other resources optimizing
initiatives like smart cities, intelligent transportation systems and
others. What all these application areas have in common, is the fact
that they can support many of their goals effectively by considering
information from individuals as a group instead of, or additionally
to, as a single entity. The information of entities as members of
a group represents together a collective behavior, which can be
further differentiated as normal or abnormal group behavior. In
spatio-temporal environments there are various scenarios in which
abnormal group behaviors are desired to be uncovered. The follow-
ing examples provide a short overview of groups with potential
abnormal behavior. Images of human crowds like travelers, tourists,
event visitors, etc., which are moving or behaving differently as ex-
pected can disclose infrastructure capacity shortages or pandemic
developments after contact tracking. In the wildlife, remote sensors
and images of herds, swarms or packs of animals or organisms
can abnormally share or visit unexpected areas at unusual times,
move together, etc. which allows to infer populations, living area
circumstances or species interactions. Furthermore, GPS and op-
eration sensors from fleets of airplanes, vehicles or ships showing
abnormal fuel, energy or wearing part consumption can provide
insights about route environments, changes according to driving
guidelines or routes. Considering economical domains, the group
behavior of salesmen, suppliers and customers (positioning, tra-
jectories, location-based sales or purchases, etc.) at a shop, market
or trade fair hall or at any other arbitrary urban region has the
potential to reveal abnormal positive or negative environmental
influences for purchases or sales. In logistic or grocery manufactur-
ing locations allow RFID chips and other remote sensors to uncover
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global issues related to maintenance, supplier quality or operation
and hence to avoid negative impacts to the urban supply chain.

Trying to detect abnormal behavior as described in the aforemen-
tioned scenarios, traditional point anomaly detection algorithms
would tend to fail since they are only classifying and scoring single
instances as anomalies and neglect to consider behavioral depen-
dencies within the group context.

For modeling and detecting group behavior in static and dy-
namic scenarios the framework of Toth et al.[8] refers to three
sub-problems: 1) definition of group structures and relationships,
2) quantification of statistical properties and 3) change/deviation
detection and scoring e.g. by hypothesis tests, discriminative or
generative models. Group structures are either known upfront or
obtained after clustering. In a subsequent step groups can be scored
based on properties like density, orientation or shape, and also
in combination with given contexts, e.g. time, location or other
contextual subspaces.

Differently to statistical testing (e.g. [9]), established svm-based
methods (e.g. [6], [7]) or deep learning approaches (e.g. [1], [5],
etc.) learn group representations and score groups based on given
distance measures or loss functions to distinguish between normal
and abnormal groups.

In this work-in-progress we elaborate the potential of group
anomaly detection (GAD) approaches for spatio-temporal collec-
tive behaviour scenarios in smart cities. We distinguish between
instance- and distribution-based group anomaly detection, describe
the group anomaly detection problem in the context of urban plan-
ning and demonstrate its effectiveness in scope of a case study on
real-world mobility information.

The contributions of this work-in-progress can be summarized as
follows:

 introduction of GAD as machine learning approach for spatio-
temporal collective behavior detection in smart cities
* case study: distribution-based GAD as optimization approach
for urban planning
* public real-world dataset for GAD on spatio-temporal mo-
bility information of urban bike rentals
The remaining chapters of this paper are Section 2 introducing
the GAD preliminaries, followed by Section 3 demonstrating the
potential of distribution-based GAD for urban planning in smart
cities by a case study before Section 4 describes experiments and
results. The paper summarizes with a conclusion in section 5.

2 PRELIMINARIES

In this section we describe the differences between point-based and
distribution-based group anomalies (cf. Foorthuis [3] types VII-i
and VII-j) and provide a common understanding for the definition
of the group anomaly detection problem.

2.1 Point- and Distribution-based Group
Anomaly Detection

Chalapathy et al.[1] describe a "point-based anomalous group [as]

a collection of individual pointwise anomalies that deviate from the

expected pattern”. In contrast, a point-wise anomaly is considered

as a single abnormal data point or outlier. A further definition of
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Xiong et al. [10] describes a "point-based group anomaly [as] a
group of individually anomalous points". These are also known
as Micro-Clusters. Differently to point-based group anomalies the
distribution-based anomalies, whose detection is of main interest
in scope of this work to optimize urban planning, allow also normal
points as part of abnormal groups. In the work [1] Chalapathy et al.
mention that "distribution-based group anomalies [...] are seemingly
regular however their collective behavior is anomalous”. In addition
to that the work of Xiong et al. [10] describes "a distribution-based
anomaly [as] a group where the points are relatively normal, but as
a whole they are unusual". As an example for type VII-j), Figure 2
shows in red the distributions for our case study.

2.2  Group Anomaly Detection Problem

For a better understanding of the common Group Anomaly De-
tection Problem a formal definition is provided in the following
according to the notion of Chalapathy et al. [1] and Kuppa et al.[5]:

Group Anomaly Detection requires groups G = {G,,L}Am’fz1 where
the mth group contains Ny, instances with

Gm = (Xno) RNm>V (1)
where Xp,, is the oth feature (v = 1,2,...,V) of instances n (n =
1,2,..., Ni) in the group Gp,, R is a continuous value domain. The
total number of individual instances is N = ZAm/I:l Np,.
In GAD the behavior or properties of the mth group is captured by
a characterization function denoted by f : RNm*V _, RD where D
is the dimensionality on the transformed feature space.

After a characterization function is applied to a training dataset,
group information is combined using an aggregation function g :
RM xD | RD

A group reference is composition of characterization and aggre-
gation functions on the input groups with

Gef) = g[{f (Gm) ¥, @)

Then a distance metric d(,©) = 0 is applied to measure the
deviation of a particular group from the group reference function.
The distance score d (G(r ef), Gm) quantifies the deviance of the
mth group from the expected group pattern where larger values
are associated with more anomalous groups.

3 CASE STUDY: DISTRIBUTION-BASED GAD
AS OPTIMIZATION APPROACH FOR URBAN
PLANNING

3.1 Domain and Motivation

Smart cities[2] are commonly defined by the six aspects people,
living, economy, mobility, environment and governance. This case
study has its focus especially on the mobility aspect with the goal of
demonstrating the effectiveness of distribution-based group anom-
aly detection for revealing optimization potential for urban plan-
ning.

In this scope the study investigates in the optimization of rental
bike rides and returns in the area of Munich. The Munich Transport
Association (MVG)! offers with "MVG Rad"? a bike rental service

!https://www.mvg.de
Zhttps://www.mvg.de/services/mvg-rad.-html
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to the population allowing its users to rent a bike from a pool of
4500 bikes by booking it via the related service app. According to
the MVG rental guidelines® there is a differentiation between free
and non-free return regions* (cf. Figure 1). In free return regions
users are allowed to return the bike at one of the 300 bike rental
stations but also at well visible self-selected places. In non-free
return regions bike returns are only allowed at a bike rental station.
Otherwise the user gets charged with an extra fee for the return of
the bike by MVG. Although these guidelines reasonably care for
service accessibility the question arises if there is further potential
for improvement considering the actual spatial rental bike ride and
return behavior of different bike ride groups.
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Figure 1: Map of Munich illustrating the borders between
non-free and free return regions (free inside the polygons)
with the city of Munich on the left and the free return region
satellite of TU Munich on the right.*

In order to demonstrate the effectiveness of distribution-based
group anomaly detection for revealing optimization potential in
the scope of public rental bike rides for which there is usually no
ground truth information about actual group anomalies available
the following research questions arise:

RQ1 How is it possible to detect abnormal groups of bike rides by

distribution-based GAD with unsupervised machine learn-

ing methods?

How is it possible to define meaningful group structures for

distribution-based GAD on bike rides?

RQ3 How to model normal and abnormal group behavior for
distribution-based GAD on bike rides?

RQ4 How can GAD model predictions of abnormal bike ride
groups be used to optimize urban planning?

RQ2

For investigation in these research questions the study uses the
continuously updated and publicly available real-world datasets
provided at MVG Rad website?. These MVG Rad datasets contain
bike ride information for rental start and end like time, GPS loca-
tion (longitude and latitude), rental and return bike station name
(e.g. Josephsplatz) and flag (GPS location matches station location

Shttps://www.mvg.de/services/mvg-rad/mvg-rad-agb.html
*https://www.mvg.de/dam/jcr:d8d39828-995f-4d6a-892b-7466d041ab3b/
geschaeftsgebiet-mvg-rad.pdf
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yes or no) for the years 2015 to 2021 - in total 3342060 bike rides.
All information provided ensures the anonymity of the bicyclists.
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Figure 2: Illustration of normal return region ride distribu-
tions on the left and abnormal distributions on the right.
(considering only returns of red non-free return region dis-
tributions and excluding green free return regions)

In this domain (group) behavior is represented by transportation
activities of GPS equipped rental bikes providing its location only
from the start and end location of a rental bike ride together with
the related date and time. For this study this information is the
foundation to learn patterns of spatio-temporal behavior.

3.2 Methodological Approach

Before distribution-based GAD can be applied in the context of
urban planning the GAD problem is required to be defined accord-
ingly to the given problem domain of rental bike rides.
Definition of groups and group members: Empirical analysis re-
vealed that there are differences in the distributions of bike ride end
locations (cf. Figure 2) of bike rides with specific rental bike stations
as start location with station name as GID. Thus transportation ac-
tivity groups can be represented by rental bike stations as start loca-
tion whereas the corresponding bike rides shape the group as group
members. The behavior of a member of a group Gy, is described
by xm [CR? with xmm = (XEndLom» XEndLat) @S feature vector. In
order to represent the collective behavior of all group members the
covariance matrix X, is calculated for all group members x,, and
transformed as group feature vector xE = (011, O12p> 021,05 022,,)
with x[! CR* representing the covariance of the distributions of
GPS locations where the bike got returned. (RQ2)

Definition of normal and abnormal group behavior: Although
different covariances are likely to get distinguished by distribution-
based GAD methods they have semantically no meaning for opti-
mizations in urban planning. Considering distributions of rental
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stations (start locations) of free and non-free return regions one
recognizes that the majority of rentals from free return regions
also end in free return regions (cf. Josephsplatz or SWM Zentrale
in Figure 2). According to the domain guidelines that in non-free
regions bike returns are only allowed at bike stations the variance
of return coordinates is expected to be very low. Nevertheless there
are rental bike stations in non-free return areas which show fre-
quent bike rides with high variance return coordinates of frequently
visited points of interest (cf. Figure 2 with e.g. Moosach, Klinikum
Grofhadern), which is normal behavior from user perspective but
abnormal behavior according to the domain guidelines. Rental sta-
tions with high variance bike rides to rarely visited points of interest
remain considered as normal. (RQ3)

Model Selection for distribution-based GAD: Due to the non-
availability of verified labeled group samples we choose an unsu-
pervised machine learning approach to distinguish between nor-
mal and abnormal group distributions. Related but different to the
One-class support measure machine (OCSMM)[6], introduced as
generalization of One-Class Support Vector Machine (OCSVM)[7]
for distribution-based GAD, we formulate the group behavior by
the covariance matrix X, for group member feature vectors x as
described in the RQ2 paragraph above. The group feature vectors
x,%‘ act as reshaped covariance matrices as training samples repre-
senting group distributions by following the top-down approach as
well. In order to detect abnormal bike ride group distributions with
high variant but frequently appearing end location coordinates our
method of choice is OCSVM in combination with our covariance-
based group feature vector x,‘%‘ and with the radial base function
(RBF) as non-linear kernel method. (RQ1)

4 EXPERIMENTS

4.1 Experimental Setup and Evaluation

For evaluation of our approach we use the MVG Rad dataset intro-
duced in section 3.1 for the years 2015 to 2018 (1247057 samples)
and pseudo labels based on an empirically selected threshold (1e-5)
for group size weighted absolute covariance sums. As stated in
section 3.2 for RQ3 only bike rides of rental stations from non-free
return regions are relevant to revealing optimization potential for
urban planning. This and further filtering of invalid zero coordi-
nates reduces the data from 1247057 rides from 329 groups to 14183
rides from 157 groups. For the hyperparameter search of the critical
OCSVM parameter y a grid search has been applied resulting in an
ideal choice of y = 5.55. Our approach has been evaluated based on
the metrics Area under the ROC curve (AUROC) and Recall.

4.2 Result Discussion

Differently to the work of [6] which used group means as training
samples for OCSVM with less success in their evaluation, we could
achieve reasonable results (ROC: 0.886 Recall: 1.0) with OCSVM in
combination with our covariance-based group feature vector repre-
sentations as training samples for distribution-based GAD.(RQ1)
The application of distribution-based GAD in combination with
OCSVM][7] as unsupervised machine learning method allows to
detect frequently visited non-free return regions as potential future
free return region satellites to further improve the accessibility
for bike rentals in the domain of urban planning. Such free return
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region satellites can be public points of interest like universities
(e.g. the already established free return region satellite for TU Mu-
nich - cf. Figure 1), schools, sport or shopping centers (Fiirstenried
West), locations of large company areas (Am Hart), stadiums (Al-
lianz Arena), fairground areas (Messestadt West) but also churches,
hospital areas (Klinikum Grof$hadern), settlements or other area
segments which are frequently visited but without directly visible
bike rental station. The improved accessibility in free return region
satellites could save time and effort, and motivate for a more fre-
quent usage of bikes instead of combustion engine based vehicles
to sustainably contribute to emission reduction (RQ4).

5 CONCLUSION

In conclusion we introduced GAD as machine learning approach
for spatio-temporal collective behavior detection in smart cities.
In scope of a case study we demonstrated the effectiveness of
distribution-based GAD as optimization approach for urban plan-
ning revealing frequently visited areas without directly visible bike
stations in non-free return regions and propose for these free region
satellites as optimization potential to improve the accessibility of
rental bikes to the population. For future work an additional inves-
tigation in temporal group anomalies evaluating if timely restricted
free region satellites are reasonable and if distribution-based GAD
is also effective for other transportation services, e.g. eScooters,
or for other bike datasets like in [4], might be of interest. Fur-
thermore, the comparison of the proposed methodology with other
distribution-based GAD methods might be interesting as well as the
investigation in further possibilities to optimize characterization,
aggregation and scoring functions for effective GAD.
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Abstract—We introduce OAB, an Open Anomaly Benchmark
Framework for unsupervised and semisupervised anomaly de-
tection on image and tabular data sets, ensuring simple repro-
ducibility for existing benchmark results as well as a reliable
comparability and low-effort extensibility when new anomaly
detection algorithms or new data sets are added. While making
established methods of the most popular benchmarks easily
accessible, OAB generalizes the task of un- and semisupervised
anomaly benchmarking and offers besides commonly used bench-
mark data sets also semantically meaningful real-world anomaly
data sets as well as a broad range of traditional and state-of-
the-art anomaly detection algorithms. The benefit of OAB for
the research community has been demonstrated by reproducing
and extending existing benchmarks to new algorithms with very
low effort allowing researchers to focus on the actual algorithm
research.

Index Terms—Unsupervised and Semisupervised Anomaly De-
tection, Reproducibility, Benchmark, Evaluation, Datasets

I. INTRODUCTION

The increasing digitalization of processes in various do-
mains like e.g. industrial automation, healthcare, mobility and
others causes a large-scale volume of structured and unstruc-
tured data accommodating valuable knowledge and potential
for process optimizations. One of the most interesting and sim-
ilarly most domain beneficial kinds of knowledge discovery is
the detection of abnormal patterns, also known as anomalies or
outliers. ”An outlier is an observation which deviates so much
from the other observations as to arouse suspicions that it was
generated by a different mechanism.” [1] The research field of
anomaly detection demonstrates its relevance by addressing
many applications like e.g. fraud detection, network security

Jan Deller t
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Email: jandeller@t-online.de
T first authors

Maximilian Hiinemdorder
Information Systems and Data Mining
Kiel University
24118 Kiel, Germany
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issues, quality monitoring, etc. and thus it is not unusual
that still numerous unsupervised and semisupervised anomaly
detection algorithms [2], [3] get continuously developed and
published. This advantageous situation of having such a
versatile range of algorithms available becomes challenging
every time when the question arises which algorithm performs
better. There are still publications with only sparse or even
no possibility for well reproducible results [4], missing an
accurate description of hyperparameters, preprocessing steps,
accessible data sets, applied sampling strategies, state of the
art algorithms or meaningful standard evaluation metrics.
Furthermore, in numerous anomaly detection benchmarks and
papers (e.g. [5]-[9], etc.) anomaly data sets are syntheti-
cally generated by downsampling individual classes of actual
classification data sets as anomalies instead of using real-
world anomaly data sets containing semantically meaningful
anomalies such as e.g. aerospace hardware parts on martian
surface images [10]. Existing anomaly benchmarks [5], [6],
[11] address all these requirements with different focus and
scope but when researchers evaluate new algorithms they often
cannot reproduce the results of competing algorithms. So they
tend to conduct their experiments still individually instead of
using existing benchmarks leading to not actually comparable
results which makes truly well performing approaches hard to
identify in the research field. Especially for anomaly detection
algorithms developed for image and tabular data there is so far
no standardized benchmark simultaneously ensuring (1) repro-
ducibility, (2) comparability and (3) low-effort extensibility to
new algorithms and data sets.

Thus we introduce with this work-in-progress the approach
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of OAB - An Open Anomaly Benchmark framework for
image and tabular data sets supporting benchmarks for un-
supervised and semisupervised anomaly detection algorithms
and data sets. OAB covers a broad range of traditional
and deep anomaly detection algorithms and provides next
to most common anomaly benchmark data sets also real-
world anomaly data sets. Moreover, OAB generalizes the task
of un- and semisupervised anomaly benchmarks and sets an
equally strong focus to the reproducibility and comparability
of its results in order to support the requirements of the
Machine Learning Reproducibility Checklist [4]. Different to
other comparable benchmarks the OAB framework allows
low-effort extensions to new algorithms and data sets enabling
researchers to keep the focus on the actual algorithm research
instead of trying to reproduce results and conducting their own
individual experiments. The main contributions of this work
can be summarized as follows:

- Simple reproducibility, comparability and extensibility
for anomaly benchmark results when adding new algo-
rithms or new data sets.

- OAB supports unsupervised and semisupervised bench-
marks for image and tabular data sets by covering related
traditional and deep anomaly detection algorithms.

- OAB offers reproducible sampling and contamination
strategies and provides commonly used anomaly bench-
mark data sets as well as various real-world anomaly data
sets.

- A well documented open Python library OAB with hands-
on examples enabling the research community for its
practical use.

The remainder is structured as follows. Section Il describes
related anomaly benchmarks. In Section Ill, we describe our
framework for an Open Anomaly Benchmark and evaluate
its performance w.r.t. the stated contributions in Section V.
Section V concludes the paper and proposes further ideas for
future work.

Il. RELATED WORK

In one of the first benchmarks for outlier detection the
authors Campos et al. [5] present a study of unsupervised
anomaly detection, in which an extensive collection of 23 data
sets gets featured primarily taken from the UCI repository [12].
These data sets are all tabular, considering that ALOI is
originally an image data set from which only premade image
features are used, and are mostly rather low-dimensional
and small in respect to the amount of samples. Considering
the problem that originally most UCI data sets are intended
for classification and sometimes clustering, Campos et al.
especially highlight a group of data sets that are semantically
meaningful for outlier detection in comparison to the common
procedure of downsampling just any classification data set.
These semantically meaningful data sets include medical data,
i.e. normal and sick patients, mail and webdata, i.e. filtering
out spam and ads, stamps (forged or real), and trees (normal or
diseased). The benchmark only investigates k-nearest neighbor
based outlier detection algorithms, since these were popular

at the time and are often still used as baseline models in
current research (often represented by the Local Outlier Factor
(LOF) algorithm). An advantage of this restriction is that all of
these methods mainly depend on the size of the neighborhood
that got analyzed at the beginning by the hyperparameter
k. These methods are therefore easily compared in respect
to this parameter. Campos et al. chose common evaluation
measures for outlier detection, e.g. the Area under the Curve
of the Receiver-Operating Characteristic (AUC ROC or ROC
AUC) and Average Precision (AP), but highlight also a ver-
sion of Precision-at-n (P@n), which was adjusted for chance
(Adjusted P@n) similarly to AP (Adjusted AP@n). In order
to prepare the data sets, different prepossessing steps are
discussed in detail and listed for each data set. Campos et al.
utilize downsampling for classification data sets and in case
of duplicate samples a data set with and without duplication
removal is provided. Categorical attributes get transformed
into numerical data using either 1-of-n or Inverse Document
Frequency (IDF). Furthermore, normalization gets considered
as well as missing values if needed. Campos et al. published
their implementations' by a collection of Python- and R-
Scripts together with the used version of the Java-based KDD-
Library ELKI [13].

The benchmark of Emmott et al. [6] also focuses like
Campos et al. on unsupervised anomaly detection for tabular
data. Therefore, 19 data sets are retrieved from the UCI
repository [12]. In total 25685 child anomaly detection data
sets are then sampled from these "mothersets” with variation in
four dimensions. (1) Point difficulty measures how hard it is to
distinguish normal points from anomalies, where the difficulty
of an individual point is computed using Kernel Logistic
Regression. (2) Semantic variation assesses how different the
anomalies are from each other considering their clusteredness.
(3) Contamination rate indicates what percentage of sampled
data points are anomalous and (4) feature relevance/irrelevance
adds additional irrelevant features to test how well an algo-
rithm can handle these. Categorical features get discarded in
advance from the mothersets, and all remaining features get
normalized. Additionally, labels “normal” and *“anomalous”
are assigned to the data points.

A variety of 8 algorithms are tested on the resulting child
data sets, including density-based algorithms like Ensemble
Gaussian Mixture Model, model-based algorithms like One-
Class Support Vector Machine, nearest-neighbors-based al-
gorithms like LOF and projection-based ones like Isolation
Forest. For the evaluation, the metrics ROC AUC and AP are
used and their significance, and thus also the benchmark itself,
gets evaluated by an additional hypothesis test.

All benchmarks are implemented in R and available? for
download. As pointed out in the project’s README, the
documentation is unfortunately sparse. This published code
allows to reproduce data preprocessing and sampling, the
experiments and their results are not included however.

https://www.dbs.ifi.Imu.de/research/outlier-evaluation/DAMI
Zhttp://ir.library.oregonstate.edu/xmlui/handle/1957/59114
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One of the most recent comprehensive benchmarks for
anomaly detection has been published by Domingues et
al. [11]. Like the previously introduced benchmarks the focus
is also set to unsupervised anomaly detection on tabular
data. The collection of 15 data sets in total is composed
out of 12 public data sets from the UCI [12] and OpenML
[14] repositories and out of 3 proprietary data sets from
the traveling industry domain. In order to benchmark for
production relevant models by unseen data Domingues et al.
apply train-test-splits in the unsupervised setting with an equal
proportion of outliers in the train and test set. In extensive
benchmarks 14 anomaly detection algorithms from different
groups like probabilistic-, neighbourhood-, isolation-, SVM- or
neural-network-based algorithm groups are evaluated in detail.
The performance of these algorithms gets evaluated on test
set samples by the metrics ROC AUC and Area Under the
Precision Recall Curve (AUPRC). Furthermore, Domingues et
al. conduct algorithm complexity analyses related to the time
for training and prediction, memory usage and noise stability
in dependence to the total number of samples and features
based on synthetically generated data sets. In the preprocessing
steps of the benchmark the data sets get normalized and
the categorical data is one-hot-encoded allowing the algo-
rithms to utilize the complete information from the data sets.
Furthermore supporting reproducibility, the hardware setup,
hyperparameters as well as the implementation languages like
R, Python and Matlab are listed for each algorithm, but the
benchmark scripts itself are not published avoiding a simple
extension to new algorithms and data sets.

Besides the aforementioned well known approaches there
are also further related benchmarks in the unsupervised set-
ting like Goldstein et al. [15] which focuses on traditional
algorithms and Lu et al. [16] evaluating dependency-based
anomaly detection algorithms. Although each of them demon-
strates various strengths, none of them allows the evaluation
of most recent anomaly detection approaches in the un- and
semisupervised setting on tabular as well as on image data
sets and ensures a simple reproducibility, comparability and
extensibility when new algorithms or new data sets should be
added.

[1l. OPEN ANOMALY BENCHMARK (OAB)

This section describes the components of the Open Anomaly
Benchmark framework covering requirements for image and
tabular data sets, a selection of anomaly detection algorithm
groups, most suitable evaluation metrics and methods ensuring
reproducibility.

A. Benchmark Data Sets for Anomaly Detection

Ideally, actual anomaly data sets are used to benchmark
anomaly detection algorithms, i.e., data sets with a semantic
notion of normal and anomalous data points. However, real
anomaly data sets are rare, especially in image detection,
and might not have the characteristics authors are interested
in when evaluating their new algorithm, e.g., with regards
to number of observations or dimensionality. To remedy

this, classification and regression data sets are frequently
transformed into anomaly detection data sets [6], [11]. In
classification data sets, this assumes that a downsampled
generating process of some class resembles an anomaly-
generating process, which is not necessarily the case. However,
as classification and regression data sets are frequently used
to assess the performance of an anomaly detection algorithm,
they are also provided by OAB and included in this paper.
Note that OAB is not limited to working with the data sets
provided by it, instead, also other data sets can easily be loaded
making benchmarks with OAB simply extensible to own data
sets.

B. Benchmark Algorithms for Anomaly Detection

This paper measures the performance of a variety of
anomaly detection algorithms. OAB is in no way limited to
working with these algorithms - it provides sampled data and
an evaluation procedure for own algorithms to allow new
approaches to be tested and replicated.

There are a variety of anomaly detection algorithms,
distinguishing themselves in their assumptions about how
normal data and anomalous data are different. We distinguish
between traditional unsupervised, traditional semisupervised,
and deep anomaly detection algorithms.

1) Unsupervised algorithms: The unsupervised algorithms
receive a test data set as input and calculate anomaly scores
of these test data points.

Nearest neighbour-based approaches (c.f. [6], [17]) assume
that compared in its nearest neighbors, normal and anomalous
data points behave differently in a specific way.
Isolation-based approaches aim to isolate anomalies and com-
pute an anomaly score based on how difficult it is to isolate
a data point [18].

Reconstruction-based approaches first reduce the dimension-
ality of a data point and then try to reconstruct it from this
reduced-dimensional representation.

2) Semisupervised algorithms: The semisupervised algo-
rithms are in contrast to unsupervised algorithms first trained
on a clean training set. In the inference phase, they calculate
an anomaly score for test points.

One-class approaches aim to learn a boundary around the
normal training data points and assign anomaly scores based
on this boundary.

Isolation-based approaches can also be used in the semisu-
pervised setting. The rules to isolate data points are learned
from the training set, and applied to data points from the test
set [18].

Reconstruction-based approaches can be used similarly to
isolation-based approaches, i.e., the dimensionality reduction
and increase procedures are learned from the training data and
applied to the test data.

3) Deep learning algorithms: The deep learning algorithms
exist for both unsupervised and semisupervised anomaly de-
tection and can be differentiated based on how directly the
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deep part of the model is connected to anomaly detection.
Among others, Pang et al. [2] identify the following two
classes of algorithms:

Deep learning for feature extraction means that final layers
for classification do not exist. The layers of such a neural
network are only used to extract features which are fed into a
traditional model.

Learning feature representations of normality comprise algo-
rithms that are trained on some surrogate learning task that
is not directly aiming for anomaly detection. Based on this
surrogate task, a heuristic is used to calculate anomaly scores.

A core strength of OAB is that it is not limited to these
algorithms. It allows easily testing new algorithms on the data
sets provided and own data sets ensuring extensibility.

C. Evaluation Metrics

As the evaluation metrics of an anomaly benchmark frame-
work need to be meaningful for the related task of anomaly
detection several requirements need to be fulfilled. In the un-
supervised setting there are usually no external labels available
for evaluation. Thus, Marques et al. introduced IREOS [19]
as an internal evaluation metric for the unsupervised setting.
However, since the work of Aggarwal [20] states that internal
validity measures are only rarely used for outlier detection and
that it is more reasonable to use external validity measures
in this field, OAB follows this recommendation and selects
evaluation measures requiring the availability of external la-
bels. Since the expressiveness of an evaluation metric is
dependent on the used data set as well as on the task which an
anomaly detection algorithm should perform there is not only
one metric which should be taken into consideration. Hence
the OAB framework supports the following set of evaluation
metrics.

1) ROC AUC: The Receiver Operating Characteris-
tic (ROC) [21] is represented by a curve in a chart defined
by the true positive rate (TPR) of correctly detected outliers
on the y-axis and by the false positive rate (FPR) of incorrectly
detected outliers on the x-axis. This usually monotonously
increasing ROC curve covers the full range of possible outlier
decision thresholds T with T [J0;1]. The Area Under that
Curve (AUC), allows to represent this dependency by a single
value between 0 and 1 describing the performance of the
evaluated anomaly detection algorithm as ROC AUC. The
maximum is a ROC AUC of 1.0 having a TPR of 1.0 and a
FPR 0.0 from the beginning. The normalization of the TPR and
FPR with the number of TP and FP respectively ensures ROC
AUC still to be an expressive evaluation metric even when the
ratio between normal and abnormal samples is imbalanced as
it is usually the case for anomaly detection data sets. [5] In
case the primary objective of the given anomaly detection task
is to avoid false positives (false alarms) the ROC AUC would
be a suitable evaluation measure.

2) AUPRC: As the name of the Precision-Recall Curve
reveals it is defined by the Precision on the y-axis and the
Recall on the x-axis for any possible decision threshold T.

As for ROC AUC the Area Under the Precision-Recall
Curve (AUPRC) describes the performance of an anomaly
detection algorithm by a single value between 0 and 1 having
the same maximum, but differently to ROC AUC the AUPRC
is not necessarily monotonously increasing. If an anomaly
detection task has the goal to avoid false positives (false
alarms) as well as false negatives (missed alerts) then the
AUPRC would be a reasonable evaluation metric.

3) P@n: The evaluation metric Precision@n [22] is con-
cepted for benchmarking anomaly detection algorithms which
focus on the evaluation of just the top n (ranked) outlier
scores. This can be reasonable especially for large data sets
with a relative high percentage of anomalies or in cases in
which not more than n samples can or should be handled.
Since the definition of n is crucial for meaningful P@n-results
the availability of external anomaly labels is required. One
possibility is to set n according to the total number of known
anomalies in the data set. Since the precision is calculated
with this metric, P@n can be used for anomaly detection tasks
having their focus on the avoidance of false alarms.

4) AdjP@n: The Adjusted-Precision@n [5] addresses
benchmark settings in which the outlier scores and thus also
the percentage of total outliers may vary. Therefore, the
previously introduced P@n metric gets adjusted for chance
by aligning different outlier scores by their expected outlier
score value.

5) AP: The Average Precision [23] evaluation metric is a
further possibility to calculate the AUPRC. There exist several
variants but since OAB relies on the average_precision_score
of sklearn the weighted mean of precisions at each thresh-
old is used. Equally to AUPRC, if an anomaly detection task
needs to avoid false positives (false alarms) as well as false
negatives (missed alerts) then the AP would be a suitable
choice.

6) AdjAP: The Adjusted-Average-Precision [5] considers
similarly to AdjP@n benchmark settings with varying outlier
scores for an adjustment by chance, wheras the metric is
calculated analogously.

7) Friedman and Nemenyi tests: The Friedman test [24] can
be used to investigate whether or not all algorithms perform
equally with regards to a metric, while the Nemenyi test [25]
allows for a significance analysis of pair-wise performance
comparisons.

D. Reproducibility

The core strengths of the OAB framework are reproducibil-
ity and comparability of its benchmarks. Therefore, OAB
divides the task of anomaly benchmarking into a set of generic
subtasks, which can as part of a benchmark recipe easily be
replicated and generically applied to unsupervised and semisu-
pervised anomaly benchmarks. These subtasks are represented
by a variety of benchmarking steps introduced in this section.
These benchmarking steps are closely related to the process
steps for knowledge discovery and data mining (KDD) intro-
duced by Fayyad et al. [26] (cf. Fig. 1a)). Differently to [26]
the step of Data Mining is in OAB further divided into the
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steps Sampling, which also represents the splitting into train
and test sets, and Anomaly Detection Algorithms, leading to a
Performance Overview after Evaluation. Considering Fig. 1b),
OAB provides reproducibility across the benchmarking steps,
noting that for steps with grey background no user-related
actions are required and steps with white parts allow the user to
increase or decrease the Selection of data sets and algorithms.

1) Sampling Strategy: Similar to algorithms, sampling
strategies also need to be differentiated between unsupervised
and semisupervised. With the sampling strategies outlined
below, we aim to achieve two goals in both settings: (1) As
many data points as possible are included to ensure that the
result is not achieved by chance, and (2) to get a more robust
estimate, we sample multiple times from each data set where
each sample is different from the others.

In the unsupervised setting, the sampling should return a set
of data points and their respective labels to allow for evalua-
tion. Among the set of data points, the number of anomalies
is expected to be comparatively low, as normal data points
dominate the set of data points. The main sampling parameters
are the number of samples s, and the contamination rate c.

Target contamination rate. The target contamination rate, i.e.,
the proportion of anomalous data points among all data points,
is set to ¢ = 0.05 in our experiments, but a different target
contamination rate can be set in OAB. The target contamina-
tion rate c is restricted to ¢ (D, 1).

Number of samples. The number of samples depends on the
data set. In some data sets, the actual contamination rate is
larger than the the target contamination rate c, whereas in
others, it is lower. Therefore, a procedure needs to be specified
that calculates how many data points are sampled to ensure a
contamination rate of 0.05. Emmott et al. [6] either subsample
the normal data points if the original data’s contamination
rate is lower than the target contamination rate or subsample
the anomalous data points in the other case. Our approach is
similar to this and extends it in both providing a formalization
and ensuring variance across samples. First, we calculate the
maximum sample size restriction for normal and anomalous
points s and sT'®* respectively. We denote the number of
normal points in a data set by n,, and the number of anomalies

by Na. :}1 |
spec= [ @
[
Sa = cha 2

If a data set consists of n, = 950 normal data points and the
target contamination rate is ¢ = 0.05, the sample size can at
maximum be 950/(1—0.05) = 1000. If it is larger than this, a
contamination rate of 0.05 is not possible without duplicating
normal data points. This is calculated with Equation 1. The
same train of thought can be applied to anomalous data
points, leading to Equation 2. The tighter condition, i.e., the
minimum of both values, is the maximum sample size. To
ensure variability both among normal and anomalous labels,

this maximum sample size is scaled with a factor f [0, 1)
which we set to 0.9 to arrive at the actual sampling size in

the unsupervised case s,,:
1 1

. Na np
f [min c'1—¢ 3)
Number of sampling steps and random seed. Finally, we
sample a total of 10 times from a data set, and compute the
average and standard deviation for each metric across these
samples. For the first sample, the random seed is set to 42,
and increased by 1 in each subsequent sampling step.

[

Su =

TABLE |
PARAMETERS USED WHEN SAMPLING IN THE UNSUPERVISED SETTING.

Target contamination rate ¢ 0.05
Downscaling factor 0.9

Sampling size sy {f [Cmhin { Da  Nn J

c'1—c
Number of sampling steps 10
Initial random seed 42

These sampling parameters are summarised in Table I. OAB
allows for sampling either by specifying the number of data
points to sample and the contamination rate or by specifying
the contamination rate and a scaling factor. In the latter case,
the sampling size is automatically computed using Equation 3.

In the semisupervised setting, a training set as well as a test
set and the corresponding labels for the test set are provided
by the sampling procedure. The training set is usually clean,
i.e., it consists only of normal data points. In the test set,
the contamination rate does not have to be as small as in the
semisupervised case, as the model is already trained when
assessing its performance on the test set and the data points
from the test set do not affect the anomaly scores of each other.
For the toothbrush data set of MV Tec AD for example, the test
set consists of 11 normal points and 29 anomalies [27], [28].
The parameters for sampling are therefore not specified by the
number of samples and the contamination rate, but instead by
the percentage train of normal data points used for training
and the maximum contamination rate cjaay in the test set.

Percentage of normal data points used for training. The
parameter train specifies the percentage of normal data
points which are used for training. It is constrained to
train [(D.5, 1) as there should be more observations in the
training set than in the test set, and 1—train is the part of the
normal data points used for testing. train needs to balance two
considerations. On the one hand, a larger training set allows
the algorithm to see more normal data points which in turn
allows it to better learn what normal data points look like.
On the other hand, the training set should not be too large,
as in this case the number of normal data points in the test
set can become very small. If this is the case and the test set
contains mainly anomalous points, it becomes more difficult
to assess an algorithm’s strength in distinguishing normal from
anomalous points. A training set size of train = 0.7 of the
normal points is therefore chosen.
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a) KDD Process
@N Selection ’ Preprocessing H Transformation ” Data Mining ’Evaluation ’
b) OAB
@N Selection ’ Preprocessing N Transformation ” Sampling %oiﬁgﬂ[;ic Evaluation ’

Fig. 1. Comparison of a) KDD process steps [26] and b) reproducible benchmarking steps of OAB (grey) and user-related steps (white).

Maximum contamination rate. The test set consists of both
normal and anomalous data points. All remaining normal
data points are used in the test set, and theoretically, all
anomalous data points can be used as well. Note however that
in some data sets, especially original classification data sets
with multiple classes, this can lead to a large contamination
rate in excess of 0.9. If the ratio of normal points in the test set
is very small, the performance metric looses robustness. For
this reason, the contamination rate in the test set is restricted
by cea¢ [0, 1), which is set to 0.5 in this benchmark.

TABLE I
PARAMETERS USED WHEN SAMPLING IN THE SEMISUPERVISED SETTING.
train 0.7
maXx
Ctest 0.5

Number of samples | 10
Initial random seed | 42

Apart from the parameters specified here, the random seed
and number of samples are the same as in the unsupervised
setting. The parameters are summed up in Table II.

Note that in contrast to unsupervised sampling, semisuper-
vised sampling does not need a scaling factor as the variability
is ensured by splitting the normal data into different training
and test sets in each sampling. In addition to the sampling
described above, OAB also supports sampling using explicit
training and test set sizes and allows for a contamination in
the training set, which can be of use to assess an algorithm’s
robustness towards anomalies in the training set. In this
benchmark however, the sampling above is used.

If data sets already have a native train-test split like MV Tec
AD [27], [28], this split can also be used for sampling using
OAB. This native split is also used in the experiments section
of this paper.

2) Preprocessing, Transformation and Parameters: To en-
sure reproducibility, describing which data set is used and
where it was downloaded from does not suffice. If prepro-
cessing and transformation steps are applied, they have to be
well-documented. In addition to that, also the training- and
hyperparameters need to be tracked. Therefore, this section
describes these steps in detail.

Regression data sets. While classification data sets can easily
be transformed into anomaly detection data sets by speci-
fying which labels are considered to be normal and which

anomalous, regression data sets need a different approach:
The inter-quartile range (IQR) is calculated and instances x
are considered as outliers in case of exceeding the range of
[(Q1—d OQR); (Q3+d [INR)] where d is a data set specific
factor (mostly d=1.5).

Missing values. Algorithms considered here are not capable of
working with data points with missing features. When missing
values do occur, we follow Campos et al. [5] and delete an
attribute if 10% or more of the instances do not have a value
for this attribute. Otherwise only the related instances get
removed.

Duplicate data points. In line with the preprocessing per-
formed by Campos et al. [5], duplicate data points are re-
moved.

Categorical features. While most features are numeric, some
categorical features also exist. Campos et al. [5] propose
two techniques to deal with categorical features, namely one-
hot encoding and using the inverse document frequency of
the attribute value as encoding. Emmott et al. [6] ignore
categorical features. In this benchmark, categorical features
are one-hot encoded.

Parameters. The OAB recipe also tracks training- and hyper-
parameters for reproducible algorithm runs. These are e.g. the
number of epochs, learning rate, batch size, layer sizes, etc.
Normalization. Campos et al. [5] propose to use two data
sets: One with attribute-wise linear normalization to values be-
tween 0 and 1 (including) and a second one without normaliza-
tion. Domingues et al. [11] on the other hand standardize their
features, i.e., scale them to mean 0 and unit standard deviation.
For tabular data, attribute-wise scaling with RobustScaler
of sklearn on all attributes is used. For image data, the
typical machine learning scaling to values between 0 and 1 is
used, i.e., all pixel values are multiplied by 1/255.

All aspects described above are part of OAB and thus
reproducible for each experiment.

1V. EXPERIMENTAL SETUP AND RESULTS

In this section, the performance of the OAB framework
gets investigated. Therefore, a selection of tabular and image
data sets is loaded, the data sets are sampled and the selected
anomaly detection algorithms get benchmarked on these sam-
ples. The results can easily be replicated using the Google-
Colabs from our github.
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A. Data sets

As described in Section IlI-A, OAB supports both real
anomaly data sets as well classification and regression data
sets transformed into anomaly data sets. The data sets used
to obtain the benchmark results are presented in this section.
They are naturally divided into tabular and image data sets.
Real anomaly data sets, i.e., data sets that contain semantically
meaningful anomalies, are marked with *. In addition to these
data sets, a variety of other data sets is also built in to OAB.3
The following tabular data sets are used in this study. A brief
description of their characteristics can be found in Table 111.4

Spambase* [12]. Emails divided into non-spam (normal) and
spam (anomalous)

Wilt* [12]. Segments of images divided into other land area
(normal) and diseased trees (anomalous)

NASA* [29]. NASA software for receiving and processing
ground data divided into non-failing (normal) and with defects
(anomalous)

Annthyroid* [30]. Medical data, divided into healthy (normal)
and two kinds of hypothyroidism (anomalous)

Page-blocks [12]. Blocks of a page layout divided into text
blocks (normal) and non-text blocks (anomalous)
lonosphere [30]. Radar returns from the ionosphere, classified
into good (normal) or bad (anomalous)

Boston [31]. Regression data set on housing data and prices
for areas in Boston, transformed as described above

Image data sets consist of either colored or black-and-white
images. Their characteristics are shown in Table IV.

MVTec AD* [27]. MV Tec AD consists of a set of real-world
data sets with object and texture images. From this collection,
the data sets transistor, screw, pill, carpet and hazelnut (hazel)
are used.

MNIST_0 (mnist) [32]. Hand-written digits classification data
set, with instances for each digit from 0 to 9. Here, we
transform it into an anomaly detection data set by setting the
label 0 as normal label and all others as anomalous, which
also defines the suffix of the data set name.®

CIFAR-10_0 (cifar10) [33]. Classification data set with 10
classes of images. Here, we set label 0 as normal label and
all others as anomalous.

B. Algorithms

In Section 11I-B, a variety of different categories of al-
gorithms was layed out. At least one algorithm from each
category is presented here and used in the experiments. Unless
noted otherwise, PyOD’s [34] implementation is used. For
each setting, we provide a table indicating which algorithms
are used in this setting and which hyperparameters they are
used with to ensure reproducibility. If hyperparameters are
not mentioned, the defaults of PyOD v0.9.3 are used.

3A list of all built-in data sets is provided in the supplementary github.

“4For details please refer to the supplementary material on github.

50AB also supports iterating through all labels as normal label to obtain a
single score for all anomaly data sets composable from MNIST.

TABLE Il
TABULAR DATA SETS. NyormaL IS THE NUMBER OF NORMAL DATA POINTS,
AND NanomaLy THE NUMBER OF ANOMALIES IN THE DATA SET. FEATURES
INDICATES THE NUMBER OF FEATURES (OR DIMENSIONALITY) OF EACH

DATA POINT.
Name Nnpormal Nanomaly | Features
spambase 2528 | 1679 (39.91%) 57
wilt 4562 257 (5.33%) 5
NASA 877 315 (26.43%) 21
annthyroid 6528 534 (7.56%) 6
page-blocks 4883 510 (9.46%) 10
ionosphere 225 125 (35.71%) 33
boston 475 31 (6.13%) 13
TABLE IV
IMAGE DATA SETS. THE FINAL FIVE DATA SETS ARE FROM MVTEC AD.
Name Nnormal Nanomaly | Features
MNIST_0 6903 | 63097 (90.15%) | (28, 28)
CIFAR10_0 6000 54000 (90%) | (32, 32, 3)
transistor 273 40 (12.78%) | (256, 256, 3)
screw 361 119 (24.79%) | (256, 256)
pill 293 141 (32.49%) | (256, 256, 3)
carpet 308 89 (22.41%) | (256, 256, 3)
hazelnut 431 70 (13.97%) | (256, 256, 3)

For tabular data, Table V covers the unsupervised setting
and Table VI covers the semisupervised setting. For image
data, please refer to Tables VII and VIII respectively. In the
following the core concepts of each benchmarked anomaly
detection algorithm gets briefly described.

Nearest neighbor-based approaches: kNN. The vanilla k-
nearest neighbors (KNN) algorithm uses the distance to the k-
th neighbour of a data point as anomaly score. The underlying
assumption is that normal data points can be found in dense
neighborhoods, which is not the case for anomalous points
[17]. The choice for k is inspired by the choice of Domingues
et al. [11] for similar algorithms.

Nearest neighbor-based approaches: LOF. As the name
Local Outlier Factor [35] indicates, the neighbourhood of a
point is investigated to judge if a data point is anomalous
instead of observing all data points globally. If a data point is
in a less dense neighborhood than its neighbors, it is assumed
to have a higher likeliness of being an anomaly. The choice for
k is taken from the choice of Domingues et al. [11], but a lower
bound is chosen as some data sets have few observations.
Nearest neighbor-based approaches: ABOD. Angle-Based
outlier Detection was proposed by Kriegel et al. [36] and
assumes that the variation in angles from a data point to other
data points is larger for normal data points, as they can be
found towards the center of a dense cluster, and smaller for
anomalies. As for KNN and LOF, the hyperparameter k is
inspired by the choice of Domingues et al. [11].
Isolation-based approaches: Isolation Forest. Isolation
Forests [18] consist of isolation trees which are trees built
at random. A data point traverses the trees and it is assumed
that anomalies are isolated, i.e., reach a leaf node, faster than
normal data points.
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One-class approaches: OCSVM. One-Class Support Vector
Machines [37] map data points into a feature space and learn
a hyperplane that separates the normal training data points
from the origin as tightly as possible. Test data points are
assigned anomaly scores based on their position relative to
the hyperplane in the feature space.

Reconstruction-based approaches: PCA. Principal compo-
nent analysis [38], [39] is a linear model that can be used
to reduce dimensionality. From this reduced dimensional-
representation, the original representation is recomputed us-
ing the eigenvectors. The respective mappings can either be
learned on a clean training set (semisupervised) or on a test
set in which normal data points dominate (unsupervised). The
reconstruction error is transformed into an anomaly score.

Deep learning for feature extraction: AE + Traditional
algorithm. Autoencoders (AE) [40] can be used as a means
to reduce feature dimensionality. The bottleneck representation
can be fed into a traditional algorithm. For image data,
convolutional AEs (CAEs) are usually used. CAEs as well
as the combination of two algorithms are self-implemented.

Learning feature representations of normality: AE. AEs
can be used to reduce dimensionality, but analogous to PCA,
they can also be used as anomaly detection algorithm in both
the unsupervised and semisupervised setting. As in PCA, the
anomaly scores are calculated based on the reconstruction
error of a data point. Alternatives are Variational AEs (VAES)
[41] and CAEs.

TABLE V
HYPERPARAMETERS FOR ALGORITHMS USED IN UNSUPERVISED TABULAR
DATA ANOMALY DETECTION. N IS THE NUMBER OF DATA POINTS IN A

TABLE VI

HYPERPARAMETERS FOR ALGORITHMS USED IN UNSUPERVISED IMAGE
DATA ANOMALY DETECTION. N IS THE NUMBER OF DATA POINTS IN A
SAMPLE. THE CAE PARAMETERS ARE ALWAYS THE SAME AS THOSE IN

THE LAST ROW.

SAMPLE.
kNN n_neighbors max(n [0dL05, 10)
LOF n_neighbors max(n [0l1, 10)

ABOD n_neighbors max(n [0QL01, 10)
IForest random_state 42
AE rqndom_state 42
hidden_layers [6, 3, 3, 6]
AE: random_state 42
AE+LOF | AE: hidden_layers [6, 3, 3, 6]
LOF: n_neighbors | max(n [Ql1,10)

TABLE VI
HYPERPARAMETERS FOR ALGORITHMS USED IN SEMISUPERVISED
TABULAR DATA ANOMALY DETECTION.

OCSVM - -
IForest random_state 42
n_components 0.9
PCA pca_solver “full”
AE rgndom_state 42
hidden_layers [6, 3, 3, 6]
random_state 42
VAE encoder_neurons [6, 3]
decoder_neurons [3, 6]

CAE+kNN KkNN: n_neighbors max(n [0L05, 10)
CAE+LOF LOF: n_neighbors max(n [0dl1, 10)
CAE+ABOD | ABOD: n_neighbors | max(n [0L01, 10)
CAE+IForest | IForest: random_state 42
random_state 42
CAE epochs 50
latent_dim 100
TABLE VI

HYPERPARAMETERS FOR ALGORITHMS USED IN SEMISUPERVISED IMAGE
DATA ANOMALY DETECTION.THE CAE PARAMETERS ARE ALWAYS THE
SAME AS THOSE IN THE LAST ROW.

CAE+OCSVM - -
CAE+IForest IForest: random_state 42
random_state 42

CAE epochs 50
latent_dim 100

C. Results

We ran the algorithms mentioned above on the data sets
presented in Section I\VV-A. The sampling parameters are those
described in Tables I and Il in Section I11-D1 and the MV Tec
AD data sets were sampled with their native train-test split in
the semisupervised setting. Results for tabular data sets can be
found in Tables IX and X for unsupervised and semisupervised
anomaly detection. The results for image data sets can be
found in Tables XII and XI respectively.

D. Reproduce results from other benchmarks

To further validate OAB, we aimed at reproducing results
from other papers. As the preprocessing is in large parts
comparable to Campos et al. [5], we focussed on their results.
Because they report results for each sampled data set individ-
ually and with varying hyperparameters, we were specifically
interested in algorithms which had the same or very similar
hyperparameters for each sampled data set. We found that
this is the case for LOF with n_neighbors=100 on the
PageBlocks data set® with a contamination rate of 0.05 in
its unscaled variant without duplicates. We further reproduced
their sampling procedure by setting the number of sampled
points to 5139. As shown in the corresponding Google-Colab
accompanying this paper on github, we were able to reproduce
their results. The ROC AUC score was the same up to 3 digits
after the decimal, and other scores matched up to 2 digits after
the decimal.

V. CONCLUSION

In summary, we introduced in this paper OAB, an Open
Anomaly Benchmark framework for unsupervised and semisu-
pervised anomaly detection on image and tabular data sets.

Bhttps://www.dbs.ifi.Imu.de/research/outlier-evaluation/DAMI/semantic/
PageBlocks/
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TABLE IX
TABULAR DATA IN UNSUPERVISED SETTING, ROC AUC WITH STANDARD DEVIATIONS.
spambase wilt NASA annthyroid page-blocks ionosphere boston Average
kNN 0.633+0.025 0.612+0.005 0.653+0.034  0.947+0.002 0.935+0.004 0.950+0.030  0.733+0.008 0.780
LOF 0.588+0.025 0.573+0.006 0.652+0.032  0.950+0.002  0.927+0.004  0.907+0.040  0.715+0.010 0.758
IForest ~ 0.778+0.014  0.414#+0.027 0.671+0.031 0.826%+0.008 0.914+0.004 0.947+0.026  0.811+0.018 0.766
ABOD  0.721+0.016  0.699+0.005 0.698+0.029  0.927+0.005 0.954+0.004 0.970+0.022  0.632+0.042 0.800
AE 0.753+0.019  0.334+0.008 0.593+0.040 0.688+0.011 0.915+0.005 0.917+0.035 0.796=+0.012 0.714
AELOF  0.504%+0.005 0.500#0.000 0.506+0.008 0.503%+0.004 0.524+0.032 0.503+0.013  0.470=+0.004 0.501
Average 0.663 0.522 0.629 0.807 0.861 0.866 0.693
TABLE X
TABULAR DATA IN SEMISUPERVISED SETTING, ROC AUC WITH STANDARD DEVIATIONS.
spambase wilt NASA annthyroid page-blocks ionosphere boston Average
OCSVM  0.658+0.009 0.463+0.008 0.618+0.014  0.953+0.002  0.944+0.003  0.902+0.021  0.738+0.023 0.754
IForest 0.821+0.011  0.452+0.026  0.663+0.013  0.904+0.011  0.929+0.004 0.923+0.027 0.838+0.014 0.790
PCA 0.810%+0.007  0.327%0.040 0.58740.015 0.792+0.013  0.929+0.004 0.903+0.024  0.812+0.017 0.737
AE 0.809+0.007 0.351+0.006 0.565+0.019 0.822+0.012 0.934+0.004 0.914+0.021 0.819+0.012 0.745
VAE 0.810+0.007  0.341+0.006  0.585+0.017 0.823+0.012 0.933+0.004  0.902+0.022  0.814+0.015 0.744
Average 0.782 0.387 0.604 0.859 0.934 0.909 0.804
TABLE XI

IMAGE DATA IN SEMISUPERVISED SETTING, ROC AUC WITH STANDARD DEVIATIONS. NOTE THAT FOR MVTEC AD DATA SETS, THE ORIGINAL
TRAIN-TEST SPLIT IS USED. THEREFORE, DATA IS NOT SAMPLED MULTIPLE TIMES AND THERE IS NO STANDARD DEVIATION.

mnist cifarl0 transistor  screw pill carpet  hazelnut  Avg
CAEOCSVM  0.991+0.001  0.639+0.009 0.721 0.720 0502 0.614 0.632 0.688
CAElForest ~ 0.9800.003  0.641+0.014 0.718 0.269 0.524 0.519 0.661 0.616
CAE 0.943%+0.005 0.714%0.008 0.675 0.001 0.509 0.492 0.841 0.597
Avg 0.971 0.665 0.705 0.330 0512 0.542 0.711
) L7 . . .
TABLE XII as open-source project’ but it is also open in relation to

IMAGE DATA IN UNSUPERVISED SETTING, ROC AUC SCORES.

mnist cifarl0 transistor screw pill carpet hazel Avg

CAEKNN 0.992 0.639 0.649 0.486 0.686 0.556 0.554 0.652

CAELOF 0.995 0.632 0.657 0.526 0.790 0.541 0.548 0.670

CAEABOD 0.935 0.657 0.686 0.567 0.676 0.569 0.671 0.680

CAEIlForest 0.967 0.645 0.638 0.507 0.575 0.521 0.545 0.628
CAE 0.952 0.737 0.635 0.360 0.643 0.381 0.401 0.587
Avg 0.968 0.662 0.653 0.489 0.674 0.514 0.544

With this work-in-progress we did neither aim to find the
best performing anomaly detection algorithm nor replace well
established benchmarking methods or try to cover each algo-
rithm or data set ever benchmarked in this context. Instead, we
demonstrated that OAB allows to standardize benchmarking
related steps like preprocessing, sampling, train-test-splitting
as well as the actual evaluation while simultaneously ensuring
reproducibility, comparability and low-effort extensibility for
new anomaly detection algorithms and data sets. Thereby,
OAB sets the foundation towards an automatized fulfillment
of the requirements of the Machine Learning Reproducibility
Checklist [4].

Furthermore, the OAB framework provides a selection of
semantically meaningful real-world anomaly data sets and
covers different methods for preprocessing, sampling and
contamination. Addressing the openness of the framework,
OAB is open for further contributions by sharing the code

offering existing benchmarks in detail (data sets, algorithms,
benchmark setups, etc.). The practical use of OAB is supported
by well documented Google-Colabs shared in the github
repository for hands-on experience.

Since a reasonable benchmark should not only consider
the performance of an algorithm on a set of arbitrarily se-
lected data sets for specific evaluation metrics, OAB would
benefit from future work evaluating algorithms related to
their dependency on the choice of normalization method
and on the data set characteristics like already demonstrated
by Kandanaarachchi et al. [42]. Moreover, as there are no
external labels available in the actual unsupervised setting,
the sampling of OAB could be further improved by sampling
from different embedding clusters to ensure a point difficulty
balance in case of downsampling or train-test-splitting.
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ABSTRACT

The goal of the #Hyperview challenge is to use Hyper-
spectral Imaging (HSI) to predict the soil parameters potas-
sium (K), phosphorus pentoxide (P2Os), magnesium (Mg)
and the pH value. These are relevant parameters to determine
the need of fertilization in agriculture. With this knowledge,
fertilizers can be applied in a targeted way rather than in a
prophylactic way which is the current procedure of choice.

In this context we introduce two different approaches to
solve this regression task based on 3D CNNs with Huber loss
regression (SpectralNet3D) and on 1D RNNs. Both methods
show distinct advantages with a peak challenge metric score
of 0.808 on provided validation data.

Index Terms— 3D Convolutional Neural Net (3DCNN),
Recurrent Neural Network (RNN), Regression, Soil Parame-
ter Prediction, Remote Sensing

1. INTRODUCTION

Using hyperspectral images (HSI) to predict soil parameters
is part of the domain remote sensing in agriculture. When
these parameters are obtained timely the fertilization can be
spread more targeted and over fertilization can be reduced.

This challenge aims to train an estimation of the soil
parameters potassium (K), phosphorus pentoxide (P20s),
magnesium (M g) and the pH value for agricultural fields in
Poland. HSI has been used for soil parameter predictions on
tilled agricultural fields [1], subtropical coastal wetlands [2]
and others. A further utilization of HSI is to predict moisture
of coastal saline, which has been investigated in [3].

In the area of remote sensing a variety of approaches and
adaptions like partial least-square regression (PLSR) [4] in-
vestigate in the regression problem of estimating soil parame-
ters based on HSI data. In [5] the combination with a weight-
ing method is proposed to overcome the difficulty of redun-
dancy. Multiple linear regression (MLR) approaches have
been shown suitable for soil parameter estimation [3] and

CAuthor of SpectralNet3D and funded by the German Federal Ministry
of Education and Research (BMBF) under Grant No. 011S18036A.

° Further parts of this work have been done in the MARISPACE-X
project funded by German Ministry of Economy (BMWi).
The authors of this work take full responsibility for its contents.

for soil mapping [6]. The use of Gaussian process regres-
sion (GPR) was tested in [7] in combination with wavelet
transform for soil character prediction. In [8] multiple ap-
proaches for the prediction of six soil iron parameters are
compared. It is shown that Support Vector Machine Regres-
sion (SVMR) outperformed PLS for most parameters. Other
applications for remote sensing data are covered in the sur-
vey [9]. Separate approaches for classification and soil map-
ping using deep learning are presented in [10]. In [11] it is
shown that CNN approaches outperform PLS significantly on
the LUCAS soil database [12], predicting six soil properties
in one model. Tying to these insights we experiment with two
different approaches to estimate four soil parameters.

With this work in progress paper we introduce the follow-
ing contributions:

» a RNNPIlus based reflectance curve approach inspired
by time-series regression which allows the prediction of
soil parameters from very low spatial resolution images
with low computational cost.

« SpectralNet3D, a 3DCNN regression approach for soil
parameter prediction based on Huber loss and 3D con-
volutional feature learning from HSI cube wavelength
ranges.

1.1. Challenge

The #Hyperview challenge ”Seeing beyond the visible: Es-
timating soil parameters from hyperspectral images” ! is
hosted by the KP Labs together with the European Space
Agency (ESA) and QZ Solutions. It is part of the IEEE
International Conference on Image Processing (ICIP) Con-
ference 2022 as a grand challenge 2. The goal of the challenge
is to find the best solution for predicting soil parameters using
HSI. The ground truth values have been collected using the
current state of the art method for laboratory procedures. This
is a time consuming process, since the soil samples have to be
taken from all fields of interest and then have to be analysed
manually in laboratories.

With the winning code of the challenge, a nanosatellite
gets prepared to deliver timely information for farmers about

Ihttps://platform.aideo.eu/seeing-beyond-the-visible
Zhttps://2022.ieeeicip.org/challenges/
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the state of their land. This allows a more precise applica-
tion and hence a reduced usage of fertilizers enabling a step
towards improved and sustainable agriculture practices.

Average reflectance (1570.npz)
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Fig. 1. Challenge data sample showing a raw hyperspectral
image (left), its masked region of interest for soil parameter
estimation (middle) and the 1D-average reflectance (right) of
the full scene and the masked region of interest.

2. RELATED WORK

AI4EO Baseline Regressor In scope of the challenge intro-
duced in section 1.1 a baseline 2 was provided. The Baseline
Regressors performance represents the starting point for the
competition and acts hence as the denominator for the perfor-
mance score metric introduced in section 4.2. This approach
uses the training data to calculate the mean value for each tar-
get feature and returns them unchanged for all samples of a
given test data set. As simple and intuitive this approach is
from preprocessing and runtime perspective, it neglects the
magnitudes of change between different hyperspectral band-
widths besides the information about spatial densities.

SpectralNET Similar to the waveletCNN[13] model the
SpectralNET[14] approach enriches the usage of 2D CNNs
with multiresolutional analysis by incorporating wavelet
transformation into the architecture.

Instead of 2D convolutions on Haar wavelet transform[15]
decompositions indicated as high and low pass filters the pro-
posed SpectralNet3D approach (cf. section 3.2) utilizes 3D
convolutions on masked HSI cube wavelength ranges with the
goal of mapping higher spectral information densities. Differ-
ently to SpectraNET, which has the task of HSI based clas-
sificaiton, SpectralNet3D is optimized for the regression task
of soil parameter prediction.

M3D-DCNN He et al. [16] introduces a multi-scale
3DCNN combining 1D-, 2D- and 3D-feature extraction for
spatial and spectral information in one architecture. Instead
of HSI classification SpectralNet3D targets less complexity
with pure 3D feature extraction for soil parameter regression.

3https://github.com/AI4EO/kp-labs-seeing-beyond-visible-challenge

3. MODELS

3.1. RNNPLUS

For every hyperspectral image an average reflectance curve
can be generated by calculating the mean value over the en-
tire patch for each wavelength. This is equivalent to using a
1-pixel camera or a non-imaging spectral light sensor. Such
an approach has the advantage that high-resolution spatial in-
formation from sensors is not necessary and a much lower
resolution could be used. Therefore the 150 wavelengths im-
age stack is reduced to an 150 values 1D sequence.

An example can be seen in Figure 1. For this approach we
make the assumption that we can predict the soil parameter
only from the reflectance curve without texture information.

Because of the physical properties of soil we can expect
a continuous reflectance spectrum which is further smoothed
by any imperfect properties of the sensor. This strong cor-
relation between adjacent wavelengths can easily be seen in
Figure 1. Strong correlations between values mean that there
is a interdependence between these values which should be
used for optimal results. Hence, instead of applying general
tabular machine learning (ML) algorithms, we seek an algo-
rithm that exploits this interdependence.

This motivates applying a time series classification and
regression algorithm, we use the "ZRNNPIus’ regression from
[17]. 1t is a combination of a 1D-CNN feature extractor with
an RNN-backbone which consists of 100 units in a hidden
layer. This is followed by a fully connected linear layer head
to adjust the output size to four parameters. For preprocessing
we apply input-standardization with both the mean and stan-
dard deviation of the entire training set separately for each
soil parameter. The network is trained over 20 epochs with a
learning rate of 0.0003.

The smooth curve and high correlation between adjacent
wavelength noted above imply a redundancy in the data, thus
we reduce the sequences to 30 values by even sampling,
which further lessens the computing requirements and cuts
down the requirements on the hyper-spectral camera.

3.2. SPECTRALNET3D

This section introduces SpectralNet3D -k neural network ap-
proach for regression optimizing 3D convolutional HSI fea-
ture learning for soil parameter prediction.

3.2.1. Architecture

The regression task of predicting soil parameters based on
3-dimensional HSI data requires a neural network architec-
ture which is capable to extract spatial information as well
as wavelength-related information from multiple bandwidths,
and is able to map this information to the desired target soil
parameter values. These parts for feature learning and pre-
diction are covered by the proposed architecture in Table 1
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which has been empirically determined. Starting with the
input layer (LO) of 1x5x284x284 (CxDxHxW) the HSI data
cube represents the spatial information by an image height
and width of 284 pixels, which is the maximum size of the
masked size-varying, centered and padded HSI data, and by
an image depth D of 5 where each depth represents the mean
reflectance value aggregation for each pixel of 30 subsequent
wavelength-bands of a total of 150 bands. Intending to re-
duce high computational complexity and memory consump-
tion, which is commonly known for 3DCNN approaches, only
one filter channel (C) has been applied.

Table 1. Architecture of the proposed SpectralNet3D.

L Type Feature Map  ksz  kd Act Drop
0 Input 1x5x284x284

1 Conv3d 1x4x278x278 7 2 LRelLU N

2 Convad 1x3x272x272 7 2 LRelLU N
3 Convad 1x2x266X266 7 2  LReLU N
4 AvgPool3d  1x1x260x260 7 2  LReLU N

5 FC 2048 LReLU N

6 FC 1024 LReLU N

7 FC 512 LReLU Y

8 FC 4 LReLU N

In order to extract dependent features between subsequent
wavelength ranges (depth aggregations), convolutions in the
actual sense of cross-correlations are conducted with a ker-
nel depth (kd) of 2, stride 1 and padding 0. The extraction
of spatial information is realized by kernel size (ksz) 7 since
smaller or larger sizes turned out to produce less meaningful
feature maps for the fully connected layers. After three depth
convolutions and a pooling layer (L1-L4) the feature map
gets flattened for the final fully connected (FC) layers. These
FC layers (L5-L7) extract non-linear dependencies within the
feature map by a Leaky-ReLU activation function and map
them to 4 continuous target values (soil parameters) in the
output layer (L8). For this approach Leaky-RelLU (LReLU)
is the preferred choice before ReLU since it has shown that
its slightly non-zero activations for negative inputs are most
beneficial for this regression task. Furthermore, a dropout rate
of 0.4 has been applied before the final output layer in or-
der to introduce additional regularization besides the usage of
L, weight decay for the avoidance of overfitting.

3.2.2. Training

Since the baseline approach uses the trainset-split of 0.866 as
described in section 4.1 the training of SpectralNet3D uses
the same split as it turned out to perform best among dif-
ferent randomly shuffled training splits. Before training the
network weights of the Conv3D- and Linear Layers are ini-
tialized uniformly according to [18] in order to improve loss
convergence. The residual errors between soil parameter pre-
dictions ¥ and ground truth y are represented by batch av-
eraged residuals a = (y — ¥). These residual errors a are

evaluated by the Huber loss [19][20] function:

-
1 o\ 2
o s(y=9)7° . lal=?
Ls(y.9) = 2 1
ON= Sga-15) . otherwise

Dependent on the chosen parameter 8, Huber loss uses
MSE loss for |a| smaller than & and 8-weighted |a| otherwise,
which makes it robust to outliers and smooths fluctuations of
small residual ranges at once. Since validation loss driven
model selection is only possible with ground truth data the
choice for the best model had to be done differently for chal-
lenge submission model trainings. Thus an average training
loss is calculated for the latter case, which allows selecting
a model, which is less overfitted compared to models with
minimal training loss. Instead, the selected model tends to
be chosen close to the epoch with the steepest training loss
curve decrease. To avoid long training times, early stopping
has been realized by checking a loss convergence threshold
stopping when it has not exceeded for a certain number of
epochs. Moreover, as soon the loss starts to converge an ad-
ditional learning rate scheduler reduces the originally defined
learning rate in order to detect further loss minima.

4. EXPERIMENTS

The proposed approach SpectralNet3D™(SpNet3D) from
section 3.2 has been benchmarked versus RNNPlus (cf. sec-
tion 3.1) and the baseline approach evaluated in section 2.
This chapter describes the used datasets, the experimental
setup as well as the performance metrics and benchmark
results.

4.1. Experimental Setup and Data

Data for training and testing has been provided by the chal-
lenge. The training data set contains 1732 training samples
with 4-dimensional soil parameter vectors provided after lab-
oratory analysis as ground truth. In addition to that 1154 sam-
ples are provided for testing. The distribution of soil parame-
ters is shown in Figure 2. However, no ground truth has been
provided for the official test set images. Therefore, for our
evaluation we use the training/validation split from the offi-
cial starter kit of the challenge, with the first 1500 images of
the training set for training and the following 232 images for
validation. Every sample is an image patch composed of 150
contiguous hyperspectral bands covering the range of 462-
942 nm, with a spectral resolution of 3.2 nm. In Figure 1 an
example patch is shown, in comparison to the full image (left)
and the masked patch for a single spectral band (middle).
The given HSI image patches include a mask for the im-
age, where the images are trimmed. Even before applying the
proposed masks, the sample patches come in a large variety
of patch sizes due to the variation of agricultural parcel sizes.
Experiments for SpectralNet3D had been conducted on a
paperspace instance Free-P5000 with hyperparameters bs 8,
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Ir (1e-3, 1le-4, 1le-5), wd 1le-5, seed 0 and epoch patience
thresholds of 6 for Ir scheduling and 20 as global patience
as well as loss change patience threshold of 1e-2 for training
without validation set ground truth. For reproducibility the
code of our implementations is available on github .
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Fig. 2. Distribution of soil parameters Mg, K, and P,0s5
(left) and pH values (right) in the training data.

4.2. Evaluation

For the quantitative evaluation of the submissions an individ-
ual score metric using MSE is given?:

L wmse

i=1(1sepese)

ety — 9,2

: MSE; = _ =1y
4 Wl

with test or validation set cardinality |¢|. The MSE of the
benchmarked approach is compared to the MSE of the base-
line to create a score for evaluation. The baseline algorithm
against which the performance is measured predicts the aver-
age value of each soil parameter obtained from the training
set for all validation samples. The goal is to beat this baseline
with a lowest possible score, which should be 0 in ideal case.
For our choice of validation data see Section 4.1.

Score =

4.3. Results and Discussion

Considering the benchmark results in the following Table 2
one can observe that the proposed 3D convolutional approach
is capable to improve the performance score of the baseline
regressor on provided validation data. In addition to that, it
could be shown that considering also the reflectance trend
across different wavelengths of hyperspectral data could
improve the soil parameter estimation performance. Com-
paring the best SpectralNet3D versions (with decreasing
performance by v1 as best and v6 as worse version), Huber
loss with 6 = 0.15(v1) outperformed pure MAE loss(v3),
SmoothL1 loss(v4) and MSE loss(v6) which is more vulner-
able for outliers. Moreover, Adam(v1l) has been preferred
to AdamW(v2) for optimization. Different reflectance ag-
gregation depths (v1: 5, v5: 8) demonstrate the varying
importances of different wavelength resolutions for the pre-
diction of each particular soil parameter (e.g. pH v1: 0.93
v5: 0.88).

4https://github.com/ISDM-CAU-Kiel/ai4eo

Table 2. Benchmark scores for soil parameters P,0s5, K, Mg
and pH and their total average Score. (i: ideal score 0.0,
best: bold, 2nd: italics).

Algorithm Scorel P20s5 ! Ki Mgl pH!L
Baseline 1.0 1.0 1.0 1.0 1.0
RNNPIus 0.8081  1.001 0.4396 0.8143 0.9773
SpNet3D-vl  0.8535 0.9761 0.6441 0.8540 0.9397
SpNet3D-v2  0.8635  0.9795 0.6602 0.8637  0.9506
SpNet3D-v3  0.8688  1.0062 0.6759  0.8473  0.9457
SpNet3D-v4  0.8729  0.9826 0.6659 0.8772  0.9657
SpNet3D-v5  0.8951  0.9957 0.8017 0.8937  0.8893
SpNet3D-v6  0.9046  0.9809 0.7493  0.8656  1.0225

The 1D approach RNNPIus shows excellent results for
potassium proving that potassium (K) can be inferred by con-
sidering only the mean reflectance, the results for magnesium
are also superior. It shows a weakness in potassium and pH
prediction for which it is not better than the baseline. How-
ever, for phosphorus pentoxide (P,Os) and pH the Spec-
tralNet3D approach shows better results. Hence we argue,
for these parameters the spatial and depth information of the
images is important and using only the average reflectance
would lose this information.

5. CONCLUSION

In this work we introduced a neural network regression ap-
proach for soil parameter estimation based 3D convolutional
feature learning on hyperspectral image data, as well as a
1D RNN based approach using only average reflectance data.
Experiments showed that both approaches can improve the
prediction performance by utilizing the trend of reflectance
across different wavelengths compared to the challenge base-
line. However, performance on the validation split did not
translate into better performance on the official challenge
website on unreleased test data. We will investigate this issue
in future work and consider the discussion on generalization
capabilities of deep models in hyperspectral imaging in [21].

The 1D approach RNNPIus showed the best performance
for potassium (K) and magnesium (Mg), while the 3D con-
volutional approach SpectralNet3D ~5showed the best per-
formance for phosphorus pentoxide (P2Os) and pH values.
Thus we conclude that both approaches have their strengths
and weaknesses and for future work we propose a combina-
tion choosing the best method for each soil parameter. Ap-
proaches with a potentially better attention to the single wave-
lengths and different resolutions like e.g. SpectralFormer [22]
might be capable to optimize the extracted feature maps. In
addition to that, radial basis function (RBF) kernel models or
variational latent distributions as part of the proposed neural
architecture could be capable to even better cover the mixed
soil parameter target distributions (see Figure 2).
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Chapter 9

Conclusion

With this thesis, we contributed to an outlier-driven machine learning re-
search domain with a variety of methods. Therefore, this work introduced
anomaly detection algorithms for point and group anomaly detection as well
as approaches for evaluation and outlier robustness.

In chapter 3 we introduced with CoMadOut [33] an unsupervised point
anomaly detection algorithm based on CoMAD PCA [41, 26] and adaptive
outlier scoring methods. Thereby, we were able to demonstrate robustness
towards outliers by distribution aligned principal components, which we uti-
lized for a weighted scoring of outliers. For future works, we plan to estimate
the ideal number of principal components and to investigate in meta-learners
for model selection, as well as in the performance loss of achieving positive-
semi-definiteness.

Furthermore, an unsupervised anytime point anomaly detection method,
AnyCORE [32], is described in Chapter 4, providing domain experts with
intermediate cluster-based outlier results.

In addition to that, we introduced in Chapter 5 GADFormer [34], a novel
BERT [14]-based transparent transformer encoder architecture for un- and
semi-supervised group anomaly detection on coordinate trajectories, which
provides transparency regarding to an encoder block based separability of
normal and abnormal trajectories to support the machine learning practi-
tioner to find ideal hyperparameters. This approach could also be evaluated
on image data, audio or text data. Moreover, transfer learning would bear
potential for future work, e.g. by trying a GADFormer model pretrained on
car trajectories also on bus trajectories.

In the next Chapter 6, we introduced a novel covariance vector represen-
tation [31] for distribution-based unsupervised group anomaly detection on
bicycle rental movements, which allows to detect fee-based but frequently
visited non-floating areas. A future work could be to also investigate in
temporal group anomalies, revealing if visits of non-floating areas are only
timely restricted. Furthermore, an application to other transportation ser-
vices like eScooters might be of interest.

For testing anomaly detection algorithms in un- and semisupervised set-
tings, we introduced in Chapter 7 an open anomaly benchmark framework
(OAB) [35] to ease researchers of the anomaly detection domain their exper-
iments on tabular and image data and to support reproducibility. Therefore,
future works could focus on improving sampling by embedding clusters for
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a better point difficulty balance in train and test set as well as to test the
framework with a larger variety of algorithms and new datasets.

In Chapter 8 we introduced besides an RNNPlus approach a 3D convo-
lutional architecture, SpectralNet3D [50], for supervised soil parameter pre-
diction on hyperspectral image data based on outlier robust band range av-
erages and Huber-Loss. A future work is to provide an ensemble of models
with best prediction performance for each single soil parameter and to try
latent distributions as part of the model architecture.
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